
IN THE SUPERIOR COURT OF FULTON COUNTY

METRO ATLANTA BUSINESS CASE DIVISION

STATE OF GEORGIA

DELTA AIR LINES, INC., )

Plaintiff,

V.

)
CROWDSTRIKE, INC., )

Defendant.

Civil Action

File No. 24CV013621

ORDER ON DEFENDANT CROWDSTRIKE, INC.'S
MOTION TO DISMISS

This matter comes before the Court on Defendant CrowdStrike, Inc.'s

("CrowdStrike's") Motion to Dismiss, filed December 16, 2024 ("Motion").

Having reviewed the record including Plaintiff Delta Air Lines, Inc.'s ("Delta's")

Response in Opposition to the Motion, filed January 31, 2025 ("Response") and

CrowdStrike's Reply Brief in Support of its Motion, filed February 28, 2025, and

having considered argument offered during an April 16, 2025 hearing, the Court

enters the following order.



1. ВАСКGROUND¹

1.1 The Parties

Delta is a Delaware corporation headquartered in Atlanta, Georgia. (Compl.

8; Ans. 8.) It describes itself as one of the largest airlines in the world, operating

a network of domestic and international routes with over 4,000 daily flights using a

large fleet of aircraft. (Id. 14.) Delta invested billions of dollars in licensing and

building its technology systems. (Id. 19.) Delta contracted with CrowdStrike, a

leader in the cybersecurity industry, to assist in detecting and responding to cyber

threats to its computer systems. (Id. 1, 19; Ans. 1, 19.) Delta's claims concern

an update CrowdStrike released to Delta and its other customers on July 19, 2024

(the "July Update"). (Id.1; Ans. 1.) CrowdStrike contends the July Update was

intended to address a new cyber threat. (Ans. Intro.)

CrowdStrike does not deny the July Update was flawed and led to outages for

Delta and its other customers. (See e.g. id. 1,7; Ans. Intro., 1, 7.) Delta alleges

the outages "negatively impacted millions of people across the globe" and notes

certain commentators have described the July Update "as the 'worst' and 'largest'

cyber event in history." (Id. 1.) As described in more detail below, Delta not only

1 In light of the appropriate standard for considering the Motion, the Court derives the background statement largely

from the allegations of Delta's Complaint. See § 2, infra.
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claims the July Update was faulty, it also asserts the July Update was deployed

without its authorization and absent prudent measures to assure its quality.

1.2 Delta's Contract with CrowdStrike

Delta entered into a Subscription Services Agreement ("SSA") with

CrowdStrike that governed, together with other documents, CrowdStrike's provision

of products and services to Delta. (Id. 73; Ans. 73.) The SSA had an effective

date of June 30, 2022. (Id.) Although Delta's Complaint quotes from the SSA and

lodges a claim for breach of this agreement, Delta did not include a copy of the SSA

in its pleadings. (Id.| 42, 72-80.) However, in its Answer, CrowdStrike cites to

the SSA and attaches a copy. (Ans. 55, 64, 70, 75-76, 78, 93, Ex. F.)

The SSA expressly "authorized [CrowdStrike] to access" Delta's computer

systems and "to process and transmit data through the Subscription Services in

accordance with this [SSA] and as necessary to provide[] Subscription Services."

(SSA § 2.2)

In § 6.2(c) of the SSA, CrowdStrike warrants:

[CrowdStrike] shall take commercially reasonable efforts to avoid the

introduction, and [CrowdStrike] will not subsequently introduce into

the Delta's computer systems where the Software is installed, any
unauthorized 'back door,' 'time bomb,' 'Trojan horse,' 'worm,' 'drop

dead device,' 'virus,' 'preventative routines' or other computer
software routines designed to: (i) permit access to or use of Delta's
computer systems by [CrowdStrike] or a third party not authorized by
this Agreement....
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The SSA also contains provisions that limit and cap each party's liability and

potential damages. (Id. §§ 9.1-9.2.) However, these limits and caps do not apply in

the case of gross negligence or willful misconduct. (Id. § 9.3.)

1.3 Microsoft Operating System and Kernel-Level Controls

Many of Delta's computers run on a Miscrosoft Windows operating system

("Microsoft OS"), and "Delta uses Microsoft for some of its most mission-critical

servers and most of its employee workstations, airport gate information screens, and

productivity solutions." (Compl. 2, 19.) A basic understanding of the inner

workings of Microsoft OS is necessary to fully understand Delta's claims, and the

parties generally agree on those basics.

There are two levels of programming in the Microsoft OS. The first is

"kernel-level" programming which is core to a computer's function. (Id. 20-21;

Ans. 20-21.) The kernel manages the computer's hardware and interfaces

between the hardware and software. (Id.) The second layer of programming is

"user-level."(Id.) Kernel-level programming and user-level programming operate

in separate spaces. (Id.) As described by Delta, user-level programming "typically

contains non-operating system applications." (Id. 20.) Delta further contends,

[b]ecause the kernel is the first level of software operations interfacing

with hardware, if software crashes in the kernel, the entire computer
crashes. Because of this, deploying unauthorized third-party kernel

drivers (or computer programming components that help to operate
components at the kernel-level) is very dangerous for an operating
system.
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(Id.21.) CrowdStrike acknowledges in a Windows OS, if a kernel-level driver

crashes, it can cause the operating system to crash. (Ans. 21.)

1.4 CrowdStrike Makes Unauthorized Alterations to Kernel-Level

Controls

In light of this danger, beginning with Windows 10, Microsoft requires third

parties submit all kernel-level drivers for testing and certification by its Windows

Hardware Quality Lab (‘WHQL”). (Compl. 11 23-24. Both parties agree this

certification must be obtained before kernel-level drivers are loaded by Windows

OS. (Id.; Ans. 24.) Delta alleges, "[p]roperly tested, vetted, and verified driver

packages are critical to the maintenance and safeguarding of a stable operating

system." (Id. 26.) It also alleges this verification process is particularly important

for Early Launch Antimalware ("ELAM") which is software that provides security

for computers as they start up. (Id. 24-25.) CrowdStrike acknowledges,

"Microsoft requires ELAM vendors certify their drivers through its WHQL prior to

being loaded by Windows." (Ans. 25.) Delta contends CrowdStrike assured Delta,

that it complied with the Microsoft certification requirements. (See e.g. Compl. 11

27, 32-35, 57.)

However, Delta further contends CrowdStrike circumvented the certification

process, using its "privileged kernel-level access" to make unauthorized alterations

to kernel-level controls as reflected in CrowdStrike's "Falcon" cybersecurity system.
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(Id.30-35.) Delta alleges CrowdStrike designed Falcon "as an unauthorized door

and shortcut for CrowdStrike developers" so that it could easily provide "content

updates" for its kernel drivers without seeking further Microsoft certification. (Id.

36.) Consequently, with each new "content update," Delta would receive

unverified and unauthorized programming and data running in the kernel level of its

Microsoft OS-enabled computers. (Id. 37.) According to Delta, CrowdStrike hid

these practices from it and other customers in order to avoid scrutiny. (Id.31, 37,

42.) Delta also claims CrowdStrike engaged in this secretive behavior to obtain a

competitive advantage over its cybersecurity rivals. (Id. 28-31.)

1.5 Programming Errors in the July Update

Delta alleges this door in the Falcon software set the stage for the problems

experienced with the July Update. Whereas the kernel-package certified by

Microsoft defined 20 fields, in the July Update, CrowdStrike added an additional

field and also changed the programming logic which caused the system to crash.

(Id.38.) Delta's pleadings offer a detailed explanation of what it believes caused

the crash. Simply stated, this programming divergence in the number of input fields

expected and the number supplied "directed the computer to look for information in

a location that did not exist, which resulted in an 'access violation' and 'out-of-

bounds' error the computer could not resolve." (Resp. 5; Compl. 138.)
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