
IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Microsoft Corporation, 

Plaintiff, 

v. 
Case No. 1-24-cv-2323  

Does 1-10 Operating an Azure Abuse 
Network, 

Defendants. 

DECLARATION OF MAURICE MASON IN SUPPORT OF MICROSOFT’S MOTION 
TO FILE A FIRST AMENDED COMPLAINT 

I, Maurice Mason, declare as follows: 

1. I am a Principal investigator in Microsoft Corporation’s Digital Crimes Unit 

(“DCU”). I make this declaration based upon my personal knowledge, and upon information and 

belief based on my review of documents and evidence collected during Microsoft's investigation 

and civil discovery in this action. I respectfully submit this declaration in support of Microsoft’s 

Motion for Leave to File an Amended Complaint.    

2. I have been employed by Microsoft since August 2021. In my role, I assess 

technological security threats to Microsoft and the impact of such threats on Microsoft's business 

and customers. Among my responsibilities is protecting Microsoft's online service assets from 

network-based attacks. Prior to my current role, I worked as a Senior Consultant on Microsoft's 

Incident Response Team, where I was a lead digital forensic analyst managing multiple incident 

response and threat-hunting engagements that included performing incident response and 

forensic analysis for Fortune 500, Fortune 100, and Fortune 50 companies. Prior to joining 

Microsoft, I held various positions, both in the private sector and in government, where I 
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performed digital forensic analysis, including on malware and ransomware-related matters. A 

true and correct copy of my curriculum vitae is on the docket in this action as Exhibit 1 to my 

December 19, 2024 declaration in this case. 

3. As explained in my December 19 declaration, I am one of the persons responsible 

for Microsoft’s investigation into the groups of actors described in Microsoft’s filings in this case 

as the Azure Abuse Enterprise.  The Azure Abuse Enterprise consists of distinct groups of 

individuals responsible for developing, maintaining, and using a set of custom tools designed to 

abuse generative AI services provided by Microsoft and several other companies. At a high level, 

the Azure Abuse Enterprise’s scheme involves stealing Microsoft customer credentials, using 

those stolen credentials to gain unauthorized access to Microsoft’s systems, and circumventing 

Microsoft’s content filtering technology in order to generate and distribute unlawful and/or 

harmful images. 

Defendants’ Malicious Generation of Harmful Images   

4. My December 19 declaration explains that harmful images generated by the 

Azure Abuse Enterprise include metadata comprising a digitally signed manifest which contains 

a set of assertions commonly referred to as Coalition for Content Provenance and Authenticity 

(“C2PA”) Content Credentials. Through their abuse of Microsoft’s Azure OpenAI Service, 

Defendants in this case have created thousands of harmful images with C2PA Content 

Credentials identifying Microsoft’s technology as the source of those harmful images, even 

though Microsoft goes to great lengths to prevent generation of harmful content, as explained in 

the December 19, 2024 declarations of my colleagues Rodel Finones and Jason Lyons and 

reflected in Microsoft’s 2024 Whitepaper entitled “Protecting the Public from Abusive AI-
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Generated Content.”  A true and correct copy of the 2024 Whitepaper is attached hereto as 

Exhibit 1. 

5. The harmful images generated by the Azure Abuse Enterprise and its end users 

include non-consensual intimate imagery.  Consistent with the 2024 Whitepaper’s discussion of 

the growing risk of harm from such imagery, the Azure Abuse Enterprise’s malicious image 

generation is deeply gendered, with women most often targeted. Certain celebrities, including 

some male celebrities, also appear to have been a particular focus of the Azure Abuse 

Enterprise’s malicious content generation.     

6. Malicious intent to generate harmful non-consensual intimate imagery is apparent 

from certain Defendants’ deliberate technological circumvention methods and systematic efforts 

to repeatedly generate content that was in many instances humiliating and dehumanizing. These 

Defendants engaged in a consistent pattern of abuse of Microsoft’s systems in order to generate 

content that is obviously impermissible under Microsoft’s contractual agreements and AI policy 

positions.  

Individuals Identified to Date 

7. Since I submitted my prior declaration to the Court on December 19, 2024, there 

have been several significant developments in Microsoft’s investigation.  First, Microsoft served 

and obtained responses to several subpoenas. Information obtained in response to Microsoft’s 

subpoenas has furthered Microsoft’s attribution efforts.  Second, execution of the Court’s 

temporary restraining order and preliminary injunction has resulted in disruption of Defendants 

“aitism.net” infrastructure and yielded additional data related to the users of such infrastructure.  

Such data has also furthered Microsoft’s attribution efforts. Third, in response to service of 

process on Defendants and public commentary about this litigation, Microsoft has received 
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communications from certain Defendants and/or persons associated with Defendants.  These 

communications have also furthered Microsoft’s attribution efforts.  Fourth, Microsoft has 

observed communications on public message boards such as 4chan and Rentry discussing this 

litigation, Microsoft, and its counsel. These and other developments have allowed Microsoft to 

ascertain the true identities of several people named in Microsoft’s original complaint, and to 

identify several new individuals involved with the Azure Abuse Enterprise. 

8. The individuals Microsoft has identified fall into three general categories.  The 

first category of individuals, referred to in Microsoft’s proposed First Amended Complaint as the 

“Infrastructure Provider Defendants,” provided the tooling (e.g., the de3u application and oai-

reverse-proxy software), communications infrastructure (e.g., Cloudflare tunnel and reverse 

proxy domains), monetization mechanisms, and instructions for using their technology and 

services of the Azure Abuse Enterprise.  Infrastructure Provider Defendants and unnamed co-

conspirators of theirs include: 

 Defendant Arian Yadegarnia, who appears to reside in the Islamic Republic of Iran 

 Defendant Alan Krysiak, who appears to reside in the United Kingdom 

 Defendant Ricky Yuen, who appears to reside in the Hong Kong Special Administrative 

Region of the People’s Republic of China 

 Defendant Phát Phùng Tấn, who appears to reside in the Socialist Republic of Vietnam 

 Doe 2, a person Microsoft has identified who appears to reside in the United States  

 Doe 3, a person Microsoft has identified who appears to reside in the Republic of Austria 

and uses the alias “Sekrit” 

 A person Microsoft has identified who appears to reside in the United States and uses the 

alias “Pepsi” 

Case 1:24-cv-02323-MSN-WEF     Document 39-2     Filed 02/27/25     Page 4 of 35 PageID#
569



- 5 - 

 A person Microsoft has identified who appears to reside in the United States and uses the 

alias “Pebble” 

9. The second group of individuals Microsoft has identified are end users of the 

Infrastructure Provider Defendants’ technologies who used such technologies to generate non-

consensual intimate imagery, often targeting specific celebrities. These Defendants, currently 

identified in Microsoft’s original Complaint and proposed First Amended Complaint as DOEs 4-

7 include: 

 A person using the alias “dazz” believed to reside in United Kingdom 

 A person using the alias “Jorge” believed to reside in United States 

 A person using the alias “jawajawaable” believed to reside in Turkey 

 A person using the alias “1phlgm” believed to reside in Russia 

Based off my investigation, “dazz”, Jorge”, “jawajawaable”, and “1phlgm” utilize the 

infrastructure provided by DOEs 1-3 to create images that targeted celebrities in a harmful, 

offensive and misogynistic way.  

10. A third group of individuals Microsoft has identified are end users who appear to 

have used the Azure Abuse Enterprises’ technology and services to generate content that is not 

specifically in violation of our terms of use.  These individuals appear to have knowingly used 

the Azure Abuse Enterprises’ malicious infrastructure to gain unauthorized access to Microsoft’s 

systems, but did so to gain free services unrelated to the types of harmful content created by 

Does 4-7.  These individuals include: 

 An end user who appears to be located in Argentina 

 An end user who appears to be located in Paraguay 

 An end user who appears to be located in Denmark  
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11. Microsoft’s investigation is ongoing, and it is believed that Microsoft will gain 

further attribution evidence and may identify additional end users or infrastructure providers as 

discovery and investigation in this case continue. 

Additional Evidence Developed Since December 2024 

12. Microsoft has developed substantial additional evidence since filing its original 

temporary restraining order (“TRO”) application in December 2024. The existence of this case, 

the Court’s TRO, discovery, and continued investigative work by my colleagues and I have put 

Microsoft in a position to file a First Amended Complaint.  

13. For example, after Microsoft served Defendants with the complaint and TRO in 

this action, Microsoft observed communications on 4chan starting on January 7th, 2025. In one 

such communication, a 4chan user user referring to DOE 1 aka “Fizz” stated “They got him” and 

another responded “maybe OpenAI and co.?”  A true and correct screenshot of communications 

on 4chan dated January 7th, 2025 is included below and attached hereto as Exhibit 2. 
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14. In another online communication, an apparent user of the reverse proxy service 

described in Microsoft’s original complaint noted the apparent seizure of the “aitism.net” domain 

by Microsoft. A true and correct screenshot of this communications is included below and 

attached hereto as Exhibit 3. 
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15. In another online communication, an anonymous user posted a link to a website 

doxing the Microsoft attorneys responsible for prosecuting this case. A true and correct 

screenshot of this communications is included below and attached hereto as Exhibit 4. 
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16. A compilation of true and correct screenshots of portions of the doxing webpage 

described above is provided below and attached hereto as Exhibit 5. 
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17. In another 4chan communication dated January 11, 2025, an anonymous user 

discussed the true name of the online persona known as “Fiz.” A true and correct screenshot of 

this communications is included below and attached hereto as Exhibit 6. 

18. In addition to communications observed on 4chan, Microsoft attorneys received 

direct communications from persons who appear to be involved with, or at least aware of, the 

conduct and technical infrastructure described in Microsoft’s original complaint.  A true and 

correct screenshot of one such communications is included below and attached hereto as Exhibit 

7. 
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19. In addition to the communications described above, Microsoft also observed 

conduct by certain individuals that helped further Microsoft’s investigative efforts.  For example, 

Microsoft observed efforts by certain Defendants designed to obfuscate relevant evidence. I 

understand from certain subpoena responses that after Microsoft provided notice of this action to 

email addresses associated with Defendants, persons associated with those email addresses began 

deleting webpages and source code repositories related to the conduct described in Microsoft’s 

complaint.  

20. In conjunction with the developments described above, Microsoft has continued 

its investigative efforts and has uncovered significant additional attribution evidence.  Although 

Microsoft’s investigation is ongoing, the evidence Microsoft has developed to date establishes 

the true identities of the following DOE defendants described in the Complaint. 

DOE 1 is Arian Yadegarnia aka “Fiz.” 

21. The individual described in Microsoft’s original complaint as DOE 1 is a natural 

person named Arian Yadegarnia aka “Fiz.” Yadegarnia appears to reside within the Islamic 

Republic of Iran. Microsoft’s continued investigation has identified that Yadegarnia created 

client-side software tool referred to by Defendants as “de3u” and controlled the websites 

https://rentry.org/de3u and the source code repositories located at https://github.com/notfiz/de3u, 

which was used to u carry out Azure Abuse Enterprise. Additional analysis identified that 

Yadegarnia forked1  the oai-reverse-proxy source code initially authored by “Khannon” and 

provided it on their own personal Gitgud page https:// gitgud.io/fiz1/oai-reverse-proxy. 

Reviewing data from discovery Microsoft revealed that Yadegarnia was recently visiting the 

“aitism.net” website on January 10, 2025. This website was a part of the static infrastructure used 

to operate the Defendants’ scheme.  

22. A true and correct screenshot of Yadegarnia’s GitHub page containing de3u 

source code is included below and attached hereto as Exhibit 8.

11 In the context of computer programing, “forking” generally refers to making a copy of a source code repository 
(the one being forked) and starting a new branch of source code development. 
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23. A true and correct compilation of screenshots from Yadegarnia’s de3u webpages 

used to operate the Azure Abuse Enterprise is included below and attached hereto as Exhibit 9.  

Offensive images contained in one of the screen captures below have been obfuscated to protect 

the victims of the Azure Abuse Enterprise and the public. 
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DOE 2 is “Khanon” 

24. The individual described in Microsoft’s original complaint as DOE 2 is a natural 

person who resides in the State of Illinois. As explained in Microsoft’s prior papers, DOE 2 

contributed to the Azure Abuse Enterprise the “oai-reverse-proxy” service used to operate the 

Azure Abuse Enterprise.  Microsoft is aware of Khanon’s true identity but is not proceeding with 

civil claims against him to avoid entanglements between this civil action and any potential 

criminal proceedings.  

25. A true and correct screenshot of Yadegarnia’s GitGud page containing source 

code authored by Khannon and forked by Yadegarnia is included below and attached hereto as 

Exhibit 10.
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26. A true and correct screenshot from Khannon’s GitGud page containing source 

code authored by Khannon for the oai-reverse-proxy tool is included below and attached hereto 

as Exhibit 11.
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27. A true and correct screenshot from a Cloudflare tunnel used to operate the Azure 

Abuse Enterprise is included below and attached hereto as Exhibit 12.
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DOE 3 is “Sekrit” 

28.        The individual described in Microsoft’s complaint as DOE 3 is a person 

residing within the Republic of Austria and uses the alias “Sekrit”. “Sekrit” is a person who 

appears to have been associated with the website “aitism.net” that was a part of the static 

infrastructure used to operate the Defendants scheme. Microsoft’s continued investigation into 

“Sekrit” also identified the creation of a rentry page https://rentry.org/sekrit.  
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29. A true and correct screenshot from Yadegarnia’s GitGud page where they 

mention collaboration with Sekrit on how to deploy the oai-reverse proxy tool is included below 

and attached hereto as Exhibit 13. 

30. A true and screenshot from Sekrit’s Rentry page is included below and attached 

hereto as Exhibit 14. 
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31. A true and screenshot from a 4chan post discussing Sekrit’s collaboration with 

Yadegarnia is attached hereto as Exhibit 15. 
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Defendant Ricky Yuen 

32. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

another member of the Enterprise named Ricky Yuen, aka “CG-Dot”, who appears to reside in 

the Hong Kong Special Administrative Region of the People’s Republic of China.  Yuen is a 

contributor to the oai-reverse-proxy source code initially authored by “Khannon” and has 

adapted that code to enable abuse of Google’s Cloud Platform (“GCP”).  Yuen’s initial commit 

to the oai-reverse-proxy code occurred on June 29th, 2024, where they implemented GCP 

Claude support to the tool. A true and correct compilation of screenshots taken public GitHub 

repository showing Yuen’s connection to the Azure Abuse Enterprise are included below and 

attached as Exhibit 16. 
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Defendant Alan Krysiak 

33. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

another member of the Enterprise named Alan Krysiak, aka “Drago.” Krysiak appears to reside 

in the United Kingdom and has used proxy domains and stolen customer credentials in order to 

provide himself and others with unauthorized access to the Azure OpenAI Service. Krysiak 
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forkedthe oai-reverse-proxy source code initially authored by “Khannon” and provided it on their 

own personal Gitgud page https://gitgud.io/Drago/oai-reverse-proxy.  

34. A compilation of screenshots of emails and webpages showing Krysiak’s 

connection to the Azure Abuse Enterprise are included below and attached as Exhibit 17. 
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Defendant Phát Phùng Tấn aka ”Asakuri” 

35. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

another member of the Enterprise named Phát Phùng Tấn aka ”Asakuri”. Tấn appears to reside in 
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Socialist Republic of Vietnam.  Tấn has used proxy domains and stolen customer credentials in 

order to provide themselves and others with unauthorized access to the Azure OpenAI Service. 

Tấn proxy domains were hosted on one of Drago’s main websites https://dragonetwork.pl. 

Additionally, Tấn forked2 the oai-reverse-proxy source code initially authored by “Khannon” and 

provided it on their own personal gitgud page gitgud.io/yae-miko/oai-reverse-proxy. A true and 

correct compilation of screenshots showing Tấn’s connection to the Azure Abuse Enterprise 

isincluded below and attached as Exhibit 18.

22 In the context of computer programing, “forking” generally refers to making a copy of a source code repository 
(the one being forked) and starting a new branch of source code development. 
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Other Members of the Azure Abuse Enterprise 

36. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

another member of the Enterprise who uses the alias “Pepsi.” Pepsi appears to reside in the 

United States and has used proxy domains and stolen customer credentials in order to provide 

themselves and others with unauthorized access to the Azure OpenAI Service. Additionally, 

Microsoft identified a rentry page https://rentry.org/cocaineninja and a GitHub repository 

https://github.com/dietpesigirl which appeared to be controlled by “Pepsi”. Microsoft’s analysis 

from reviewing discovery data identified that Pepsi was recently visiting the “aitism.net” website 

from January 9th, through January 26th, 2025. This website was a part of the static infrastructure 

used to operate the Defendants scheme. A true and correct compilation of screenshots of 

evidence showing Pepsi’s connection to the Azure Abuse Enterprise is included below and 

attached as Exhibit 19. 
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37. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

another member of the Enterprise who uses the alias “Pebble.” Pebble appears to reside in the 

United States and has used proxy domains and stolen customer credentials in order to provide 

themselves and others with unauthorized access to the Azure OpenAI Service. A true and correct 

compliation of screenshots of evidence showing Pebble’s connection to the Azure Abuse 

Enterprise is included below and attached as Exhibit 20. 
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DOES 4-7 are “Dazz,” “Jorge,” “Jawajawaable,” and “1pghlgm” 

38. Microsoft’s continued investigation into the Azure Abuse Enterprise identified 

other members of the Enterprise as end users who use the aliases “dazz”, “Jorge”, 

“jawajawaable”, “1phlgm” (Does 4-7). These individuals except for “Jorge” appear to reside 

outside the United States and have used infrastructure and stolen credentials provided by the 

Azure Abuse Enterprise to gain unauthorized access to the Azure OpenAI Service.  Based off 

my investigation of the end users “dazz”, Jorge”, “jawajawaable”, and “1phlgm” they appear to 

utilize the infrastructure provided by DOEs 1-3 to create images that targeted celebrities that 

were in violation of our terms of use.  
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