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U.S. Department of Health and Human Services
Office for Civil Rights

Breach Portal: Notice to the Secretary of HHS Breach of Unsecured Protected Health Information

Please Note: The Breach Notification Portal will be offline for maintenance from Fri Apr 26 10:00 PM EDT to Sat Apr 27 06:00 AM EDT. Any information being
entered when the Portal is taken off-line will be lost.

Under Investigation Archive Help for Consumers

As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health
information affecting 500 or more individuals. The following breaches have been reported to the Secretary:

Cases Currently Under Investigation

This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights.
Show Advanced Options
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Breach Report Results L 0 8
Expand = Name of Covered State = Covered Individuals Breach Type of Breach Location of
All Entity Entity Affected Submission Breached
Type 1= Date Information
o Kaiser Foundation CA Health Plan 13400000 04/12/2024 Unauthorized Network
Health Plan, Inc. Access/Disclosure Server
Business Associate No
Present:
Web Description:
S HCA Healthcare TN Business 11270000 07/31/2023 Hacking/IT Incident Other
Associate
S Maximus, Inc. VA Business 9179226 08/04/2023 Hacking/IT Incident Network
Associate Server
S Perry Johnson & NV Business 8952212 11/03/2023 Hacking/IT Incident Network
Associates, Inc., Associate Server
which does
business as PJ&A
> Managed Care of GA Business 8861076 05/26/2023 Hacking/IT Incident Network
North America Associate Server
(MCNA)
> Welltok, Inc. (6]0] Business 8493379 11/06/2023 Hacking/IT Incident Network
Associate Server
> PharMerica KY Healthcare 5815591 05/12/2023 Hacking/IT Incident Network
Corporation Provider Server
> HealthEC LLC NJ Business 4656293 12/21/2023 Hacking/IT Incident = Network
Associate Server
> Reventics, LLC FL Business 4212823 02/10/2023 Hacking/IT Incident Network
Associate Server
> OneTouchPoint, WiI Business 4112892 07/27/2022 Hacking/IT Incident Network
Inc. Associate Server
> Colorado CcoO Health Plan 4091794 08/11/2023 Hacking/IT Incident Network

Department of Server
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Expand
All

Name of Covered
Entity

Health Care Policy
& Financing

Concentra Health
Services, Inc.

Regal Medical
Group,Lakeside
Medical
Organization,
ADOC Acquisition,
& Greater Covina
Medical Group

CareSource

NationsBenefits
Holdings, LLC

ESO Solutions,
Inc.

Connexin
Software, Inc.

Harvard Pilgrim
Health Care

Enzo Clinical Labs,
Inc.

Florida Health
Sciences Center,
Inc. dba Tampa
General Hospital

INTEGRIS Health
Shields Health
Care Group, Inc.
Postmeds, Inc.
Medical
Management
Resource Group,
L.L.C.

Centers for
Medicare &
Medicaid Services
Arietis Health, LLC

Apria Healthcare
LLC

Baptist Medical
Center

PurFoods, LLC

Doctors' Center

State

X

OH

FL

X

PA

MA

NY

FL

OK

MA

CA

AZ

MD

FL

IN

X

IA

Covered
Entity
Type

Healthcare
Provider

Healthcare
Provider

Business
Associate

Business
Associate

Business
Associate

Business
Associate

Health Plan
Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Business
Associate

Healthcare
Provider

Business
Associate

Health Plan

Business
Associate

Healthcare
Provider
Healthcare

Provider

Healthcare
Provider

Healthcare

Individuals

Affected
=

3998163

3388856

3180537

3037303

2700000

2675934

2624191

2470000

2430920

2385646

2380483

2364359

2350236

2342357

1975066

1868831

1608549

1229333

1195220

Breach
Submission
Date

01/09/2024

02/01/2023

07/27/2023

04/13/2023

12/18/2023

11/11/2022

05/24/2023

06/05/2023

07/28/2023

01/26/2024

05/27/2022

10/30/2023

02/06/2024

07/28/2023

09/29/2023

05/16/2022

06/15/2022

08/25/2023

11/09/2022

Type of Breach

Hacking/IT Incident

Hacking/IT Incident

Unauthorized

Access/Disclosure

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Location of
Breached
Information

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server
Email,
Network

Server

Network
Server

Network
Server

Network



Expand
All

Name of Covered
Entity

Hospital

ZOLL Services
LLC

Community Health
Systems
Professional
Services
Corporations
(CHSPSC), LLC

Fred Hutchinson
Cancer Center

Eastern
Radiologists, Inc

Wright & Filippis
LLC

Partnership
HealthPlan of
California

MCG Health, LLC

UNITE HERE

Upstream RollCo,
LLC

Missouri
Department of
Social Services

Yuma Regional
Medical Center

SightCare, Inc.

International
Business
Machines
Corporation

CommonSpirit
Health

Risas Dental &
Braces

Metropolitan Area
EMS Authority dba
MedStar Mobile
Healthcare

Emergency
Medical Services
Authority

East River Medical
Imaging, PC

Radius Global
Solutions

State

MA

TN

WA

NC

MI

CA

WA

NY

AL

MO

AZ

AZ

NY

PA

X

OK

NY

MN

Covered
Entity
Type

Provider

Healthcare
Provider

Business
Associate

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Health Plan

Business
Associate

Business
Associate

Healthcare
Provider

Health Plan

Healthcare
Provider

Health Plan

Business
Associate

Business
Associate

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Business
Associate

Individuals

Affected
=

997097

962884

890959

886746

877584

854913

793283

791273

748678

739884

738145

637999

630755

623774

618189

612000

611743

605809

600794

Breach
Submission
Date

03/10/2023

03/16/2023

12/22/2023

02/29/2024

11/18/2022

05/18/2022

06/10/2022

02/23/2024

04/22/2023

08/07/2023

06/09/2022

10/28/2022

09/29/2023

12/01/2022

03/28/2024

12/19/2022

03/22/2024

11/22/2023

08/04/2023

Type of Breach

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Unauthorized
Access/Disclosure

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Location of
Breached
Information

Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server
Network

Server

Network
Server

Email

Network
Server

Network
Server

Network
Server

Other

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server



Expand
All

Name of Covered
Entity

The Harris Center
for Mental Health
and IDD

Plaza Radiology,
LLC

Murfreesboro
Medical Clinic &
SurgiCenter

Electrostim
Medical Services,
Inc. d/b/A EMSI

Group Health
Cooperative of
South Central
Wisconsin

Unum Group SACE

TAG Urgent Care
Support Services,
LLC

North Kansas City
Hospital

Health Care
Management
Solutions, LLC

WakeMed Health
and Hospitals

Intellihartx, LLC

Cardiovascular
Consultants Ltd.

lllinois Department
of Healthcare and
Family Services,
lllinois Department
of Human Services

Philips Respironics

Retina Group of
Washington, PLLC

Harris County
Hospital District
d/b/a Harris Health
System

Cardiovascular
Associates

CorrectCare
Integrated Health,
Inc.

State

X

TN

TN

FL

Wi

TN

NY

MO

WV

NC

TN

AZ

PA

MD

X

AL

KY

Covered
Entity
Type
Healthcare

Provider

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Health Plan

Health Plan

Business
Associate

Healthcare
Provider
Business
Associate
Healthcare

Provider

Business
Associate

Healthcare
Provider

Health Plan

Business
Associate

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Business
Associate

Individuals

Affected
=

599367

569022

559000

542990

533809

531732

516985

502438

500000

495808

489830

484000

480435

457152

455935

455676

441640

438713

Breach
Submission
Date

08/17/2023

12/20/2023

06/21/2023

12/28/2023

04/08/2024

08/03/2023

08/18/2023

01/03/2024

11/14/2022

10/14/2022

06/08/2023

12/01/2023

10/21/2022

03/04/2024

12/22/2023

07/21/2023

02/03/2023

10/31/2022

Type of Breach

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Unauthorized
Access/Disclosure
Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Unauthorized
Access/Disclosure

Location of
Breached
Information

Network
Server

Desktop
Computer,
Network
Server

Network

Server

Network
Server

Network
Server

Network
Server

Network
Server
Network
Server
Network
Server
Network

Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server



Expand
All

Name of Covered
Entity

Proliance
Surgeons

Temple University
Health System,Inc.

Virginia Dept. of
Medical
Assistance
Services

United Healthcare
Services, Inc.
Single Affiliated
Covered Entity

Medical Eye
Services, Inc.

State of Maine

Goodman
Campbell Brain
and Spine

Western
Washington
Medical Group

El Centro Del
Barrio d/b/a
CentroMed

Azura Vascular
Care

R&B Corporation
of Virginia d/b/a
Credit Control
Corporation

Onix Group

Advanced Medical
Management, LLC

Otolaryngology
Associates, LLC

United Healthcare
Services, Inc.
Single Affiliated
Covered Entity

CompleteCare
Health Network

Johns Hopkins
Medicine

Des Moines
Orthopaedic
Surgeons, P.C.

M&D Capital
Premier Billing LLC

State

WA

PA

VA

CT

NY

ME

MS

X

PA

VA

PA

MD

CT

NJ

MD

NY

Covered
Entity
Type

Healthcare
Provider

Healthcare
Provider

Health Plan

Health Plan

Business
Associate

Health Plan

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Business
Associate

Business
Associate

Business
Associate

Business
Associate

Healthcare
Provider

Health Plan

Healthcare
Provider

Healthcare
Provider

Healthcare
Provider

Business
Associate

Individuals

Affected
=

437392

430381

423824

398319

377931

376504

362833

350863

350000

348000

345523

319500

319485

316802

315915

313973

310405

307864

284326

Breach
Submission
Date
11/20/2023
09/15/2023

08/09/2023

07/28/2023

11/14/2023

11/16/2023

07/19/2022

10/26/2023

08/11/2023

01/13/2024

05/13/2023

05/26/2023

06/29/2023

04/01/2024

09/07/2023

12/20/2023

07/25/2023

01/22/2024

03/21/2024

Type of Breach

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Unauthorized
Access/Disclosure

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Hacking/IT Incident

Location of
Breached
Information

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network

Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server

Network
Server



Expand Name of Covered State Covered Individuals Breach Type of Breach Location of

All Entity Entity Affected Submission Breached
Type 15 Date Information
Greater Rochester NY Healthcare 279156 10/26/2023 Hacking/IT Incident Network
Independent Provider Server
Practice

Association, Inc.

Avem Health OK Business 271303 12/13/2022 Hacking/IT Incident Network
Partners Associate Server
Southwest LA Healthcare 269752 12/22/2022 Hacking/IT Incident Network
Louisiana Health Provider Server

Care System, Inc.
d/b/a Lake Charles
Memorial Health

System
Health Alliance NY Healthcare 264197 12/11/2023 Hacking/IT Incident Network
Hospital Mary's Provider Server

Avenue Campus

Refuah Health NY Healthcare 260740 04/29/2022 Hacking/IT Incident Network
Center Provider Server
Warner Norcross M Business 255160 08/24/2022 Hacking/IT Incident Network
and Judd, LLP Associate Server
Morris Hospital & IL Healthcare 248943 08/17/2023 Hacking/IT Incident Network
Healthcare Provider Server
Centers
Lehigh Valley PA Healthcare 248359 05/15/2023 Hacking/IT Incident Network
Health Network Provider Server
(blackcat)
Knowles Smith & NC Healthcare 240214 04/08/2024 Hacking/IT Incident Network
Associates, d/b/a Provider Server
Village Family
Dental
The Harris Center TX Healthcare 238463 01/05/2024 Hacking/IT Incident Network
for Mental Health Provider Server
and IDD
Yakima Valley WA Healthcare 235249 03/01/2024 Hacking/IT Incident Network
Radiology, PC Provider Server
FMC Services, LLC TX Healthcare 233948 09/23/2022 Hacking/IT Incident Network
Provider Server
Albany ENT & NY Healthcare 224486 05/25/2023 Hacking/IT Incident Network
Allergy Services, Provider Server
PC.
Amerita KS Healthcare 219707 09/05/2023 Hacking/IT Incident Network
Provider Server
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