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INTERESTS OF AMICI CURIAE'!

Amici include major U.S. law firms with a significant presence nationally and in the
District of Columbia, and therefore have a strong interest in protecting attorney-client
confidentiality and providing effective legal representation to a wide variety of clients throughout
the American legal system.> Collectively, the undersigned 83 amici firms have more than 50,000
attorneys, offices in nearly every state, and represent many public companies regulated by the
SEC, as well as other businesses, individuals, non-profits, and governments in civil litigation,
criminal defense, internal investigations, administrative compliance, complex transactions, and
myriad other highly sensitive matters. Across their various fields of practice, amici’s attorneys
and their clients depend on attorney-client confidentiality to maintain the kind of trusted
relationships that courts have long recognized as essential to effective advocacy and the
administration of justice. Amici are deeply troubled by the SEC’s demand for confidential client
information in this case, and the obvious broader implications of its legal arguments. Amici thus

submit this brief to highlight the compelling reasons that support ruling in Respondent’s favor.

! The Court’s January 24, 2023 order stated that the Court “will accept amicus curiae briefs
without an accompanying motion to file.” No counsel for a party authored this brief in whole or
in part, and no party or counsel for a party made a monetary contribution intended to fund the
preparation or submission of the brief. No person other than amici curiae or their counsel made a
monetary contribution to the preparation or submission of this brief.

2 The list of amici curiae law firms is located in the appendix at the end of this brief.
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INTRODUCTION

The Securities and Exchange Commission (“SEC” or “Commission”) seeks to breach one
of the oldest and most inviolate principles in American law. It does so while offering only vague
speculation as to why it needs the privileged or confidential client information it has demanded.
Indeed, the SEC’s argument is that the government’s mere curiosity, without indication of
wrongdoing, entitles an administrative agency to demand the names of a law firm’s clients and
related information that a firm may possess. Not only would the SEC breach well-established
principles of confidentiality in the service of this fishing expedition, it would turn attorneys into
witnesses against their own clients, while offering no guarantees that it will not disseminate the
information to other parts of the government, the press, and the public. This violation of
confidentiality is especially troubling given that it re-victimizes the targets of a foreign nation’s
cyberattack—an increasingly common feature of modern life that even the most diligent
businesses and governments cannot prevent.

As Respondent correctly explains, the SEC’s subpoena cannot be reconciled with a
lawyer’s ethical obligations and the law. Attorneys have an ethical duty not to disclose confidential
client information—including the identity of a client seeking legal advice—absent client consent
or a well-established exception to client privilege, confidentiality, or an attorney’s fiduciary and
ethical obligations. Without consent or an exception, any attorney or law firm would be obligated
to resist disclosure in circumstances like those here. Amici write to emphasize the danger of
enforcing a subpoena like the one at issue here, and urge the Court to deny the SEC’s application.

ARGUMENT
L. Time-Honored Principles Of Attorney-Client Confidentiality Shield Client Identities
Since the Founding, American courts have protected the “necessity” of effective legal

representation “free from the consequences or the apprehension of disclosure.” Hunt v. Blackburn,



Case 1:23-mc-00002-APM Document 17 Filed 02/21/23 Page 7 of 31

128 U.S. 464, 470 (1888); Paul R. Rice et al., 1 Attorney-Client Privilege in the United States
§§ 1:3,1.12n.2 (2021) (collecting early American cases). Attorneys cannot provide effective legal
advice without the ability to assure clients that their secrets and confidences will be strictly
maintained. As courts have long recognized, such protections are “rooted in the imperative need
for confidence and trust” between lawyers and clients, and “rest[] on the need for the advocate and
counselor to know all that relates to the client’s reasons for seeking representation.” Trammel v.
United States, 445 U.S. 40, 51 (1980).

One aspect of attorney-client confidentiality is an attorney’s ethical obligation not to reveal
the identities of their clients. See D.C. Bar. Op. No. 124, at 207. Absent certain narrow and well-
defined exceptions, attorneys may not “(1) reveal a confidence or secret of the lawyer’s client; (2)
use a confidence or secret of the lawyer’s client to the disadvantage of the client; [or] (3) use a
confidence or secret of the lawyer’s client for the advantage of the lawyer or of a third person.”
D.C. Rules of Professional Conduct, Rule 1.6(a). The D.C. Bar has made clear that a client’s
identity is a “confidence” or “secret” subject to protection, and that attorneys are strictly obligated
to resist disclosure of such information absent client consent. See D.C. Bar. Op. No. 124, at 207.
An administrative subpoena does not overcome that obligation. Covington Br. at 15-19. And
while not always within formal attorney-client privilege, client identities are privileged “when
sufficiently intertwined with the client’s confidences.” Covington Br. at 19-20. At a minimum,
law firms have a strong privacy interest in client identities that cannot be overborne absent a
substantial showing by the government. Covington Br. at 20-41.

Compelling reasons justify these rules: the mere fact that a person or organization has
sought legal counsel is highly sensitive. In amici’s experience, clients often choose not to disclose

that they have engaged attorneys because disclosure of the retention of counsel has the potential
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to cause a broad range of adverse consequences—revealing business plans, causing public

embarrassment, triggering investigations, or prompting litigation. Consider the following

scenarios:

A company is unsure whether its recent international business deal violated U.S.
sanctions law and hires a law firm with a reputation for defending high profile
sanctions cases. The law firm then suffers a cyberattack, and the government
compels it to disclose the fact of the representation. Learning of the representation,
the Treasury Department starts investigating the client for sanctions violations, the
investigation is widely reported in the press, and the client loses key partnerships
and customers in the fallout.

A well-known plaintiffs’-side IP litigation firm is confidentially retained by a client
that is considering suing a patent infringer. The firm suffers a cybersecurity breach,
the identity of its client is disclosed to the SEC and becomes publicly known, and
the infringer infers that it is the target. The infringer then races to court in its

preferred venue and file suit first, leaving the client at a strategic disadvantage.

In either of these circumstances, compelled disclosure of the mere fact of representation can inflict

serious and lasting harms on clients. And these are not fanciful hypotheticals. Attempts to compel

disclosure of client identities are fiercely litigated. See Covington Br. 17-19.

Safeguarding client confidences protects not just the clients themselves, but the very

institution of legal representation. If attorneys could be compelled to reveal client identities

without their consent, clients would be less likely to seek legal counsel in the first place. As the

D.C. Circuit has explained, clients are less likely to be “forthright if their lawyers could be turned

into witnesses against them or if they could be forced to disclose their conversations with their
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lawyers.” In re Sealed Case, 107 F.3d 46, 49 (D.C. Cir. 1997). Under such a threat, clients seeking
legal counsel may limit what they disclose to their attorneys—making their own judgments based
on what they do not want to risk being exposed. Protecting attorney-client confidentiality thus
“promote[s] broader public interests in the observance of law and administration of justice” by
“encourag[ing] full and frank communication between attorneys and their clients.” Upjohn Co. v.
United States, 449 U.S. 383, 389 (1981).

At the same time, fear of compelled disclosure can deprive many individuals and
businesses of knowledgeable legal advice, leaving them to resolve disputes, draft complex
agreements, or comply with arcane laws on their own. Such an outcome would be completely out
of step with American legal traditions and the basic tenets of our adversarial system. See Hunt,
128 U.S. at 470. An attorney’s ethical duty not to disclose client identities thus not only promotes
“full and frank communication,” Upjohn, 449 U.S. at 389, but is essential to maintaining the
institution of meaningful legal representation.

Nor should it be ignored that the SEC’s demand here ultimately goes beyond the mere
identity of clients but necessarily extends to part of the substance of attorney-client
communications. The Commission’s subpoena sought privileged client communications. But
even just the disclosure of which clients were contacted about the data breach necessarily discloses
the substance of what Covington communicated to those clients—that is, that the clients’ data was
compromised. And because the government already has extensive knowledge about the Hafnium
attack, SEC Memo 2, it would be able to make further inferences about Covington’s clients and
their potential legal exposures if it obtained the contested information. That is to say nothing of
the damage from public disclosure—as the SEC’s own subpoena makes clear, the agency shares

the information it gathers with numerous other entities, governmental and otherwise, as well as
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“members of Congress, the press, and the public.” Dkt. 1-2 at 33-34. In all these ways, the SEC
seeks to transform Respondent into a witness against its own clients, using the fact of the

communication to interrogate whether the law firm’s clients may have violated securities laws.

I1. The SEC Claims Broad Entitlement To Client Confidences Based On Minimal
Justifications

The SEC would turn these time-honored principles on their head in service of a fishing
expedition. Without evidence that any of Respondent’s clients broke securities laws, the
Commission seeks to compel Respondent to reveal the identities of 298 publicly traded clients.
SEC Memo 8-9. And its true aim goes even further: the Commission’s subpoena shows that it
seeks not just client names but their material non-public information as well, contained in strictly
privileged attorney-client communications. Amici are deeply troubled by the scope of this
demand.

While the Commission’s application to this Court now seeks only the names of
Respondent’s clients, SEC Memo 5, neither the agency’s investigative rationale nor its legal
arguments are so limited. The SEC says it wants to know “whether the Hafnium threat actors
viewed or exfiltrated [material non-public information] related to any of Covington’s public
company clients and, if so, for which clients.” SEC Memo 8. But there is no indication that names
alone will satisfy the SEC. And amici are concerned that the SEC ultimately seeks to discover
whether Respondent had material non-public information and what the information was. Indeed,
the SEC’s initial subpoena requested client documents and “[a]ny [co]mmunications provided to
the client” relating to the breach. Dkt. 1-2 at 17-18. That request is on hold pending this litigation,
but the Commission offers no assurances it will not demand that information again in the future.

And, under the Commission’s sweeping legal theory, such a demand could not be refused.
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The SEC acknowledges that privilege law and ethics rules protect client confidences, SEC
Memo 12-14, but nonetheless claims broad entitlement to Respondent’s client information because
it meets the minimal requirements for enforcing an administrative subpoena. SEC Memo 6-7. In
so doing, the Commission ignores that attorney-client privilege applies even in the face of an
administrative subpoena. See, e.g., Fed. Trade Comm’n v. Boehringer Ingelheim Pharms., Inc.,
892 F.3d 1264, 1269 (D.C. Cir. 2018). And it requires a well-established and recognized
exception—such as the crime-fraud rule—to overcome the privilege. See In re Sealed Case, 107
F.3d at 49. The SEC’s legal theory would seemingly apply to administrative subpoenas in any
kind of investigation by any agency. Every time a law firm faces a cyberattack, the Environmental
Protection Agency could subpoena client names to try to ferret out polluters, or the Office of
Foreign Assets Control could trawl client names for leads on sanctions violations. Such a theory
of entitlement is effectively boundless.

Even setting aside the problems with the Commission’s legal arguments, it is precisely the
“low bar” to enforcement, SEC Memo 10, that amici find so troubling. Its theory of entitlement
to client confidential information is predicated solely on the validity of the subpoena itself. In
particular, the SEC appears to be looking for information about whether Respondent’s clients
appropriately disclosed the incident. And this would not be the first time the SEC has investigated
the victims of a cyberattack. See In the Matter of Certain Cybersecurity-Related Events, HO-
14225 (investigating victims of Solar-Winds cyberattack to see whether they adequately disclosed

the incident).> But that only confirms the problems with the Commission’s demand—it seeks to

3 https://www.sec.gov/enforce/certain-cybersecurity-related-events-faqs  (last modified
Nov. 30, 2022).
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compel a law firm to act as a witness against its own clients to determine whether a securities law
violation occurred.

Nor is that all the SEC seeks. The SEC’s subpoena seeks to further that inquiry by
requesting strictly privileged “[cJommunications provided to the client” relating to the breach.
Dkt. 1-2 at 17-18. And the SEC does so without pointing to specific evidence or information
suggesting that Respondent’s clients have traded on material non-public information as a result of
the cyberattack. The SEC’s suggestion that it needs confidential client information to determine
whether the Hafnium threat actors traded on material nonpublic information, SEC Memo 8, is
unpersuasive, unsupported by facts, and contradicts the government’s own intelligence
assessments. The SEC already has other, far less intrusive methods for detecting possible insider
trading. See, e.g., Daniel M. Hawke, SEC Data in Insider Trading Investigations, CORPORATE
COUNSEL (Aug. 1,2019).* And in any event, the White House has concluded with a “high degree
of confidence” that the campaign of incidents that the SEC is investigating was conducted by
Chinese state actors for espionage purposes. Press Release, The White House, The United States,
Joined by Allies and Partners, Attributes Malicious Cyber Activity and Irresponsible State
Behavior to the People’s Republic of China (July 19, 2021).°

Given the vital interests at stake, the SEC should have to make a significant showing that
its request is based on more than mere speculation, or that it has exhausted other means of obtaining

the same information before even attempting to compel attorneys to breach client confidentiality.

4 https://www.arnoldporter.com/-/media/files/perspectives/publications/2019/08/sec-data-
in-insider-trading-investigations.pdf.

5 https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-
states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-
behavior-to-the-peoples-republic-of-china/.
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While protection for client identities may not be absolute, if “the entry of any [legal] order
eclipse[d] a lawyer’s ethical obligations™ not to disclose client confidences, the rule “would have
no meaning at all.” Evolution AB (publ.) v. Marra, No. A-3341-21, 2023 WL 350576, at *3 (N.J.
Super. Ct. App. Div. 2023). There might be some special situations in which an agency could
validly seek client identities, but by its own account the SEC is merely acting out of “official
curiosity” without evidence of wrongdoing. Dkt. 1-2, SEC Ex. C, at 3 (quoting United States v.
Morton Salt Co., 338 U.S. 632, 652 (1950)).

Adopting the SEC’s approach could invite similarly speculative requests by any
government agency in virtually amy speculative investigation, regardless of whether the
investigating agency had any indication of wrongdoing by a law firm or its clients. Amici handle
many thousands of matters each year that, under the Commission’s theory, could trigger agency
demands for client secrets. Allowing any agency to compel disclosure in such situations without

evidence of wrongdoing would be a dramatic overreach.

III. Compelling Disclosure Of Client Identities Punishes Innocent Clients, Burdens
Attorneys, And Undermines Cooperation With Law Enforcement

Granting the application here would not only contravene basic tenets of confidentiality, but
also ultimately punishes the victims of a Chinese state-sponsored cyberattack. The Microsoft
Hafnium cyberattack was perpetrated by a “a foreign actor,” SEC Memo 2, not Respondent or its
clients. Just as amici would have done, Respondent fully “cooperated with FBI officials who
determined that the attack was sponsored by Chinese authorities targeting information relating to
the incoming Biden administration.” Justin Henry, Attorney-Client Confidentiality at Stake in

Covington’s Dispute With SEC? White-Collar Lawyers Weigh In, THE AMERICAN LAWYER (Jan.
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13,2023).% Yet the requested compelled disclosure would harshly penalize blameless clients, back
attorneys into a corner, and discourage law firms like amici from cooperating with law
enforcement in the future.

Such a cavalier approach to client confidences puts both clients and attorneys in an
untenable position. For all the reasons explained above, Respondent’s clients, who were innocent
victims of the underlying cyberattack, would face the unfair consequences that accompany
disclosure of representation. See supra at 3-6. But the onerous burden disclosure would also put
on attorneys in Respondent’s situation is just as problematic.

When a law firm is hacked, it must take a number of steps, all of which require a complex
assessment of client interests and legal obligations. First, it must assess what outside experts or
law enforcement agencies to contact to help it determine the extent of the breach, what was
accessed, and notify affected clients. And at each of these steps, a law firm faces additional
complex decisions, including whether law enforcement can help with understanding the scope of
the breach or whether the threat remains ongoing. Second, it must determine whether further
cooperation with law enforcement is permissible or desirable. And third, in the event of a
subpoena, it must decide whether it is permissible or desirable to comply. At every stage, attorneys
must analyze the ethical, fiduciary, and confidentiality implications to their clients, as well as their
own legal obligations and responsibilities as good citizens. Each step in that process is already
fraught with ethical complications as the firm seeks to comply or balance the possible conflict
between its own legal duties to report and its obligations to zealously protect its clients’ interests

even to its own detriment.

® https://www.law.com/americanlawyer/2023/01/13/attorney-client-confidentiality-at-
stake-in-covingtons-dispute-with-sec-white-collar-lawyers-weigh-in/.

10
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Permitting the kind of compelled disclosure requested here vastly expands the potential
harm clients may face. And it can fundamentally change the calculus when law firms consider
how to respond to a cyberattack. Faced with the choice between complying with a subpoena and
protecting clients’ secrets, Respondent took the same course of action here that any one of the
undersigned amici firms would have been forced to take: it resisted disclosure to protect its clients.
But underneath that straightforward conclusion lies a tangle of hard decisions. And the SEC’s
approach would all too often leave attorneys with the choice of harming themselves or harming
their clients. They could either fulfill their ethical obligations to their clients, while accepting the
legal sanctions that might follow their refusal to honor a subpoena. Or they could comply with the
legal order, but face bar discipline, possibly even disbarment, for revealing their clients’ secrets.
Either outcome imposes a significant and unfair burden on attorneys.

While differing circumstances might alter a firm’s response to a subpoena for client
information, an overly aggressive approach to compelling disclosure of client identities could force
more firms into a defensive crouch, making them more reluctant to cooperate with government
investigations and more likely to resort to litigation in resisting disclosure. Those firms that decide
not to report hacks would be denied all the benefits, services, and sophisticated cybersecurity tools
that are available only through government cooperation. And while amici, like Respondent, have
the resources to litigate subpoena disputes, other attorneys may not, and might be forced to comply,
thus overriding their ethical obligations and fiduciary duties. Resisting an agency subpoena is a
costly and time-consuming process, and smaller firms or solo practitioners might feel
overwhelming pressure to simply disclose even if doing so harmed their clients.

Finally, enforcement of the SEC’s subpoena runs counter to the government’s broader

cybersecurity efforts, which encourage cooperation. Since at least 2009, the FBI, Secret Service,

11
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and other law enforcement agencies have conducted significant outreach to law firms to gain their
trust and attention in addressing cybersecurity threats. Karen Painter Randall & Steven A. Kroll,
Getting Serious about Law Firm Cybersecurity, NEW JERSEY LAWYER (June 2016).” Law
enforcement agencies have increasingly recognized the investigative benefits of partnering with
private sector victims and have devoted significant resources to working with the private sector to
protect vital national assets such as corporate trade secrets from economic espionage and other
cyber threats. See Aruna Viswanatha, FBI’s Christopher Wray Wants Business to Help Fight
China, Cyber Threats, WALL ST. J. (Feb. 9, 2023).8 Deputy Attorney General Lisa Monaco
recently emphasized “[o]ne of the most important steps in disrupting malicious cyber activity is to
increase the reporting of cybercrimes by private sector victims,” and pledged to companies who
cooperate with law enforcement, the Department will “stand with them in the aftermath of an
incident.” Deputy Attorney General Lisa O. Monaco, Keynote Address at International
Conference on Cyber Security (July 19, 2022). And FBI Director Christopher Wray publicly
committed to “treat victim companies as victims.” FBI Director Christopher Wray, Digital
Transformation: Using Innovation to Combat the Cyber Threat (March 7, 2018).!° These efforts

begin to ring hollow when other government agencies seek to compel the disclosure of client

7 https://sc.edu/study/colleges schools/law/centers/cybersecurity/ docs/getting_serious_a
bout law_firm_cybersecurity.pdf.

8 https://www.wsj.com/articles/christopher-wray-tries-to-thaw-fbis-frosty-relationship-
with-business-11675911906.

? https://www justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-
keynote-address-international-conference.

19 https://www.fbi.gov/news/speeches/digital-transformation-using-innovation-to-
combat-the-cyber-threat.

12
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confidences after law firms have voluntarily disclosed cyberattacks and collaborated with law

enforcement, even when not otherwise required by law.

CONCLUSION

The SEC’s application for an order enforcing the subpoena to Respondent should be

denied.

/s/ Kevin J. Orsini

KEVIN J. ORSINI

CRAVATH, SWAINE & MOORE LLP
825 8th Ave

New York, NY 10019

Tel: (212) 474-1596

Counsel for Cravath, Swaine & Moore LLP

/s/ Erez Liebermann

EREZ LIEBERMANN
DEBEVOISE & PLIMPTON LLP
66 Hudson Boulevard

New York, NY 10001

Tel: (212) 909-6224

Counsel for Debevoise & Plimpton LLP

s/ Alice S. Fisher

ALICE S. FISHER (D.C. Bar No. 437492)
LATHAM & WATKINS LLP

555 Eleventh Street, NW, Suite 1000
Washington, DC 20004

Tel.: (202) 637-2232

Counsel for Latham & Watkins LLP
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Respectfully submitted,

/s/ Brian R. Matsui

BRIAN R. MATSUI (DC Bar No. 491339)
ADAM L. SORENSEN (DC Bar No. 1685695)
MORRISON & FOERSTER LLP

2100 L Street NW, Suite 900

Washington, DC 20037

Tel: (202) 887-8784

BMatsui@mofo.com

DOUGLAS L. HENDRICKS
MORRISON & FOERSTER LLP
425 Market Street

San Francisco, CA 94105
Tel: (415) 268-7037

Counsel for Morrison & Foerster LLP

/s/ Jeffrey S. Powell

JEFFREY S. POWELL

KIRKLAND & ELLIS LLP

1301 Pennsylvania Avenue NW
Washington, DC 20004

Tel: (202) 389-5050

Counsel for Kirkland & Ellis LLP
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