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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division
UNITED STATES OF AMERICA

Crim. No. 18-CR-407
V.

ALEKSANDR BROVKO, Hon. T.S. Ellis, 111

)
)
)
)
)
) Sentencing: October 23, 2020
)

Defendant.

DEFENDANT’S POSITION ON SENTENCING FACTORS

This is a case in which the calculated guideline range substantially overstates the
warranted sentence — as demonstrated by the sentence imposed by this Court for Mr. Brovko’s
co-conspirator, Alexander Tverdokhlebov, as well as sentences imposed by this Court in similar
cyberfraud cases. That is not to say that Mr. Brovko’s conduct was not serious. It was serious,
and he has never wavered in accepting responsibility for his wrongdoing. From his first contact
with investigators (in the Czech Republic, where he has lived since 2011), Mr. Brovko admitted
his role in the cyberfraud scheme at issue. He was “retained” by Tverdokhlebov, a high-level
cybercriminal, and others like him to assist in cyberfraud schemes to defraud U.S. banks by
hacking into customer accounts. Mr. Brovko’s role was to sift through stolen user data for the
personal identifying information that would allow Tverdokhlebov and others to steal money from
users’ bank accounts, and to further facilitate that process. For Tverdokhlebov, the mastermind
of such cyberfraud schemes, this Court imposed a sentence of 110 months in 2017. See U.S. v.
Tverdokhlebov, 1:17-CR-09, ECF Doc. 61(TSE). Similarly, in a more recent case involving an

unrelated sophisticated cyberfraud scheme, this Court sentenced the organizer of that global
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enterprise, Alexsei Burkov, to 108 months of imprisonment. See U.S. v. Burkov, 1:15-CR-245
(TSE), ECF Doc. 53.

With these cases and sentences as a guidepost, Mr. Brovko respectfully submits that a
sentence of 72 months is sufficient but not greater than necessary in this case. Such a sentence
reflects the seriousness of Mr. Brovko’s conduct and the greater harm of the scheme in which he
participated, while also taking into account the nature of his role and his personal gains relative
to scheme organizers such as Tverdokhlebov and Burkov.

l. The Advisory Sentencing Guideline Range

The Probation Office has calculated the advisory guideline range in this case as 235-293
months. Mr. Brovko does not object to the Probation Office’s calculated guideline range, but
submits that certain guideline enhancements, as addressed below, should not be relied upon as an
equitable matter in determining the appropriate sentence for Mr. Brovko.

A. Use of Special Skill - U.S.S.G. § 3B1.3

The defense raised an objection with the Probation Office regarding its application of a 2-
level enhancement under § 3B1.3 for “use of a special skill” on equitable grounds. As a point of
clarification, Mr. Brovko does not dispute the relatively sophisticated nature of his cyber-related
knowledge and skills, but submits that his skills are no more “special” or sophisticated than those
of defendant Tverdokhlebov, who did not receive this 2-level enhancement. In this regard, Mr.
Brovko concedes the factual basis for the enhancement, but challenges its fairness as applied to
him. Mr. Brovko acknowledges that this argument is best presented as an argument under §

3553(a), as opposed to an objection to the sentencing guidelines.
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B. Loss Amount Determination

The advisory guideline range in this case is driven by the loss amount enhancement — 24
levels — which, in turn, is based not on the actual loss involved and certainly not on the gain to
Mr. Brovko, but on the number of text files found on Mr. Brovko’s computers at the time of his
arrest. Mr. Brovko does not object to the loss amount determination under the guidelines.
Indeed, the guidelines are clear as to how to calculate loss in a case such as this: number of
stolen access devices (defined broadly to include any personal identification number) multiplied
by $500/device. See U.S.S.G. § 2B1.1, Application Note 3(F)(i). Here, that formula translates
into a loss amount of between $65 - $125 million.

The loss enhancement applied to Mr. Brovko is excessive and arbitrary and should not be
given much weight. As far as the sentencing guidelines are concerned, the Sentencing
Commission offers no empirical data to support the guidelines’ $500 per access device formula,
or, indeed, the loss table in general. For its part, the Sentencing Commission acknowledges that
loss amount enhancements may be problematic in certain cases, and that “[t]here may be cases in
which the offense level determined under this guideline substantially overstates the seriousness
of the offense.” U.S.S.G. § 2B1.1, Application Note 21(C). This is such a case.

Here, the loss amount determination applied to Mr. Brovko is especially arbitrary and
draconian when considering that Tverdokhlebov, a higher level participant, was assessed a lower
loss amount (by 4 levels) because he, Tverdokhlebov, happened to have a smaller amount of
stolen data on his computers at the time of his arrest. See Govt. Sent. Memo. in Tverdokhlebov,
1:17-CR-9, ECF Doc. 54, at 5. Since loss was not measured for either defendant in terms of

actual loss, the advisory guideline ranges calculated for each defendant are of little value in
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assessing relative culpability. Tverdokhlebov’s guideline range was calculated at 97 to 121
months, more than 50% lower than Mr. Brovko’s range.

National statistics further demonstrate that a sentence at or anywhere near the advisory
range in this case would be a stark outlier among § 2B1.1 offenses generally. For Fiscal Year
2019, the Sentencing Commission reported that the average sentence in fraud cases across the
country was 22 months, with an average sentence of 18 months for offenders in Criminal History
Category I, to 40 months for offenders in Criminal History Category VI. See U.S. Sentencing
Commission, 2019 Sourcebook of Federal Sentencing Statistics, at Table 27.1 Of the
approximately 6,400 fraud, theft and embezzlement cases in FY 2019, the average loss amount
was $6.2 million. See U.S. Sentencing Commission, FY 2019 Overview of Federal Criminal
Cases at 20.2

As this Court well knows, the advisory guidelines are only one of several factors for the
Court to consider under 18 U.S.C. § 3553(a). In light of the arbitrary nature of the advisory
guideline calculation for Mr. Brovko, as well as national data on fraud sentencing, a significant
departure from the loss enhancement-driven guideline range is called for in this case.

1. A Sentence of 72 Months Is Warranted Under the § 3553(a) Sentencing
Factors

After United States v. Booker, sentencing is no longer a mathematical exercise. The
sentencing guideline range is now advisory, and courts must consider the recommended

sentencing range as one of seven statutory sentencing factors enumerated in 18 U.S.C. § 3553(a).

! Available at https://www.ussc.gov/sites/default/files/pdf/research-and-
publications/annual-reports-and-sourcebooks/2019/Table27.pdf (last accessed Oct. 16, 2020).

2 Available at https://www.ussc.gov/sites/default/files/pdf/research-and-
publications/research-publications/2020/FY19 Overview_Federal Criminal _Cases.pdf (last
accessed Oct. 16, 2020).
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Booker, 543 U.S. 220, 259-60 (2005); see also Kimbrough v. United States, 552 U.S. 85 (2007)
(sentencing guidelines are simply an advisory tool to be considered alongside other statutory
considerations set forth in 18 U.S.C. § 3553(a)); Gall v. United States, 552 U.S. 38 (2007)
(same). After Booker, Kimbrough and Gall, therefore, sentencing courts must adhere to the
primary directive of 83553(a) to “impose a sentence sufficient, but not greater than necessary, to
comply with the purposes” of sentencing. This requirement is not just another factor to be
considered along with the others set forth in Section 3553(a); rather it sets an independent limit
on the sentence.

A. Personal History & Characteristics of Aleksandr Brovko

Aleksandr Brovko, now 36 years old, was born and raised in Bratsk, Russia, a city in the
Siberian region of the country. He grew up with his parents and two older siblings in what he
has described as a middle class household by Russian standards, equivalent to a working class
background in the United States. The family lived in a small apartment, and his parents both
worked. PSR, 1151, 53. Mr. Brovko appears to have been gifted academically. After
completing secondary school, he went on to the state university in Bratsk, where he eventually
earned a degree in Systems Engineering in 2006. PSR,  59.

While attending the university, Mr. Brovko moved out of his family apartment to live
with his girlfriend who would later become his wife. These new living expenses meant that he
had to find employment, and he put the completion of his degree on hold when he found an
engineering job at a local printing and advertising business. PSR, { 61; letter of A. Brovko,
attached as Exhibit 1. He lost that job, however, after a disagreement with the company’s

management. See Ex. 1.
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While Mr. Brovko was later able to finish his coursework and earn his degree, he found
that the degree did not open doors to employment opportunities as he had hoped it would. As he
explains in his letter to the Court, his efforts to find legitimate employment in Bratsk were not
fruitful, “either due to my lack of knowledge, or specificity of Russian business — when it is not
the service quality that counts, but the number of people you know.” Brovko Letter, Ex. 1.

Mr. Brovko’s struggle to find employment in Russia provides the context for how he
became involved in cyberfraud. His first foray into internet-based work was for a classmate who
was looking for help in directing internet traffic to certain websites. Through that experience, he
gained skills and professional connections, which then led him into the world of cyberfraud. It
was not a path that he ever wished for, and it is one that he had hoped to resist by finding decent
paying employment from legitimate sources. See Brovko Letter, Ex. 1.

Then, he and his wife experienced personal tragedy. As described in her letter to the
Court, attached as Exhibit 2, they had a baby, a son, who died at 1 month old due to errors made
by medical professionals at the local hospital. It was an extremely painful time in their lives.
Mr. Brovko remains uncomfortable discussing their loss. After their first son’s death, Mr.
Brovko and his wife decided to move to the Czech Republic, hoping for a fresh start, and did so
in 2011. There, they had a second child, also a son, who is almost 8 years old. PSR, 1 53-54.

Once settled in Ceske Budejovice, a city in the southern region of the Czech Republic,
Mr. Brovko hoped to find better, legitimate employment opportunities. But moving to a new
country was not the panacea he expected it to be. While he was able to learn the language, he
was still seen as a foreigner in his new country.

With financial pressure mounting to provide for his family, Mr. Brovko returned to

cyberfraud work which provided a steadier source of income. He was never proud of his work
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and kept it secret from his wife and family. Brovko Letter, Ex. 1. His disappointment and
shame in himself, in turn, exacerbated problems in his marriage. Mr. Brovko decided that it was
best for his wife and son if he separated himself from their lives. Yet it is clear from his wife’s
letter to the Court that Mr. Brovko, his wife and their son remain a close-knit family, even after
his arrest and extradition to the United States. Ex. 2, Letter of I. Brovko.

For Mr. Brovko, the most important thing in his life is his son. He recognizes and deeply
regrets that his son will bear the brunt of his wrongdoing — because of his actions, his son will be
without his father during his formative years.

B. Nature of The Offense

As previously described, Mr. Brovko performed a specific role in the cyberfraud schemes
at issue in this case. Tverdokhlebov and others gained access to botnets — collections of
computers infected by malicious software — to steal data, including personal identifying
information and bank account credentials, from infected computers. Once the stolen data was
collected, Mr. Brovko (and others like him) were recruited and paid to mine the data for the
critical user bank account information, which Mr. Brovko passed on to co-conspirators recruited
by Tverdokhlebov and others, who used the information to attempt to steal money from users’
bank accounts, with Mr. Brovko’s support.

Mr. Brovko was paid for his work. The government identified payments from
Tverdokhlebov to Mr. Brovko totaling $137,000 in the years 2014 through 2016. While such an
amount is not insignificant, it is far less than the millions that organizers like Tverdokhlebov
made from the stolen data during this time. See Govt. Sent. Memo in U.S. v. Tverdokhlebov,
1:17-CR-09 (TSE), Doc. 54, at 7-8. For his part, Mr. Brovko used his earnings from cyberfraud

schemes to support his wife and son, but not to live a lavish lifestyle. He also pursued legitimate
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business opportunities, such as wood and food processing, but these other business ventures were
not successful. PSR, 1 62.

On October 1, 2019, Mr. Brovko was arrested in the Czech Republic on the basis of the
indictment in this case. He immediately agreed to speak to U.S. investigators who traveled to the
Czech Republic for the arrest. Soon thereafter, he consented to extradition to the United States,
and arrived in the Eastern District of Virginia on December 6, 2019. 3

With his willingness to speak to investigators, his consent to extradition, and his letter to
the Court, Mr. Brovko has demonstrated his acceptance of responsibility for his conduct. While
there is no question that Mr. Brovko engaged in cyberfraud for several years freely and
voluntarily, and was paid amply for his work, he is not someone who engaged in this fraud
without a care or thought to the wrongfulness of his actions and the harm to which he
contributed. He struggled with his moral failures, which he kept from his wife and family, and it
seems to have been the primary cause of the dissolution of his marriage. See Ex. 1, Letter of A.
Brovko. In short, Mr. Brovko has demonstrated that he does understand the seriousness of his
wrongdoing, and has stated unequivocally that he will not return to these illegal activities once
he is released to the community.

C. The Need to Avoid Unwarranted Sentencing Disparities

While the Court must consider many factors in determining the appropriate sentence in
any case, the need to avoid unwarranted sentencing disparities is especially important in this

case. 18 U.S.C. § 3553(a) directs the Court to consider “the need to avoid unwarranted sentence

8 Pursuant to 18 U.S.C. § 3585(b)(1), Mr. Brovko is entitled to credit for the time that he
was in custody in the Czech Republic awaiting extradition.
8
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disparities among defendants with similar records who have been found guilty of similar
conduct.” 1d. at 8§ 3553(a)(6).

In 2017, this Court sentenced Mr. Brovko’s co-conspirator, Alexander Tverdokhlebov,
the “mastermind” of one or more cyberfraud schemes, to 110 months of imprisonment.* While
Mr. Brovko no doubt played an essential role in the cyberfraud in which he participated, in
relative terms, he is less culpable than organizer-leader Tverdokhlebov, who not only organized
the scheme, but also, as one would expect, reaped the greatest rewards from it. Indeed,
Tverdokhlebov appears to have earned millions (the government identified more than $1 million
in wire transfers China and Russia before his arrest) and spent it quite lavishly, on exotic
vacations and other luxury items. See Tverdokhlebov, 1:17-CR-09, Govt. Sent. Memo., ECF
Doc. 54, at 1-2, 8. For his part, Mr. Brovko earned enough to comfortably support his family
and fund his efforts to find other, legitimate business opportunities.

In U.S. v. Burkov, this Court sentenced another cyberfraud mastermind in June 2020 to a
sentence of 108 months, effectively the same sentence it imposed on Tverdokhlebov. Burkov’s
guideline range was assessed at 262-327 months, for reasons similar to Mr. Brovko — a 24-level
loss enhancement based on the guideline’s $500-per-device formula. Notwithstanding the
advisory range, and Burkov’s operation of what the government called the most exclusive
criminal cyberforum in the world — “a Who’s Who of the world’s most notorious
cybercriminals,”® this Court’s 108-month sentence reflected a substantial variance from the

sentencing guidelines’ recommendation.

— o
See Burkov, Govt. Sent. Memo., ECF Doc. 48, at 2.

9
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In light of his role and offense conduct, Mr. Brovko is deserving of a sentence
considerably lower than defendants Tverdokhlebov and Burkov’s 9 years. What Tverdokhlebov
and Burkov both had, and Mr. Brovko did not, were connections to other high-level, “VIP”
cybercriminals to be able to organize and operate their schemes to extract profit from stolen data.
In contrast, Mr. Brovko, while his technical skills may have been considerable, played a
technical role, performing work for those higher up on the cyberfraud food chain such as
Tverdokhlebov and Burkov.

In sum, a sentence below the 9-year sentences imposed for Tverdokhlebov and Burkov is
warranted for Mr. Brovko. In determining how far below, the sentences imposed in cyberfraud
cases, United States v. Akhalaia, 1:18-CR-408 (TSE) (80 months), and United States v.
Yeliseyev, 1:16-CR-310 (CMH) (72 months), are important comparisons.

In Akhalaia, this Court imposed a sentence of 80 months for a defendant who co-founded
and operated various illicit businesses that sold stolen credit card data and personal identifying
information to other cybercriminals, which earned him proceeds of between $1.5 million and
$3.5 million. See Akhalaia, Govt. Sent. Memo, ECF Doc. 46 at 6. The amount of profit earned
by Akhalaia appears more in line with Tverdokhlebov’s earnings than those of Mr. Brovko. In
this regard, Akhalaia’s 80-month sentence supports a sentence of less than 80 months for Mr.
Brovko.

Finally, in the case of U.S. v. Yeliseyev, the Court imposed a sentence of 72 months, later
reduced to 48 months, for a cyberfraud defendant who “acted as a middleman between large-
scale computer hackers and retail-level fraudsters” trafficking in stolen credit card data. See
Yeliseyev, 1:16-CR-310, Govt. Sent. Memo., ECF Doc. 44, at 1. As in Mr. Brovko’s case, the

actual loss attributable to Yeliseyev was difficult to determine, and thus the $500-per-device was

10
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applied, resulting in a loss figure of between $25 and $65 million, one level lower on the loss
chart than that applied to Mr. Brovko. While it is difficult to gauge the ways in which Mr.
Brovko and defendant Yeliseyev are either similar or dissimilar from the limited information
available in the record, Yeliseyev’s role as a “middleman” suggests a mid-level role, which could
be said of Mr. Brovko as well. Mr. Brovko was not involved in deploying or organizing the
massive data theft (through botnets), but played a technical and admittedly important role in
extracting the valuable information from the stolen data, and paving the way for the subsequent
financial theft.

When considered together, the aforementioned cyberfraud cases support a sentence of 72
months for Mr. Brovko as the sentence necessary to avoid creating any unwarranted sentencing
disparity among similar and related defendants.

D. The Need to Achieve Deterrence, Promote Respect for the Law, and Impose A
Sentence that Provides Just Punishment

Deterrence is a difficult concept to quantify in relation to 18 U.S.C. § 3553(a)’s mandate
that the Court impose a sentence which is sufficient but not greater than necessary. Research
from a variety of sources, including the Department of Justice, has concluded that increasing the
severity of punishment does not, in fact, result in greater deterrence. Rather, it is the fact of
prosecution which has a deterrent impact. See U.S. Department of Justice Office of Justice
Programs, Five Things About Deterrence (May 2016), available at

https://www.ncjrs.qov/pdffiles1/nij/247350.pdf.

Here, Mr. Brovko faces a substantial period of imprisonment, in a country where he does
not speak the language, and has no personal connections. For Mr. Brovko, the experiences of
arrest and extradition alone are sufficient to deter him from future criminal activity, and a
lengthy sentence is not necessary in that regard. For others engaged in international cyberfraud,

11
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arrest, extradition and imprisonment for 5 years or more sends a resounding message and is
sufficient to achieve general deterrence.
I11.  Conclusion
As in every case, sentencing in this case requires the Court to balance myriad factors and
determine the sentence that is sufficient but not greater than necessary. For the reasons set forth
above, it is respectfully submitted that a sentence of 72 months is warranted and represents the
sentence that is sufficient but not greater than necessary to achieve the goals of sentencing for

Mr. Brovko.

Respectfully submitted,

ALEKSANDR BROVKO
By Counsel,

By: /sl
Shannon S. Quill
Virginia Bar No. 76355
Assistant Federal Public Defender
Attorney for A. Brovko
1650 King Street, Suite 500
Alexandria, Virginia 22314
(703) 600-0850 (telephone)
(703) 600-0880 (facsimile)
Shannon_Quill@fd.org (email)

12
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CERTIFICATE OF SERVICE

I hereby certify that on the 18th day of October 2020, I will file the foregoing with the
Clerk of Court using EM/ECF, which will then send a notification of such filing to the following:

Laura Fong, Esqg.

Alexander Berrang, Esq.
United States Attorney’s Office
2100 Jamieson Avenue
Alexandria, VA 22314

/sl
Shannon S. Quill, Esquire
Virginia bar No. 76355
Attorney for A. Brovko
Office of the Federal Public Defender
1650 King Street, Suite 500
Alexandria, VA 22314
(703)600-0850 (telephone)
(703)600-0880 (facsimile)
shannon_quill@fd.org
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Dear Judge Ellis,

In my opinion, whenever you asked me a question, I didn't have an opportunity to answer in full due
to the time restrictions of the meeting. You — I mean you personally, as well as the Probation
Services officer, the meeting with whom was interrupted before the conclusion / the translation is
literal due to ambiguity of this sentence in the original - R.V./. ] am writing this letter to completely
answer the questions, which in my view may be of interest to you.

I was born in the USSR, in a workers' family, a middle-class family. The dramatic changes in the
country, in 1991 and 1994, negatively affected families like these. I am the youngest of three
children, with the age difference of eight to nine years. Therefore, for as long as I remember myself,
my parents provided me with only the bare necessities. To order have pocket money or buy new
clothes for myself, I had to work during summers or help acquaintances wherever the additional
manual labor was needed.

A computer appeared in our house in around 1995 - my brother needed it to study at the University.
Like any teenager, I was interested in computer games. In contrast with modern computers or
tablets, one had to have the knowledge of how to start a game on an old computer. That could be
considered as the beginning of my education on computer literacy. While in school, I learned two
programming languages. With my school team, I participated in a city Olympiad. Individually, I
was interested in building websites and the general workings of the internet. In 2002, during my
second year at the university, I was able to get my first regular job. It was [at] the department of
Applied Informatics at the University, which also maintained the computer equipment at the
University. At the same time, I looked for other sources of income - helping my friends with
computers, completing the programming assignments for school or university students in my town
and over the internet, designing websites and posting them on the Internet, and providing SEO
support.

At the end of my fourth year, I moved in with my future wife into a single-family flat. Therefore, I
obtained a full-time job as a prepress engineer at a printing company. I attended the University only
when [ was able or when it was needed. Due to disagreements with the company management, I lost
this job six months after I graduated from university. A career in the field of my formal education
would offer me an income of about $300 a month. That was not enough to pay rent, not even
considering everything else. I continued searching for work in the area of computers, and not in the
field of my education.

My university classmate asked for assistance and promised a good profit. That was how my
criminal activity began. I was aware of my actions and knew their ultimate result. I am not a
sociopath - it gives me no pleasure causing other people pain and suffering, but my financial
difficulties forced me to accept [the offer]. Later on, I was seeking legitimate income opportunities,
a different job, or my own business. But nothing came of it, either due to my lack of knowledge, or
the specificity of Russian business - when it is not the service quality that counts, but the number of
people you know. In 2011, my wife and I moved to the Czech Republic. One of the reasons to move
was economic - to find a legitimate job with sufficient compensation or to start a business. I tried
various options, on the Internet, or offline. But nothing worked - this time, because of my fear of
arrest. From the moment I realized that I am doing illegal work, I understood that my arrest was
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only a matter of time. In order not to have anyone involved, I did not join my friends' firms and did
not invite anyone to join mine. Also, I kept my activities secret from my family and friends, so even
my wife does not know what I do. Because of that, we quarreled. We separated in 2015, and while
officially we are married, I pay her child support for my son.
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To a certain degree, I am glad of my arrest because it provides me with an opportunity to
redeem myself and return to lawful life. My wrong decision caused me more problems than joy -
the mental pressure and family dysfunction. The necessity to work in a different time zone/time
difference demanded a lot of work done at nighttime, which negatively affected my health. The
constant secrecy engendered difficulties with mutual understanding within my family and with
acquaintances. Even from a financial standpoint, this decision did not bring me a lot of money. [
can easily earn similar amounts in a multitude of legitimate ways now.

I sincerely wish to compensate for the damages I caused, to return to my son with my conscience
clear and my hands clean. I did not resist the arrest and did not fight the extradition. I willingly
cooperate with the investigation and do not violate the rules of my detention.

I'understand that I have to repay the damages I caused before returning to my duties as a father.
Aleksandr Brovko
8/8/2020 /signature/



Case 1:18-cr-00407-TSE _Document 45-1 Filed 10/18/20 Page 4 of 6 PagelD# 214

- )
7‘5& W b drntau "ij 43 FAuE
o woery japenuie, wan g pry worgo P ‘7,4;4'{’”‘"“‘ {?0/*/:,0,&, My e
Epererninx o%gmqwnuu’_écrf)«wu’ g Mend (e 5&:,3;@_éc‘fémawuac;u o7 6E7 b
Ineano, Hu = § umew Bloyy Aituo hat w cipunepn g /'améaa.m: oft{ice,
éc7/71 qu c,vz,/‘a}o[:'u/vi Sepe rpLp 5[4'1151‘/'26(1!6&«6 Do el titun, jnumj 270
AUCEnG ATe-Cm noano o1 $eTETE na wnlepioy wugue Duc, no Moty e,

berpocu.
,5] /?_l?g."ff‘fff '(/ LML /;)aécw«x [[C/J oemy e cpc ne Lty KAUCEL _i;(;(%:-il:f); -3&“9,'

/aq: ,u.o;c,, anx Ceﬂbfl)( ,9/ /ttﬁt!?’ubp{»& L(; /{y ylu’u,”g’;/;{[«‘}hu?éu‘ 68'? hev,

|lortomy nouiu oo fpers Tio g cedi nomaw, pea poguiian gabana
Mne TonLko é;i(,?guf)cj}’aﬂod‘ /(;(pﬁ aii e guf&:u L G0 An Wi eabitine  Hiuy it
¢ 4

Véleu 'ﬂ7§/~v0/i'((<‘!f CS.',«,« /sw 2R "(u eocan, ne TH(L{ };‘mﬂ:’&’i,’b W Lad hoo e

- < .
VHAKOMbe TG & NYIK Hix oitorikieritiite AT PR
- ; 4 e S
Kennciote = G rnawed cemid nentancn npanepune C 05 awyy, on Qwn rgrtn
o(/:’aﬂ;ﬁ g/!l}l 7 ='f£’g»;« '5 Lyt Ad/ﬁcu <7, //\ak /u{)éoza ngg /’ocﬂfcc MEHT
T

H

/
{,{/176/:’»4 cg'{f)wawng( Kort (v e, LAy 6 CiAudue OT ¢ 6\7/’(:‘1(14(,-(1 ‘_L\,&’Mﬂ‘,/(.?»{}’:‘?«/”

ApAEH LT 5, U700 Hang cTuTt LQprt o cTa/)m !{Q/mw{//’e/q;f,x,,/4?-/(/114

- e
O(&ntu yranal, €37 ux nop [1e¥% o CquUTH L Rrudd AUCL MOE OAPA Gutha €

e Sote iafc Kol flb i< pou. &Q,éf’ﬁﬂf? Piconb M O%D ..'?fy;‘;!_."t_é(" wl, A Yy

c!éa }‘/) vt ,Vmw/’annv’/_'(, {a«wﬂ e '5&.(,7? nar A wgv’/mﬂnuaqe ffﬁ/’a-?'a
é’ com’aﬁé W«u;u,uou b{OIYC(rr ’-{ vf} AukHp IO ;44;(/pdcu Tetw iee 00.1 Hetp R

z

6w pedoit weTqpreia € gcrom, ([ 7002 2oyy,

nectpoeaniv  canTob
{ru bropont kypee yuude PLUTEIR Akle. fofoagts. pelpouTich e LYK
Cj’u%*ﬁﬂv"uw /"5’50(% )70 Cei 9)«@«9 1T eT )%/'au/lﬂynau umft/ﬁl‘tarl-kc{

(f f/owé"//cuT(’Tf bco,(,[fwureubc g«munc ncli C(/,«‘,uz‘an Komp Texppuma 6

.
if ubepeuTeie, e RYTHO Luya gpyrae KCTCuuL LopaOoTIEA: Dlcag iR icon,

4

R GUAKOPAM, [EaCindl GG el GAN WWW;{ffkaé/’.ciszx~Tv"-'5 Ao e prriap
4

ke Coopoge Taw w teped UnTepel, mAOC cepgonue coiiod, po; e




Case 1:18-cr-00407-TSE _Document 45-1__Filed 10/18/20 Pade 5 of 6 PagelD# 215

wy é aﬂf(/}«"l e 7

co cboed Jygy

/9"‘557"; A WAL Oc/cm [Uitl‘((1e/3 p_(g/a/vcvs’, ’é ,w,wz/-a /76« cuua “u,ww//g:(@

hocety ax g/w{ﬁayc w17 ne iég;,,_r?{c"'i[c,/vorm"c' “au /\P()t’s,{(}‘y’g('t(’,"{df&',Vi//t,’f{} non g

RO ps Cotitgn Ui  a G CaTLTa U MErk DU Al Pl el T Cwd U praol

. | . ’ |
o p ) : - - - P -
<. 560 f‘Og./:,,-;«’fﬁ"‘i/-M. /} oy e “ K?}p Cet ) ¥ Clon seail Titeci ¥

s Y e ietion oi‘g;auwu' i«éapz',a/ﬂ, neiicitg Yeiponacy |

4

arro

ey s 7€ 241
o7 i 74

e < < - .
Ui OCiruath 0(}/)6’«@(‘;’;’,: /76"C§0!('( o CAﬁ(.':)‘;tcz/(ﬂlﬁjg“;;"u 4%//‘{67(4,% 74}/‘0'7{' Mot e

P o ;3 T ﬁ:‘
HpL g ioyeuTe ue pparrepns 300 ‘/ﬂuug, 2o éc{w I Go T
(;‘/:ir‘t (0¥l 7 £7 4
e L 5 Y, . . (
A C et 4 2 SOT - i ‘a1 ’ A vy v . y .a-y‘]‘l. g gV
Henalt pecoly CCNpanyiv C Kowauvipen, O ke olpesp Demud it
FATER ,// A (;3’/75\;,;7&'7@«';4-: {;'gttiy/?'(,bﬂpﬂf PR AP inAg u

Tew navuguce sog Mpunurvasiad  GERTC A6 10Tk, 1 Juen NTQ A Caenc, o apud

, - - - - / e
Kpitdayfien [Jé(g gLETer Mol ‘/Jc"féo,-’u. /c/”m-{ Coga g, ﬂ/ﬁpu,u,-m 7¢ o‘o,«e/u/ms;q//m:

GPgrun MOYRM (8 ipuidloT Mite o goeTh, je Grnunco b TpggHecii Lacte Ceng|

- 2 ;
Meafl Cotaw( ql@’(,ﬁ/?jtc?crgé?-":;’{;m Nl s s éoémant nECTU Arredonax ?rﬂwff&'é

’,'//’v"lttﬂ /JC'-L A LOO;,/&«'/HAM ’Su

o

8 " LC, //0 ha 180 nE iw;?‘(,utp((, u.} Sa /4,8

-‘é’v'(?/v‘ }—r’t'ﬂur’f Ulu US4 D 'to&t?r'uu(a //’(Ltv‘u.uw Qa

ne’c (4 ' Z4 /
FORIT L LR Mg T 3 p ! i ?/C

vl nv /?‘7

kugecite Yedgl, & Ko -fo Yok, b 2ot oGy, Mu ¢ # enot. nepe exoan 4
v

e ra ©. "? o Ay rpeavin rape ",;ya HOLA Yl & p e PR e un cwed apiauna

s . rey S e e L, - L, —_— . <
fani« ,éé“,scu‘ﬁ:f«o /«,w.u;g = ?/L R ’f}w/"*“f"wu MAe v e z\/u’;’,»‘u‘_c,

( . - .
i{lﬂ/'ocfvéog/?aé Ael g {“r/) leart TV, Ko £ L ;?/leré, Fore ix ‘& L’*(F?ﬂfic: «r /’/(;

: 2 . i : — " . P . —~ ) . .
U e O W /'ule GunoCl, r¢ Yy & iw n/'at(u/re 4 /.wx c.'/'«clu. (-7 '70"/9 Keidn

g - , ., <. . LT ne s e -
L sensa 170 G aetl ;av Koy 10 s Ty A ivmwricd 5To Nyt “peei  YEug

I'v

N

z Ao < A i
é PAded, e @ ¢ LU L pTe iyt o VP2 AN N L L rro
/ v “( % el :/,/".j t-((' s Iy"./cyéf{/ < 0N ?@ V/7 ot f7

%

H

(‘éf/,’:j;}l ‘; e ; 2N "f; [4 /j,;‘l;,(‘ ) 5/ Teeis s e (7 z/p\{wm ’5 ;’u#:fq¢ OO0 et U },’A&‘:K‘IZ Yoy

Tl yeKedancl, ne UMY ?mloc f1on e 1€ yoreel Lo '?L'fﬂfbtf'fﬂlf/c'-é.
/',/ - Y

5 13 . -
) b“ CELO g e it (Opit, [7 tofry _,w?’ Y U CTepu NeaT il
p& S iz ,»& ot N L Lpel i 4(» g 4 g Cfeptev et LQ{]fl/;;ylc'(/'lc.'t: Lt i g{) ,( oTd

OGU Ganb o (Mt de o], :

A v ~ A, -, - Tro
p-.vuu/t’.’u/’lfl, 274 Z'.Cu(./;'(!‘ C Ccem ,0(./(/;1_(;"0!'?, I!‘?}/UIV‘;{ A I-/WJLJ}O/!)/HH

<
<3 05)"' en -)‘O/)uc‘ty,'l(/‘ ’7/”‘ b:ro‘[’b




Case 1:18-cr-00407-TSE  Document 45-1 Filed 10/18/20 Page 6 of 6 PagelD# 216

page
Jads:

B _uewotopei _crerenu a pay cppecly ApToM4  LTO
’ A 77 7 7

270 qeel o A% Meud 5r’(7,/‘<0 s r0eT 6 &Ckigi«u?’é clgro /étmg‘ w
4 4 7 3
A

By Teg Lk sgbconote Oca i, (106 e ppadenbrge /m W et
! (4 14 4 4

{\‘ -
Apangcno Mre Codlisg  fpodper  vem  pagocTi - plufuuecxot
/ 4 7 14

9 <o
arprcenue, apodrern b cemse. Heodroqunpers  padorin 4
4 f + v

: /2 - e
cLpy oM Hacglbort  nogee [ élif’fmeuorf wurepbant — TS0 Beac
A Vi

. Co_ - ' ) _
LD 2 0 oo T n “OYLIO , HTO Hro XU ko dougcé e Q‘G“;,/,.Q.géi‘
[ i 154 T
WEiioinas cupeTiocTh — TpggreTu {ac UMp g Marud D
I i e 24

—
'y

7 _
ELMEE A ce Lokt Gl Ot 125, 3L’€(a/xe c 74’(«'/1&/45;7{?0-% CTopC i 270
I

v /

- i
peumena e re  ppunecdp Mg O0Hbiary  ofened RUgpo Reld LY M
F 7 v 4 7 4

Temipy 9 Moty A22u0 Lo padoTe7s  fupcecidorn Lo beg bt &
7 <

(24 7

i'lie;,. 7€

&

'? Hekpi it € R Pl epmplincony &,;(75 FORE CEH [ 12 /"f/fafz Ly L
! 7 L2 L7280 £

« 7 _ _ _
7o Clee  H MeT  TepnyTheSt &« '(‘/éc'?f‘{?rﬁ Clamy & Huciowu cobe ety (o
4 E4 A (4

“ queTurma  pyupmu. J ke corporubpanict  appecry  ne
o 7 77 71

ﬂ;{?kﬂﬁl?C:f_{iC‘{ﬁuf’l DU CTPpa e ot th U, OROTHD CoTRY of 114 e i Co
14 7 7 74 S 7

tregqetbuer e fopymew  ppebin b lwqouepud.
7 ? 7 7 g
A_nor«ngg 270 Gopien 6 CLMECTUThD hptllne At U ly ¢po
4 4 7 T

Vnpevege ven Depuyren o ehown O parocTR N OT e
/ v 4 4 ¥

—
/9,}"5"'6 o ﬁf: 2L Cectiel B
L4 [

, f/‘ Aa
8/8/20 /;3?: ya
, A




Case 1:18-cr-00407-TSE Document 45-2 Filed 10/18/20 Page 1 of 4 PagelD# 221

Dear Judge Ellis,

My name is Irina Brovko. | am still officially married to Aleksandr Brovko, although de facto we
haven’t been living together since 2015.

We had known each other since 2003 when we started dating back in Russia. | want to say that
Aleksandr is a good person, unconditionally. He is smart and strong. And though we had come to
the conclusion that we won’t be living together, and have separated, he continued to help us - me
and our son [ - even after our separation. Honestly, I have never met people like this who,
even after they left their wife, still continued to fully support her and the child. Since the time we
moved to the Czech Republic, | haven’t been working. Our son was born, and then | was
studying to become a paramedic. Then | started working in the hospital as an ICU Nurse
Anesthetist. Then, in the summer of last year, | became a patient in a hospital myself (cancer,

surgery).

All that time, my son was with Aleksandr. All that time, we have been fully supported by
Aleksandr. We don’t have any relatives in the Czech Republic. Just me, Aleksandr, and our son.
He is the person that one can always rely on. He is hard-working and had spent a lot of time
working, but he has always found time for his son, too. And | will always think of him as a
wonderful father for my son and just a good person whom | respect.

As to the question of why he could have committed these acts — when we were still in Russia,
our first infant son lost his life because of an error made by doctors. He was 1 month old. This is
exactly why we left there. We sold or gave away everything we had and just left, only taking
with us our dog. | also know that Aleksandr didn’t want to talk about it. He didn’t want you to
know it. But | believe that this period of our life is very important, that it has determined our
destiny. We were both in a state of mind when you feel an emptiness inside. And we needed to
fill it with something. Aleksandr was working a lot. We put all of our energy into leaving Russia
as soon as possible so that we could start a new life in the Czech Republic.

It is possible he didn’t entirely understand what he was taking upon himself in terms of work
and his actions. | am sure he questioned himself whether the path he chose was the right one, but
| am convinced that his only goal was to solve financial problems and ensure a decent life for us.

Afterward, when we were already in the Czech Republic, our second son, - was born. And
Aleksandr became a wonderful father for him. loves him very much. Our son is now 7. This
is the age in a child’s life when a father and a male role model are of vital importance. | am
already noticing how much he misses that. | already can see changes in his behavior, his lack of
confidence, his desire to find a male role model for himself. needs a father.

Here, in the Czech Republic, Aleksandr has friends. Some of them help me and -when | need
to solve a problem. He has his young son here.

In the past few years, Aleksandr has had depressions. He saw a clinical psychologist but was

only prescribed pills... He told me that he was thinking a lot and wanted to start doing useful and
legitimate work, but he didn’t know yet what would it be. *
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I am convinced that he understands what he has done, that he regrets it, and that the
worst punishment for him is not to be able to see his child.

And therefore, I implore you to take this into consideration if possible. | don’t know if this letter
will be at least of some use. | don’t know if it will help Aleksandr to get a somewhat lower
sentence. | just wanted to give you a little of our personal history and to show that Aleksandr is a
trustworthy, strong, and smart man, a hard-working man. He is just an excellent father and
friend. That he took the wrong path but that he deserves a second chance. Similarly, our son also
needs his father very much. 1 am trying to do my best to bring him up by myself, but I am
already seeing the effect of his father’s absence on him. In a way, in this particular situation, I
am writing this not only for Aleksandr’s sake but possibly to a greater degree for his son.

Thank you and stay safe.
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HoctonoyteHHbin Cyaba dnnumc!

MeHs 30ByT WpnHa BpoBko. A Bce ele ABNAOCH ohuLmanbHom xXeHon AnekcaHgpa
BpoBko, HECMOTPSA Ha TO, YTO (pakTU4eckn Mbl He xneem smecte ¢ 2015 roga.
3Hakombl Mbl ¢ HUM ¢ 2003 roga, korga Mbl Ha4anu BcTpedaTbes ewe B Poccumn. Xouy
ckasaTtb, YTo AnekcaHap - YernoBek 6e3yCrnoBHO XOPOLUNIA, YMHbINA U CUIbHBIN. U XOTb
Mbl U MPULLAN K TOMY, YTO yXKe He ByaeM XnUTb BMECTE M pa3oLUfnChb, TEM HE MeHee,
BCE BpPEMS OH MoMoran Ham - MHe N HalleMmy CbIHY , Aaxe nocrne paccrtaBaHus -
€CIN YECTHO, 4 eLlle He BCTpeyarna Takux Noaen, KoTopble Obl Nocne pacctaBaHus
KEHOW BCe e npoaornkanuy NonHOCTLI0 coaepaTtb ee n pebeHka. C MOMeHTa Hawero
nepeesna B Yexuio s1 He paboTana - y Hac poanncs CbiH, MOTOM S y4mnach Ha
napameguka. Notom s1 Hayana paboTtaTtb B 60MbHULE B KA4ECTBE aHECTE3NONOrNMYECKO-
peaHMMaunoHHoOM cecTpbl. A NOTOM s cama Bbina naumMeHTom B 60MbHMLE B MPOLLSIOM
rogy netom (pak, onepauusi). CbiH 66151 ¢ AnekcaHgpoM BCe 3TO BpeEMS.

Bce aT0 Bpema Mbl Obiniv Ha NofTHOM obecneyeHnn AnekcaHgpa. B Yexum y Hac HMKoro
N3 POOCTBEHHMKOB HET. TONbKo s, AnekcaHap U Hall CbiH. JTO YESIOBEK, HA KOTOPOro
BCerga MOXHO MNONOXMUTLCS, OH TPY4ONt06MB M MHOMO BpeMeHW Bcerga yaensn pabore,
HO BCerga Haxogun Bpemsi U Ans cbiHa. W ons meHst oH Bcerga byaeT 3amedartesnbHbIM
OTLIOM MOETO CbiHa M MPOCTO XOPOLLMM YENTOBEKOM, KOTOPOrO S yBaXkalo.

UTto kacaeTcs TOro Bonpoca, no4emy OH MOr COBEPLUUTL 3T AesHus - ewe B Poccun y
Hac nornb Hal nepsbli HOBOPOXOEHHbIN CbiH. 3-3a owmnbku Bpaven. Emy 6bin 1
mMecsy. MIMeHHO No3aToMy Mbl OTTyZa yexanu, Mbl Npodany Unu pasgapunu Bce, 4Yto 'y
Hac GbIN10 U NPOCTO yexanu, B3sB ¢ cO60M NuLb Hawwy cobaky. A Takke 3Hato, 4To
AnekcaHap He xoTen ob 3TOM roBOpuTb, HE XoTen, YTobbl Bl 3Hanu. Ho cuuTato, 4to
9TOT NEPUOA B HALLEWN XXM3HWU OYEHb BaXKEH, YTO OH onpeaenun Hawy cyabby. Mbl 6b1nn
oba B TOM COCTOSIHMM, KOr4a BHYTPU TONbKO nyctoTa. M 6o Heobxoanmo ee vyem-
nnbo 3anonHnTb. AnekcaHap MHoro pabotan, Mbl 6pocunu Bce cunbl, YTOObI NOCKopee
yexaTb n3 Poccumn, 4tobbl B Hexmm HayaTb HOBYHO XN3Hb. BO3MOXHO, OH HE A0 KOHUa
MOHMMaN Ha YTO MAET B NniaHe paboTbl N CBOMX OENCTBUN, S yBEPEHA, YTO OH
COMHEBarcs, UAET N OH NPaBUITbHOW AOPOron, HO St YyBEPEHA N B TOM, YTO
€[OVHCTBEHHON Lenbio ero 6bino - pewntb uHaHCOBbIE Npobnembl n o6ecnevnTb Ham
OOCTOMHYHO XWU3Hb.
Yxe notom B Hexuun pogmncs Haw BTopou cbiH Makc. 1 AnekcaHap ctan ans Hero
NPeKpacHbIM OTLIOM. €ro 04eHb CUNbHO NOBUT. Cenyac CbiHy 7 NeT. 3TO 3HAYUT
TOT BO3pacT, Koraa pebeHKy XM3HEHHO HEOBX0ANM OTeL, U MY>KCKON NPUMEP B KU3HW.
YXe cenyac A 3amedalo, Kak CbiHY 9TOro He xBaTaeT. YXXe cenyac BUaHbl USMEHEHUS B
€ro NoBeAeHNN, ero HeyBEPEHHOCTb, Ero XXenaHne HauTh My>XCKOM npumep ans cebs.

HY>XEH oTeL,

B Yexun y AnekcaHgpa py3bs, HEKOTOPbIE N3 HUX MOMOratoT N MHe c-
npwv peLlueHnmn kaknx-nmbo npobnem. 34ecb ero ManeHbLKUM CbiH.
MocnegHue Heckonbko NeT y AnekcaHgpa Obinm genpeccun, OH nocellan JoKTopa
ncuxosnora, HO eMy NuLLb BbiNnUcanu Tabnetkn.. OH MHe roBOpUI1, YTO MHOFO AyMaeT 1
XOYET B XXU3HWU 3aHATLCS NOME3HOW U NpaBUITbHON PaboTon, HO eLe He 3HAET, YEM
NMEHHO.

YBepeHa,
YTO OH NMOHMMAET, YTO COBEPLUUII, YTO CoXaneeT 06 3TOM, U YTO Hauxydllee HakasaHune
OISl HEro - He BUAETb CBOEro pebeHka.

M a oyeHb Bac npolly no mepe BO3MOXHOCTU NPUHATL BCE 3TO K cBeAeHuto. He 3Hato,
OGyaeTt nn 3TO MOE NMCbMO XOTb Kak-TO NofnesHo. He 3Hato, NOMOXEeT nn 3TO
AnekcaHapy X0Tb Kak-TO YMEHbLUUTb ero cpok. NpocTto s xoTena onMcaTb HEMHOIO
HaLly JIMYHYI0 UCTOPUIO, U NoKa3aTb, YTO AnekcaHap - HageXHbI, CUSTbHbIN, YMHbIN
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yernosek, paboTawmin, NPOCTO 3amMedaTesibHbIN oTew, U Apyr. YTo OH nowen no
HenpaBWIIbHOMY NYTK, HO N YTO OH 3aCry>XMBaET BTOPOM LLUAHC. TOYHO TaKKe 1 Hallemy
CbIHY OYEeHb CUITbHO HYXEH OTeL,. A cTapaloCb CNpaBrisaTbCS C ero BOCNUTaHWEM OaHa,
HO YyXXe Tenepb A BMXY NOCNELCTBUA OTCYTCTBUSA OTLa 4SS HEero. Tak YTo BO BCEN 3TOM
cuUTyauun 9 N1y Bce 3TO He TONbKo Ans AnekcaHapa, HO B 6onbLUe CTeneHwu,
HaBepHoOe, AN CbiHa.

Cnacunbo. beperute cebs.



	II. A Sentence of 72 Months Is Warranted Under the § 3553(a) Sentencing Factors



