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COMPLAINT FOR PATENT NONJOINDER

Plaintiff Darren Eastman files this complaint for patent nonjoinder, reputational dam

andademand for jury trial against Apple, |
alleges as follows:
THE PARTIES
1. Dar r en E aisdividual hades atahe address on the complaint.

2. Apple Inc. is a California corporation with its principal place of business at O
Apple Park Way, Cupertino, CA 95014. Apple may be served through its agent for service
process CT Corporation SystenBaB8 West Seventh Street, Suite 930, Los Angeles, CA 90(
JURISDICTION AND VENUE
3. This action arises und86 U.S.C. 856. This Court has original jurisdiction ovg
this controversy pursuant to 28 U.S.CL331 and 8.338.
4, Venue is proper in thi€ourt pursuant to 28 U.S.C.1891(b) and (c) and/or 28
U.S.C. §1400(b).

5. This Court has personal jurisdiction ovigsple; whoregularly andccontinuously

do business in this District. Upon information and belgiple maintairs an office within this
District (Cupertino, California). Upon information and beli&fp p | office ¢ Cupertino is a
regular and established place of business. This Court has personal jurisdictidpieer
because minimum contacts have been established with the, fondrthe exercise of jurisdictior
would not offend traditional notions of fair play and substantial justice.
INTRODUCTION

6. This case concerns multiple patemsjoinderandnonjoinder.

7. After being filed as a FAC in Superior Cogsblelyto add needed formsn
August 22, 201®&ut without chaning briefcontenj Apple moved the case to this Court on
September 27, 2018. The Court severed and remawmaedful conversion of property and
termination causes of actido the Superior Court on November 14, 2018, citing 28 U.S.C. §
1441(c)(2) and granting leave to file a SAQ unify evidence and attach relevant patent clain

8. Leave was granted on April 10, 2019 to Al# ACJ to state the awoelations
bet ween plaintiffdés conception and inven

9. Plaintiff is the true and origingbutative inventor of thé&Find my iPhone feature
which utilizes13 utility patents filedmisjoinder andhonjoinder by Apple. This innovative featu

has since been extendedctumputers anthblets.

1 4AC
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10.  Plaintiff also declared aovel process foredemption o¥irtual tickets using a
mobile devicen his 2006 Intellectual Property Agreement (IPWhichmatchesad 1pétent
Applewas granted fortheii Pas s bo o k @ aagd plnigc amiitchn bot h a
Plaintiff is a cainventorand was misjoinder 3 utility patents.

11. Plaintiff only diovered being nonjoindén re theticketing patens after his
wrongful terminationwhile researching previous nonjoinder patdnshowng a demonstrated
and repeated pattern of discrimination by Apple; including, but not limited to its executives
legd group. While clearly no¢videntheren, when t hereb6s noaappa
between inventors their word is normally taken as to who are the actual inveBtadet v.
Schaeffedl 93 USPQ 627, 631 (1976 § 256disputeherein existbetween Apple and plaintiff
for both phondinding and electronic ticketingatents.

12.  Severe reputational damage occurred to plaintiff fbatin his nonjoinder on

sixteenpatentsand subsequentrongful termination.

13.  Apple intentimally caused plaintiff to be unable to secure jobfore and after his

wrongful terminatiorat similar companies he was qualifi@dth strong interesin plaintiff

A

exising at Google and Pixafhis began fromhp p| e 6 s wr-ppmagd huil n gida nct @

behavior.High-Tech Employee Antitrust LitigatigiN.D. Cal. 2015)ut continued after his
wrongful termination.
14. This§ 256 case is nearly identical 8ukh v. Seagate TechnologlC 803 F. 3d

04

and

rer

D

659 Fed. Cir.2015) with the exception Shukh was givemaward for his nonjoinder patents and

told theyéd be f il e dconcealegatert lisgsfranppbaintdf; wihile t e
still employed by theniThis is despitglaintiff reaching out to executives andtent counsel
seeking patent protectiphothbefore the feature was ever officially developed, affterhis
initial reduction to practice
LEGAL STANDARD
A. Federal Rule of Civil Procedure 12(b)(6)
15. 8(a)(2) requires that a complacdntania short and pl ai

showing that the pleader is entitled to
allegations, facts pleaded by a plaintiff mustbp&e nough to raise a ri
speculative leve .Béll Atl. Corp. v. TwombI$50 U.S. 544, 555 (200.7/3urviving a Rule
12(b)(6) motion to dismiss requires sufficient factual matter that, when accepted as true, s

claim that is plausible on its fac&shcroft v. Igha(2009) 556 U.S. 662, 642009)i A c | a
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facial plausibility when the plaintiff pleads factual content that allows the court to draw the
reasonabl e inference that the dliWhikethsnt
standard i s not a pratomfantpleadyfacts that are meeelpe n

consistent with a defendantdés | iability,
pl ausi bil ity ofld émetnaltithtiennomitied). In determiaihgiwleether a
plaintiff has metthip | ausi bi l ity standard, the Cour

complaint as true and construe t he pKnievald|i

v. ESPN2005)393 F.3d 1068, 1a7(9" Cir. 2005)

16. In cases denying motig to dismis§256 claims, plaintiffs identified specific
theories tle Court could reasonably assessausibility. Gerawan Farming, Inc. v. Rehrig Pa
Co.No. 1:12CV-01273 LJO, 2012 WL 691758, @ (E.D. Cal. 2012) (finding that allegations
pl ausi bly suggested that plaintiff HAconc
the Harvest Tote and this distinct const
Pat e&ttlasgpldols., LLC v. Microtek Med., Inblo. 1:12CV-388, 2011 WL 5914010, at
*12(S. D. Ohio 2011) (identifying Aconnect
that plaintiff allegedly demonstrated to patent@de plaintiffs distinct work on remely
communicating with a lost device and redeeming virtual tickets is not unlike the Harvest T¢

17.  Herein, plaintiff demonstrates how his work to solve the longstanding probler
reliably retrieving a lost computing device was both noaed] addresed the problem squarely
enoughthatpermutations such as whether an honest finder orrttagfind alostdevice before
the true owneare also solve(br, methods to prevent the device from being erased or
repurposed, methods to restrict usage of thedewntil unlocked by the true owner, methods 1
see where the device had travelte@r time, andmethods to provide messaging for an hones
finder to contact the true ownea$ identified against the patent clairdsing a cloud server to
initiate and mnage a computing device when declared lost by the true owner is a further e
of subproblems plaintiff also solsi¢o achieve his successful inventidmre the Passbook
patens, plaintiff declared a novel method to redeem virtual tickets by gengratbarcode on th
display surface of a mobile device. This declaration was made in hesnp@yment Intellectual
Property Agreement (IPA) decadebefore Apple filed a patent with matching claims.

18. Bothdependent and independent claims ofdiéeenpatents inquestion are

identified using the plaintiffs demonstrateddence otonceptiorand inventorshiphowever,

At he presumption that an independentionc! ali

3 4AC
4:18-CV-05928JST

>
'~

U

ei \

ruc

e d

hte.

m of

xampl

3




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

added by a dleerieaxisteCurtissWrighd Flowd&ontrol Corp. v. Velan, Ind38
F.3d 1374, 1380 (Fed Cir. 2006).
B. Correction of Ownership and 8256

19. 35 U.S.C. 856 authorizes District Courts to issue an order directing that &t p:

be corrected to properly reflect inventorship, when necessary. Inventors not properly listeg
patentmaypresenimportant ramifications for the assigneeinenéoment | f a pat

properlylist all inventors, the claims can be held invatlte patent rendered unenforceable, of

litigation related tesuchenforcement dismissédbased on failure to properly join all inventors,.

The Federal Circuit has construed 8256t r ovi de a cause of acti

the inventorship of a patent changed to reflect the true inventors of the subject matter clair
t he phra®ih& Chém. Co.v. Eweh23 F.3d 1466, 1471 (Fed. Cir. 199F\rther,

A nventoship is a question of law that we review without deferéngewall v. Walter1 F.3d
411, 415 (Fed. Cir.1994§We review the underlying findings of fact for clear emdiess v.
Advanced Cardiovascular Sys., 1i®6 F.3d 976, 980 (Fed.Cir.1997).

20. Here, Apple committedhtentional falsehoodlsy submittingsixteenmisjoinder
patent applications, which contain plain
Passboolpatens area misrepresentatio@as other legitimate inventors contributegptd a i n t
original invention, buthe was nonjoindeiThis resulted frorAp p| e 6 s g r dmsnet n
honoring its owrpre-employmentPA.

21.  Omissions occurred in aixteenpatents, as the putative inventor was nonjoing
especiallygivenApplehadlong known t he phone finding |

and two executivehelp patenting e f or e Ap p | wdesintehtmrally filedhidjoinden

hten
ona

ent

ned in

t i f
i f
egl
er;

) at

gs

inothere mp | oyamesA® such, Appl ed s inequitablecconductlvased®n c

incorrect inventorshi these sixteepatents aréikely unenforceable.

22. Patent applicants who intentionally falsify inventorship to the PTO risk
invalidation of any issued patentlbad o n i n e g u i neqikblesonduct nertierscan
entire patent (or even aTherasénsenlnc. viBaaton,IDigkinsg
&Co.649 F.3d 1276, 1292 (Fed. Cir. 2011)
conduct, the accused infringer must prove that the patentee acted with the specific intent tg
decei ve Id ate290PATDsedinfringers may allege inequitable conduct as a defen
patent litigationslin light of the particularly strong written evidee plaintiff cites, one could

therefore infringe on any of tlexteenpatents hereirsince Appledeceive the PTO.
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23. For example, in 2000, the Federal Circuit found that the District of Massachysetts

did not abuse its discretion in holding the assep&Etents unenforceable for inequitable condyct

based on incorrect inventorshiperSeptive Biosys., Inc. v. Pharmacia Biotech, 22& F.3d

1315, 132223 (Fed. Cir. 2000). The Federal Circuit found no clear error iDibteict Co u r t
finding that thee werei at | east five specific instan
mi srepresentations, and omissi onsld atd322 e c

24, Such nonjoinder risks stem f{The€ongrésh
shall have power . . . To promote the progress of science and useful arts by, securing for |
times to authors and inventors the exclusive right to their respective writings and discoeri
U.S. ConstArt. |, 8 8. Since the Constitutiongaires that patent rights are to be granted to
Ai nventors, 0 this means that those right
to business entities. Since corporations and business ecditirettake actions without people

acting on tkeir behalf, only people can conceive of and contribute to patentable inventions.

25. Reflecting the common law,35U.S.C28% 1 st ates that,
of [the 1952 Patent Act], patent s ingfismterést
in the patents Hguestion is supported by binding precedéiitntec Corp. v. AllieeSignal, Inc.

939 F.2d 1568Ked. Cir.1991)

26. INn§256 determinations, the Court mu

h a\

st

asserted claimtodetermiheh e subj ect mat t e Trovenriw o.riBpkgnsaasSAd

Irori 299 F.3d 1292, 130Féd. Cir.2002) After defining the in
compare the alleged contributions of each assert@aventor with the subject matter of the
properly construed claim to t herkthidoa,tne v.d$
Surgical Cap. 135 F.3d 1456, 14663 (Fed. Cir.1998) For example, the Federal Circuit in
1998 affirmed that an electronics technician was a joint inventor with a medical doctor on :
patent for a surgical instrumetta s ed on t he techni deat@asodfs c
Ethicon 135 F.3d at 14684.

27. In 2012, the Feder al Circuit af firn

making the genus of claimed chemical compoundswwa&sn ough of a cont i

to pass the threshold requiredo r  j o i nt Falana\e Keht&tate bnibA9. FBd 1349,
1359 (Fed. Cir. 2012) . AnWhere the method
the discovery of that method is as much a contribution to the compound as the disctwery ¢

c o mp o u n did. attl35&Plaintiff Gednonstratehis conceptiorand inventorship by a
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significant enough threshotd demonstrate eligibility for joint inventorship eachpatent.

28. In all inventorship disputes, conception must be proven by the rightful invent

AConception is the touchstone of invento
Burroughs Wellcome Co. v. Barr Laboratories, 10.F.3d 1223, 12228 (Fed.Cir. 1994)
l nventors | isted on a patent arend6t ent.i
evidenceUniversity of Colo. Found. v. American Cyanamid,d@5 F. Supp. 2d 1164 (2000).
The Federal Circuit requires evidence to corrobaiatep ur por t ed i nvent g
avoid temptation to remember facts favorable to their case by the lure of protecting their p
or, defeating another pateMahurkar v. C.R. Bard, In&9 F.3d 157ZFed. Cir.1996)

29. Further, named inventors cannotjbimt inventorswi t hout , A S 0 m¢
behavior, such as collaboration or working under common direction; one inventor seeking
relevant report and buil di ng upong.Kanberlyor

Clark Corp. v. Procter & Gamble Distrib. C®73 F.2d 911, 917 (1992). Therefore, named

inventors, fAmust contribute in some signli

of t he iPammuwevnidlab Garpl5s F.3d 1344Red. Cir.1998)

30. The Federal Circuipreviouslyapplieda rufe ofreasod anal ysi s
determine whether a putative inventor has sufficiently corroborated his claim of prior concg
Price v. SymseB88 F.2d 1187, 11953-éd. Cir.1993) A "rule of reasohanalysis is applied to
determine whether the inventor's praamception testimony has been corroborameman
v. Dines754 F.2d 353 (Fed. Cir. 1985ee alstiolmwood v. Sugavana@48 F.2d 1236, 1238,
20 USPQ2d 1712, 1714 (Fed. Cir. 1991) (applied in reduction to practice determiaation)
Berry v. Webll12 F.2d 261, 266, 162 USPQ 170, 174 (CCPA 1969) "There is no single fol
that must be followed in proving corroboration.”. An evaluation of all pertinent evidence mi
made so that a sound determination of the credibility of the inventor's stgrigemaached.
Coleman 754 F.2d at 360, 224 USPQ at 8bactors bearing on the inventor's credibility and
whether the inventor's testimony has been adequately corroborated are:

(1) delay between the event and the trial, (2) interest of corroboratimgseaes, (3)

contradiction or impeachment, (4) corroboration, (5) the corroborating witnesses'

familiarity with details of alleged prior structure, (6) improbability of prior use
considering state of the art, (7) impact of the invention on the industty(8x
relationship between witness and alleged prior user.

In re Reute670 F.2d at 1021 n. 210 USPQ at 255. Notwithstanding this list of factors, casg
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law clearly mandates some type of corroborating evidence to support an inventor's testimg
Coleman, 754 F.2d at 360, 224 USPQ at 862.

31  Jointinventorshimhas been described as fAone
patent lawMueller Brass Co. v. Reading Indus., 1862 F. Supp. 1357, 1372 (E.D. Pa. 1972)
however the plurality of undisputed facteeremay provide District Courts a clearer precedent
thanShukh v. Seagate Technology, L&@3 F. 3d 659 (Fed. Cir. 203%yhen applying dirule of
reasod t Shukithelped establisthata putative true inventor may seek a correction of
ownership when reputational damage has clearly occurhesl casenay clarify future 8 256
casesby reinforcingthe necessaryink betweernpatentnonjoinder and reputationdamageA
plurality of evidence suppanty conceptiorandinventorshipshould prevaijlt h mile @f reason
test should Gdquire such insurmountable burden an honest inventor cannot reasonably pf
In other words, the corroboration requirement offitude of reasod t est s houl d
past reasonable bourddshis fiformulad is poorly definedsinceBerryin 1969.

FACT UAL BACKGROUND OF INVENTIONS
A. Phonefinding Patents

32. Plaintiff was awarded 634 patentfor battery firmware technology rselely
invented duringhedevelopment of the MacBook Air computdrApple This allowed the
practical sustainability of a product design where the laptop battery is permanently attache
user serviceable) andthusc r eased pl ai nti fatApgde credi bi |l

33.  Atter plaintiff lost his original iPhone in Milwaukee, Wiscongm2008 he
invented a novel method and apparatus for locating a lost smartphone or computingadeeic
solves the longstandinggblem of an honest finder not being able to return the d@vasewell
as the true owner reliably finding the device, and, proving it rightfully belongs to them.

34.  After conducting a basieduction to practiceplaintiff detaikedhisinvention in a
Radar application ticket to begin implementation (which is date/time stamped and unchang
beforefishopping the new feature internallp decisioamakersat Apple.

35. The market advantage predicated Apple should allow users toedtnieir lost
devicesusing its cloud servicesvhich allow for solving the longstanding problenmreliably
retrieving a lost smartphoéewhich may bdoundby eitheran honest finder, or, a thief.

36. Plaintiff knewprior artexistedfor finding (only) the staticlocation of a lost
smartphone, but, realized that even isdch h

prior artstill wouldd vbeen of little use in helping him retrieliess device Plaintiff knew that his
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iPhone wasomewhere in Miller Park during a Milwaukee Brewers game haubad no way to
signal to the eventudlonestfinder (a gadium employegthat it was actually his phone and not
another patrons, no way of determining if or when the phone may have beeautsda the
stadium, no way to continue tracking the phones location over time as the battery depleteq
way to inform an honest finder that the phone was éwst,finally,no method to allow an honeg
finder to contacthe plaintiff (or somebody he lew) to notify himof its whereabouts.

37. Lastl vy, no way to signal the devic

but wasstill in theo w n eproxirsity existed;such as under a sofa cushionirothe original case

depicted hereid falling uncer thep | a i mtadiuf §eats

38. Plaintiff had several volunteers helping him search for his iPhone duringLiBe
baseball game. Since vanisy after plaintiff had held openteeavydoor for an elderly patron, it
was unknown if a thief had removedribm the nearby ground o r , i f atian gardler b
pointtravelling to his seat.

39. Plaintiffs iPhone was recovered by a stademployedan a nearby concourse. Tl
employee took the device to the lost and found desk, whereupon pkimiitirly wasinquiring
about it. Plaintiff realized he had no method of proving his iPhone wastimis and was lucky
thatvery fewiPhoneswvere thenn-use by the public. While plaintiff offered to unlock the phor
to prove that it was his, this is often not possibletrar ,devicanay not have a passcode

40.  Numerous other factors have contributed to this problem as smartphones ha
become more comaom; with many lost devices being found, but never retrieved fien
resultingfound property custodian (or police station) because dftdradingproblem of proving
the deviceruly belongs to the owner claiming it

41. Determininga d e v i c e Ocatiorpdmoe statically [(as ih previous art) is n
alwaysvery helpfulas the only methodf returning the device tits rightful owner.

42. Pl aintiff real i zfeiscoverydraode on fis ifhend, tie chuk
have actuated it withoneofls  wi f e6s devi ces . hohdstMiber Rar u |

employee who found it clear instruction as to how to coritectrueowner. When arriving at the

|l ost and found desk, plaintiff coul d hhbev

were on thalisplayscreen when theomebutton was pressed. This prey®yond doubt that the

device belonged to thteue owned andnot an opportunighief.
43, Laterat Milwaukeed Blitchell InternationalAirport, the magnitude and regularity

of lost devicebecameevidentto plaintiff, asloudspeakemessages were played for several itq
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of value whichtravelers had mistakenly left at the security checkpaictuding mobile phones.
This caused plaintiffo reason that police ta stricter definition of discerning whether an
expensive smartphone belonged to one inquiring about it. The simple problem of having
recovered devicesf similar models or colormakesauthenticating lost property in large public
locationsmuch harderAn additional burden exists of not mistakenly giving a lost smartphon
the wrong owneringoodfashs i nce it és easy for multipl
smartphones, many of which look very similar to each o#ret all of which were lost in the
same area. Even when honest finders are exclusively involved in finding and attempting tq
lost electronic devices, many problems still existed. Agaiservinghat an iPhone was lost in
an airportstaticallyon a map dagnothing to help the true owner either recover it, or, prove t
i t 6s r i gdevicéonce foynd a@ndhretianothewstomer

44, Plaintiff realized that if he lost his iPhone in the airport, even if the other barr
to identifying him as the owner didnodt e
ability to send a custom notice to the phone that any user coyhdiie@ut requiring a passcodg
or, knowledge of how to specifically operate a smartphBaentually, we all must leave @n
flight, so, itbecomesmuch harder to contact the owner while thaynetransit skywardand now
without a phone to be reachetd $endinga smarphonemessaing to call the airline or a family
member becomes increasingly valuable. Even when arriving at a final destination, most pe
not have another telephony device. Evemnié has secondry mobilephone, ther@ so method
to learn about the lost deviavithout an honest finder being given the means to communica
with thetrueowner.

45, Plaintiff realizeddevicesecurity needed to be guaranteed for such functionabt
that only a registered user could activate octieate a lostidiscovery mode else it could be
compromised, manipulated or accidentally used without theotnwen eknotvlsdge, orin some
casesysed tonvrongfully track ani n d i v mavengehtd Bhe solution to this problem was t
have only one user accowaltowedto operate the feature, and, it needed to be used with the
credentials on a second devdcerhich also authenticatesith a cloud server.

46.  Plaintiff realized usinguch aserver allovedfor an honest and secure way of
independently verifying that the true owner of the smartphod@itagperly vetted credentials.
This helps prevent a third party from interceptijog otherwise assuminghe authority of the
true owner wihout their knowledge.

47. Plaintiff further realized that using a cloud server also provided an easy metl
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help manage the device cheak,and dynamic location information requests themselves fro
being used or accidentally being made availabkettord party. A secure connection can thus
madein both directionsirrespective of whether the communication mediums a cellular netw
or, a switched network providingireless Internet access.

48. Plaintiff determined Apple already had such aidlinfrastructure to manage
secure connections to its devices, even if it was a computer and not a smaApfeahestion to
practice coul d o c cdemarkavghourégeiringalthwdparty. Appl e

49.  Plaintiff was grantegbrivileged access 2007t o Appl e 6 s galesull
of his work on théiBack to my Mao networking feature built into Mac computgvghich allows
one to connect to other Macs they owngllenconnectedisinga uPnP or NATPMP compliant
networkconnection? Plaintiff had the ability to not only run queries to determine reachabilit
statistics of a registered device, he dcao
vital part of his reduction to practieéth a cloudbased, useaccountPlaintiffs work on Back to
my Macsawhim involved in the development and support of the feature, as wtdl as
documentation. Moreover, he worked with
cloud servers tmanagehe features usagand supportability when issues arose.

50. An example screenshot taken of the cloud server operating from the consolg
February 5, 2008 igresented by plaintifih Exhibit 15.

51.  As aresult operformingexpert, higHevel engineering diagnosisd
troubleshootingvhen supporting and validatinmreachableomputers and routers,, daugs in
the product itself, plaintifknew how to manipulate network location datdich, in-turn would
produce the approximatgeographidocation.

52.  RushLimbaugh famously complained on his nationally syndicated radio shov
when Back to my Mac didnodt a labased MdcsAfter theo
logs and other info necessary were given to plaintiff, he diagnosed the issue as a conbegt
affecing computers with the sanf®stname, which was then fixed in an update. Plaintiff usg

his exclusive access (whichost engineers didot have to the cloud severs to validate Mr.

1 with Back to My Mac, you can connect to your other Macs securely over the Internet.
https://support.apple.com/ers/HT204618

Ironically, plaintiff wrote the original version of this article, which now has a significant error. It states the min
version of OS X required is 10.7.5)ththe recommended earliest version is actually 10.5.7. Otherwise, Mr.

Li mbaugh would never have been able to use the f
Apple issued a number of connectivity fixeslibL5.7resolving all known support issues plaintiff had identified.
Further, plaintiff recommended 10.5.7 as the minimu]r-rbsupported version, which was done with that updates
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Li mbaughoés case, and, | at sulyconeectedfaiteesdpplyirga
him a test fiXd later incorporated in the public Mac upddéeintiff also arranged to have a
Knowledge Base article written by the .Mac support team to provide a temporary workarot
until such time as the software updetas releasedeeExhibit 16.

53 Mr. Limbaugh was thrillegstaingonai r he was appreci g
troubleshooting response and instructed higssistant not to reveal plaintiffs name, ory@ne
at Appleinvolved for fear of them suffering repational damage, daterreported in Fortune
magazine? Note thisHuffington Poststory explainghat theplaintiff was assigned to investigat
(mainly) his Back to my Mac issue with Mac OS X LeopdrBhis occurrednitially at the
request of the Office of the CEO. Mr. Limbaughdexperience@ Leopardsoftware bug, having
previouslywell-understood how tase hiscomputers

54. Plaintffc oul dndét h a wavel methadga religly retnidvesa lost
smartphone or computing device would end up much later causing him reputational dama
his own employerw h 0 6 s MrCLEvDaugh had appealed to fasastance, andyh o 6 d
previously mentored the plaintifiefore recruiting him to join Apple.

55. In retrospect, Mr. Limbaugh seemed to predict and protect the plaintiff from

unreasonablenesy Bpplefor his diligence in hgiing him;a work habitultimately caumsg his

lateruntimely and wrongful terminatiofhe multiple innovatiosplaintiff generatedvh i ¢ h ¢

eligible for patent protection may have additionally caused his déthieeigh no fault of his
own) from engineers and management wHodemehow upstagegarticularly his own manageg

56. Plaintiff completed a successful reduction to pracitew weekdefore
submitting a Radar ticket for development consideration, andfidesfamping or App
patent counsel to use in prosengtiP.Plaintiff attached his lab notebook entries (which are
contained as exhibits) as well as sharing them with several employees.

57. Plaintiff hadsimulatel making and receiving a request to initiate a lost
fidiscovery) modeby manipulating and obsengrthe cloud server for the corresponding user
account. Plaintiff was able to verify that he could get lookup informatietheomand every time

he ran his test script. Log entri@sddatabase recordhowedthat the privileged user account

2 Rush Limbaugh gets special treatment frapple.
http://fortune.com/2008/03/12/rudimbaughgetsspecialtreatmenifrom-apple/
3 Rush Limbaugh Pleads Steve Jobsen Air: Help Fix My Mac!
https://www.huffpost.com/entry/rudimbaughpleadsto-s n 91866
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logged in on botlthe iPhone and the cloud server were successful. Plaintiff further proved t
communications were happening with encryptaerh i ch meant t he quer
i Phone and the c¢cl oud ser v e rthirdvgantyemanpuldios us c
Plaintiff thus declared a successful reduction to practice.

58. Plaintiff began explang the problem o lostiPhone still needing communioaib
when the battery was depleting each day; even wittnohionest findeor thief intervention.
Push communication for email is commonly used to update changes in the background, a
also be used for some thipdirty applications which synchronize da&éaintiff found that it was
possible teselectivelye n g a g e  fcAd astp warkaroul teuppress network instructions
or querieswhich greatly extended the battery Jifehile allowing only a celldr connection.

59. In the samenethodwireless network drivers are put into a low power state mg
to save energgind ativated when needed in computers, plaintfscoveredhe baseband
connection to the cellular network could be managed in a similgrbwagetting a preference th
only one user could execute. This would allow iPhone to be serdgrttede commanahstruction
to begin conserving the battery energy when it reached a defined threshold. It aled thisw
instruction to not be abused byather persoif they were to use their phone briefly, asth
instruction would only be activated remotélgm the claud server

60. Plaintiff determinedhfter his initialreduction to practicehat the power savings

threshold could be set to a lower valliee 50% of total charggopreventot her appl

instruction setsipdating in the background the devicewas ost i n oneds h
61 Plaintiff deduced the usage case of custariomingadevice andenablinglost
Adi s c medewheni ¢ust fell under their sofa cushipwas likely quite high. Whil¢he
phone may have a message on i t,wil appeasasbdng at
onedssi dence on a map, it s tinsiddthealreadylsnondh areal
62. It occurred to plaintiff that playing a sourat, even speaking something using &

recorded messadm whatever language tlieevicewas setupwould accomplish this task using
the same internaémote messagirgready being used. Playibgeps and explosions from a
sound effects soundtrack on plaifgiiPhone(while it was placed under a sofa cushiproved
this reality and constituted another reduction to practie@intiff further knew howto disable
sleep on Mac computers when the display
customer settingor obvious reasons. Despite the speakers being located under a closed

display bezelhile in-use plaintiff found that a Mac placed ueida blankefor large beanbag
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chair) was still audible enough to be heagglen with just simple beeps, such as Morse code.

63. Determininga threshold for when to begin power saviadggen the device had
been declared lostasanother consideration pldifi contemplatedIf several email accounts
were using push and/or applications were updating in the background, it would be premat
stop this if their phone was found in another room of their home or office 15 minutes later.
would certainly wanto confirm the iPhone was lost someplaearby which causes the initial
lostfidiscoverpmode to start, however, theyo6d ta
of being stolen and continue using it a few minutes |aféerretrieval. Everyother previougime
plaintiff had lost his personahobile devicesyoot causdrom falling out of a pocket, a belt
device, ora failure of the belt device. If the owner was at home or work, the derdgsamably
will be found rather quickly. Even if it t&k@an hour to find a lost phone in a large home or off
it may not be prudent to cause phondobee f f ect i vel y raguirentamualugpdate
for operations which normally would occur asynchronously without user diretttelao
occurred to plaintiff that the distinctive noises used when incoming email and text messag
arrivemay functionas a supplemental aidehenattemptingto find amobilep hone t h g
under the couchor, is buried in daundry basketior example.

64. Realizingthis feature would require the use of ttleudserver infrastructure to
implement his claims, plaintiff contacted VP Eddy Cue on January 27, 2009. MovErsaw
Appl eds cloudpséeerdi tbat andtd wansethiagwg basedon oud
' ist to consider. o

65. Pl aintiffs assertion about the nec
necessary for implementation is a fine example of him already conducting a reduction to p
ot her wi se, I t @ldtiobte solgitirgpuhrtaniOS featupe om anotherelated
team.iOS could easily open a map or gather network information without the necessity of 4

server. Plaintifhad deducethat a privileged cloutbased user accoumtustbe used in @er to

solve this longstanding problemtherwise an existing Applelbredentiak oul d6v e b
For convenience after i mplementati osererAp
account to inherit such t@merole, but, it

66. Plaintiff had discoverethata server connectiotould audit, parse and otherwise

manage conditional responses on a lost devieaWogic was necessarwhich a typical
ApplelDaccount cannot do, and, was widely a

services. A Applecloud-based account was onlgedat this timeto send and receive email. N
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predetermined logic was availaigth either such accountahich is necssary toaccomplish
the novel tasks needed to implement this feafines will be discussed further in the claims.

67. Instead of exclusively providing push email service, plaintiff determined that
cloud-based user accounsage at Applevould need amendgto allow the intelligent response
heneeded to properly authenti cat e ;whichdrungike o
an application on a remote se@eananaging the usatefined parameters of the features
functionality, and ensuring thaseveral predetermined factors are enforced, as well as provi
reattime updating of the devices current state and localori or art dothis.no

68. If the lost device was moved ten milésr examplepr evi ous art
to praduce a movement path whiteoccurred or, otherwise display aaypoint the device had
previously travelled. Previous art only showed a device in the location it resided when the
discovery request was made. It offered no autonomous or asynchronoud@biityamically
update the user when something changed with the dedieethe owner declared it lost.

69. A thief could steal a smartphone at a train station and the user could see it W
the station, but, coul ddderlytalen esncadrainn The dJamet h
location would show if the owner than searched a few minutes latethéutetwork connection
was unavailable or slgvespecially if the device was powerefl. While the owner was still
frantically checking the publicraas of the train station, the thief is now many miles away.

70. A thief couldthusdisguise theifitracks and present location of the phonetbgn
changing the SIM card and turning the ph
combated by the cloud server account taking dvemobiledevices management until t 6 s
deactivated. Even if the battemasfully depleted and #n recharged by a thief, the iPhone
would remain in losiidiscovery mode until deactivated.

71  This has the additional sideenefit of discouraging theft, as the stolen device
insteadbecomes a liability and cannot be usihals its expensiveashvalue is no longer
realizable for a thiefAs long as the application session for the lost phone continues running
the cloud server under the direction of the true owner, it cannot be defeated on the device

72, Using a .Mac email accountld notpopulate a devices location on a map as
previous art doesvhich is clear tahose unskilled in the art ofetworkingor programming
WhereasAppled strugglel to understand this, a juryiost decidedlyvo n.&Vhy the plaintiff
would recruit a busgloud and musiexecutivein re aniOS feature for a smartphone and then

attempt patent protectidor Appleis clear indication that the existing problems facing lost
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computing devicebad been overcome solely by iplaf .

73. Plaintiff emailedVP Scott Forstal(of iOS) on February 18, 2009 and explained
his new featurealong with his necessarypreviousexchange with Mr. CueMr. Forstall
responded that, A0t was a good suggestio

74. Before the June 15,201dre ase of the AFind my |
Mr. Forstall on March 8, 20Q@sking if patent protection should be sought, but neaagived
another respondeom him.Voicemails left for Mr. Forstall were not returned.

75  Plaintffwas t hen unsuccessful solihei ti
email ed on March 24, 2009. PC acknowl edg
never responded furthe8BeeECF No. 19for sealedExhibit 6. Despite being the sole inventor
this novel method and apparatodocate amobiledevice, plaintiff was nonjoinder frothirteen
patent applicationdater filed in 2012 and 201&nd,subsequently granted by the PTO.

76.  After plaintiff discovered & was wrongfully terminated while &iat home
working on an issue #he CEOgequest, his subsequent investigatiath counsefound
multiple patenmmisjoinder andhonjoinder

77. Pl ai rdunsél sedts demand letter to Apple,Bdeibit 13. After promising
an investigation by an Apple Director which never occurredEséébit 14) talks broke down
and Appl e di dme@uven after EFOOTIMd ook asket legalrto follow.

78.  Severe mdical issues affecting plaintiff and his counseluplal with
unemployment since Apple wrongfully terminated land damaged his reputatjdrascaused
hispro sestatusAppl edéds uncl ean hands continue gi

79. ltds obvious to thoseaetunhsdk®sl hedeln
to find a lost smartphone is not previous art; else the commanding market advantage for s
functional ity wlonglaghy eteercdmpetitars, orghardairtyzseftvare
developerslt explainsbestwhy the PTOevengranted Apple the phorending patents

80. Plaintiff developed several novel solutions for the longstanding problem of
reliably retrieving a lost smartphone, especially if discovered by an honest fgeriments
and work product plairffi disclosed to others at Appleasstolenandused to implement
plaintiffs enablinginvention misjoinder patents were then intentionally prosecuted by Apple
individuals with no role whatsoever in developengolution nowadored and used by millions.

8l Worse, Appleds patent counsel was

earlier The overwhelming dated, written evidence suggests that Apple not only had uncleg
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hands, but, intended totentionallydefraud plaintiff from the very beginnintn criminal
matters, this is known asens reaApplethanignored plaintifb s ¢ dou over a year before
he filed |itigation. Now that Appleds <co
art; demonstrating they canrioterpret basic block diagrams, descriptionsirawings.Apple
t hus argues it doteesticabidnpatienieseetwarking or grogbammingc
despite al/l being necessary for its prod
intent, else they would not sell hundreds of millions of devices per year. The question of le
ethicsmus al so be raised, with Appleds pater
82.  The Court ouldidentify the plaintiffs unique work product from examining his
lab notebookyetthe assignee (Apple) of the patentgyirestion las been unabl&ven ifA p p |
prior art regurgitatiomunder the best light selective presentation of incomplete factd 6 s
incorrect.Roberts v. Ball, Hunt, Hart, Brown & Baerwji&7 Cal.App.3d 1042nd Dist. 1976)
B. Passbook
83. Plaintiff previously worked foCal State Fullertarin an IT role oriented (but not
limited) towards Mac users. He thsigpportedhe Cultural Affairsdepartmentwh o 6 s t a
with the universities box officavhich includegperforming arts ticketing for hundreds of event

per yearPlantiff also supported Titan Athletics, including its baseball broadcasting operatiq

84. Plaintiff regularly interface with a thirdparty who made expensive software for

managing a box office operatiowhich ran on a Macintosh AppleShare IP SerVbe software
offerings in tle ticketingarea were unreliablandd i dnét sol ve the se
who cannot afford Ticketmasterdyavhich included issuinfreeticketsandnot being able tgell
tickets online. Redeeming tickets not sold dilefrom abox office can be impossible, with mg
usage casdwereinnot being able to sell tickets onlirféatrors still had tocall or visit the box
office topurchase tickeis as dAprint at homeo ticketing

85.  Plaintiff identified theproblem of ticket redemption as the hurtiesolving this
longstanding problem, and, it represented a challenge existing outside the ticket issuing a
This is why thirdparty software capable of selling event tickets unable to solve this piein,
making it a necessarily incomplete solution. At the very least, human labor was heavily reg
at multiple tiers to support paper tickdiging in use for over a century and still needing to bg
printed® even iftheyweresold with software at the Bmffice orotherpoint-of-sale.

86.  Selling free or reducegrice ticketsvasimpossible with Ticketmaster, ascibst

the hosting entity to process each transagtoh i ¢ h  i-effective for edusation and
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nonprofits. While Ticketmaster can reliably sell tickets online, tlieyd derédeemed withou

a human to audit and interpret ithauthenticity As a result, while Ticketmaster offered a

convenient solutio for patrons to choose and purchase tickets online, it still failed to solve the

longstanding problems inherent with redemptias either paper tickets were issued in the ma
or, were made available at the event box offadea as Will CallAny laborsavings derived from
online sales wathusreplaced with delivery and redemptjanaking it inefficient for the venue.

87.  One problem ticketedemptiorusherdacein education and nonprofits beinga
dedicated function not suitable for internship arddt @aidoravolunteeijob, despite not being
able toalsoaccomplish otherelatedtasks, like helping patron@fl their seatsFor free and
reducedprice eventssuchcost can be prohibitive enough to limit numbers of performances
which might othewise occur.

88.  The combined cost of providing reliable ticket sales and redemption is prohil
without alsopaying Ticketmaster to offer online sales amgsicaldelivery, which require
barcode scanners and a standing contract, as well as additaamal.

89.  In addition tosuchissues, fie ability to make changes to a vesaating plan
based on performance was not easya@ru prohibitive Box office software relied upon standa
templates, which would upset the order of the correspondinbatagaf overly manipulated. Thg
result of trying to change the seating plan for one event dynamically could later threddderth
stability of the systentausing the software to then fail at the worst possibledtiofeenwhen
the box office was opefflexibility was impossible to manage with reliability, while also crea
an unruly amount of labor for the ticket administratormake one sé¢iag planchange.

90. In 2002, plaintiff began charting possible solutions for these varied problems
usuallyafter intervening when the University ticketing operation suddenly failed. Plaintiff
interviewed many persons associated with managing and producing ticketed performance
including professors who taught courses with live performance requirements. Ther mimb
events potentially offered for the community was hindered by the standing problem of no 4
existing for education, nonprofit or small civic ticketing outside Ticketmastéri ¢ h st
additionallysolve the longstanding problem\aftual ticket redemption.

91 Worse, even if entities could afford Ticketmaster, they still had the extra cost

associated witphysicallyredeemingpaperticket® as well as still needing box office staff to
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handle transactions before and during the eventingane person responsible for the box office

(as in such situations) means its impractical to expect themork seven days a week. Lastly, t
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need to handle cash meant existing students already working on the production in some ¢
c o ul d n ket to hardletmansging the box office for an hour or two. The public expects
office to sell other tickets than just the current event occurring, which also introduces traini
security access issuBsthest udent v ol unt eerkeupmeto6s hel p
92 Independent ticket management represents such a tangible point for educati
nonprofitsit often precludes them from selling tickets outside their own distribution dehns
cost exceeds any profithe innovations in thBassboolpaten affords a method to escape
paying such fees, irrespective of whethe
p | ai miscioduresn bislPAwas noét pr D daeningplermentedauctsearlieiDigital

redemption allowed the secoptbng of online ticket sales to thus succeed for the first time.

apacit
a bo»
ng an
i ng
on ant

93.  Creating a method and apparatus to solve these longstanding ticketing problems

required plaintiff to explore different methods of solving them with app and web technology
which uses #ocally owned and controlled server to than communicate and audit transactio
detail when a patron arrives to redeem their ticket, change their tickistnoand for different
performance or time, or, requests a refund. The ability to dynamically chaegérag plan also
required using a database for experimentation and reduction to practice with a lasting solu
94.  The ability of redeeming tickets with an electronic device (such as a computg
PDA) or printed athomeavoided the problem of needing dedicateald staff to take tickets
allowing event ushers to instead focus on helping patrons find their seats and answering g
about the performance. Event security could even listen for a beep from University equipn
entrance lanesvhich would indicate a valid ticket had bgmesented to the authorization read
at the entrance&so manycomputers and PDAs uséten(and even now) in academia meant it
was reasonable for bringing along to a campus event. Most faculty, staff and students are
regularly instructed to not leave thelectronic devices in their vehicles for theft reasons, so,

such devices are regularly silenced or otherwise powered down in baclkgraoksler seats.

95. Usingmobiledevices to redeem tickets which were also purchased onlime dvds

justa novel comenience itselfit meant one person could reliably manage the operation of t3
and validating p a t6:Foneseats whictcuklieed svent sequriyt aaegll
at the entrance could alternatively handle such duties themselvesg fupevaluable financial
and time resources for nonprofits. This also helps combat the problem of having two ticket
performances occurring with overlap in two different venuesampusas itonly require two

personsinstead of ten. Scaling the sizktloe performance or venues upwards for sporting ev
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or local touring events causes an even higher level of efficiency in needed reddsirgs.
automated ticket redemptioneansone person can manalgeth automatedntry lanesand also

a single lindfor exception cases. Such efficiency means less s)issgecially for events which

a r esoléddut Since ticket sales are known before the event, it allows academia and nonpyofits

to not overwork their usher staff, some of which may be volunteemsiagrcomprisethe bulk of
their paid hourlyevent staff. Overall, digital ticket redemption means local communities ca
enjoy more performing arts than could otherwisstaged.

96. Some of the raw methods/tools plaintiff used to prototype his innovapipear in
the two sentences of approximate space plaintiff was given to declare his previous art in h

Intellectual Property Agreememnwhich Apple HR required him to complete during orientation

his first day of employme#t explaining heotherwisecouldh 6t be pai d or s
expected. Plaintiff asked for more paper and more, tmath of whichwe r e decl i n g
HR. Plaintiff assumed he could amend his IPA later, since the central premise of developif

complete ticketing solution as listed. The | a i mecruitérhai so guidance or ability to affg
an IPA amendment, either. Given plaintiff had relocated and was in temporary housing wit
his possessions, losing his new position was of particular concern.
97. In the same sengme cannot object to concrete and heavy machinery being u
to erect a new building, its similarly obtrusive to expect a software creation not to be creats
using databases and programming. The tools plaugétifor creatingsuch an important
invention cannot be used against hitmdeny his patent eligibility. A patent for a new kind of
concrete, for example, would still need to be mixed and transported with existing construct
equi pment while being devel op e dpplicdtiandrsanyf u
device which handles ticket redemption withouta databem@a ny r esponsi bl
necessary for two databases to éxighe for the local device the patron uses to buy and redé
the ticket, and yet another to manage the ovsealler for the venue using the invention.
98. Steve Jobs mentored plaintiff previousis start date at Apple, being particulaf
impressed with his acute problesulving ability and attention to detail. In 2006, plaintiff
disclosed the ticketing problems and his solytasmit represented a tangible profit opportunity
for Apple. One soltion plaintiff explored with Mr. Jobs was simply adding ticketing services
dedicated section of the iTunes application, or, creating a new application dedicated to tick
Thiswould allow education and nonprofits to sell tickets for free, whitggihg a modest fee fg

all others. The fact c¢ommi s s ioftsetly sellirgmera 6 t
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Macs as i Phone didndét exist yet, however,
tickets sold by Apple with a Palm Treo 6%thich isthe smartphon®r. Jobs was usingt that
time. Plaintiff was using a Blackberriscussion loomed over whether it was reliable to use
third-party devicesas opposed to offering digital redemption only on Apple devices, which
be strictly cantrolled.

99.  This prompted the thought experiment of attending a concert at nearby Shor
Amphitheaterredeeming tickets using a Palm Treo 650, a PowerBauaka printed barcode of
paper. The use of paper was deemed not environmentally sounccandenient compared to g
device you carry most of the time anyway, one of which Apple currently made. Taking a
notebook computer to a commercial concert or sporting event is impractical and might con
with local security restrictions. Mr. Jobs and ptéf agreed that the Palm Treo 650 was the n
logical redemption methoaverall.

100. Since iPhone was under development for several years before its announce
without most employeebds knowledge at ridgpp
the later suitability of iPhone for redeeming tickets, or, if his discussions with plaintiff helpg
convince him that an Apple phone project was worth the risk. In the same manner Mr. Job
flushed out the problems of ticket redemption with plaintif;later did this with other
employeesnrei Phoneds mul t byusingafingerifan dll eperatiors.erBis is why
Mr. Jobs indicated thatighfeature should be tabled until smalkgwple devices were available.

101 Plaintiff was concerned abbHRs shortcomings with his IPA and mentioned th
at a meeting a few months later with Mr. Jobs, who indicated that nobody would challengg
authorityinthisareahe 6d ensure plaintiff was incl (
stated thatitd d n 6 t AbecusE¢pkaintiff] was always going to work faneand that neither
of usaregoing anywher@ He then mentioned the monopoly Ticketmaster had could further
jeopardy and that he was proud of plaintiff for his diligence in solving firoblenfor education
and nonprofitwhile still making it profitablenow for Apple.

102. One example plaintiff had mentioned in this area with Mr. Jobs was his idea
adding a ticket sales field participatingartist pageon iTunes. This would allow tickets to be
purchased directly from iTunes for concerts, while offering an opportunsgltcustomers
digital music from that artist at the same time. Concerts seemed like an ideal trial for Appld
enter the online ticketing marketplaees the element of risk was manageable with adifize to

intervene if a technical problem occurrdthe impetus also existed, Mr. Jobs reasoned, for bz
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whower end6t s el bniTurgegdotbégm doing so;was & result of the vastly more
favorable ticketing offering Apple could offer thehmtc o mpet i t or s coul d
result was Aple sandingto profit from their iTunes music sales return for providing free or
deeply discounted ticket sales, which could be redeemed digitally for convenience. Mr. Jo
theorized if Paul McCartney was touring, it was a great opportunity to fidésdBeatles albums
on iTunes. Plaintiff agreed and stated that the benefit afforded to-lessen artists was
significant and still represented a tangible profit center for selling their music on iTunes. Ti
to find a costeffective way to sell ticks for lesseknown artists would help them discover the

equality theydd enjoy,; selling their musji

103 It was clear Mr. Jobs saw the potential for Apple to offer a more compelling
solution than Ticketnrster; since they could do no better than using paper as a redemption
and, would lose revenue simultaneously to larger accounts who simply wanted to pay lessg
while offering patrons a more elegant redemption model than Ticketmaster. In tinemdisin of
this topic, plaintiff voiced his concern to Mr. Jobs that Ticketmaster would somehowosteal
later develop through parallel innovat)dns idea. Plaintiff never expected his own company
would finally start development and then leave hifitloe patent despitehavingoriginally made
an IPAdeclaationbefore his Apple employment.

104.  Unlike the phondinding patents, the Passbook patent involves additional clai
not undertaken by plaintiff, however, his initial discoveries, trial and atrgzussions with Mr.
Jobs, IPA andhis notes represemnablingtechnology without which, the rest of the invention
c o u | edist, @rthave purposelhe significant amount of time which plaintiff spent working ¢
solution for this longstanding problenefore he even worked at Apple, andarly a decade
before Apple pursued it carrieonsiderableveight

105 Apple filed for the Passbook patent nonjoinder of plaintiff on June 9,. 2Qi8e
never disclosed its developmantpatent disclosurds plaintiff, despite being the originator of
thenovel ideaand having an IPA ofile that legal could examine anytime.

106. Mr . Jobs death on October 5, ak01l1
inventors, however, t 6 s c¢cl ear Apple doesndt consult
this wouldngt amalye pdadwmrnrindd woul dove Bas
Appl eds obl i;gieeh thaConsttutignssct uadanoe patents aomly for
individual inventors to be named and not entities.

107. In rethethreePassbook pates)tSteve Jobs was also nonjoinder. Mr. Jobs hely
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plaintiff flush out the eventual claims stemming from his innovation and haesteghthat
mobile devices should be later useatlusively forredemption. This patent relies on a mobile
phone to operate the ticket booRs principalinventor,plaintiff feelsMr. Jobsshouldalso be
added as co-inventor, despite hs beingdeceased

108. The carelesandoffensivemet hod Appl e uses to de
for who actually participated in the claims, who previously declared IP before employment
evenduring their Apple employment. Given the-fmunder of Apple is also nonjoinden the
three Passbogbatens provessuchnegligence. Plaintiff is hopeful the Court may order Mr. Jg
alsobe nameds a canventor of said patenih a correspondingertificate of correction.

CAUSES OF ACTION

A. Patent Nonjoinder Claims
COUNT 1 Patent 8,666,367

Remotely locating and commanding a mobile device

109. T h e mated includes the following claims plaintiff invented, specificgl¥;
5,912 13 14,1518, 19, 21, 22, 23, 24, 2;d 28 as listed belowEvidence is supported by
Exhibit 1, Exhibit 2, Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit
10, Exhibit 11 andExhibit 12.

110. Claim 1. A computerimplemented method performed by a mobile device, the

ci ©

or,

bs

method comprisingaccessing, by the mobile device, a notification service on a server separate

from the mobile device, the notification service hosting a plurality of command collection tq
where a distinct mobile device is subscribed to each command collectioraimg@ssing, by the
mobile device, a command collection topic hosted on the notification service and subscribs
the mobile devicepolling, by the mobile device, the comnabeollection topic subscribed to by,
the mobile device to determine that one or more new remote command messages have b
received by the command collection topic subscribed to by the mobile detroeying, by the
mobile device, in response to the detming that one or more new remote command messag
have been received by the command collection topic, at least one of the one or more new
command messages included in the command collection topic subscribed to by the mobilg
wherein the oa or more new remote command messages identify commands to be execut
the mobile devicegetermining, by the mobile device, whether the command identified by th
retrieved remote command message can be executed by the mobile miavisbjng, by the

mobile device, a result message associated with the command to a result topic hosted on
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notification service; andelectively executing, by the mobile device, the command based on
result of the determining.

111. The principal embodiment and featwfeboth this claim and patent necessarily
concern the cloud server; particularly as depicted by plaintiff in his design notes. The cloug
in plaintiffds embodi ment matches (otseree pl
provide hereinPlaintiffs first mention of the server appeargihibit 8, where he discloses,
Al ocation data sent to Appled as the thi
communicating predetermined power state changes actuated from the servewjtalong
Adi splay[ing] lwsitngnedswaigee omr iphiolnege mo
implies the usage of the servearsting a plurality of command collection topissich as placing
the | ost device into | oredsagé ahihslosbdewce, playingrao
sound on the device, or, finding its location on a geographical map. The lost device is sub
to receiving notifications from the server as a result of the true owner declaringandidstyging
into the cloudserver wherebyplacingsaidd e vi ce i nt o | o0;sdfunétidnalisy of
the lost device is reduced to limited operations as may be iasuggtemote command
messages. The interpretation and receiving of multiple remote com@asiisply pat of the

overall embodiment of the invention; whereas providing the lost devices resistance is adeq
and, a communi c at;remate corenahdontekactionamag octua b | e
asynchronousypr ovi ded | ost f#fAdi scov e repwnernfodiiensally,S

plaintiff discloselt hat an entire subprocess of the
because the notifications which may be received or sent by the mobile filemdbe cloud
server are command collection topics. A notificatand message are often considered the sg
in programming. For example, plaintiff expected to usanbehodqusing the C programming
language)JUNMutableNotificationContentJNTimelntervalNotificationTrigger,
UNLocationNotificationTriggerand finally,UNNotificationRequestto manage the remote
command messages and their interactions between the lost device and cloud Beiwverould
allow a remote message to be sent and displayed on the lost device, it would allow for a n
to be sent with neyeographical coordinates when the location of the device has changed,

finally, controlbotht he act uati on and c e s simadditionto hardlind

4 Local and Remote Notification Programming Guide
https://developer.apple.com/library/archidecumentation/Networkinglnternet/Conceptual/RemoteNotificationsH
SchedulingandHandlingLocalNotifications.html#//apple_ref/doc/uid/TP4000&HE SW1
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other remote command instructionsa@@mand from the true owner using the clsedver. The

usage case of playing a sound as a remote command on the lost device (as discussed in the fac

background for finding a device lost under a sofa, for instance) insteddiNtetificationSound
method would be used, and, appear in an exangilenu t a b | e centemt.soynda s i
[UNNotificationSound defaultSoundjfo socause the lost device to emulate sound as the re
of a remote command message being sent from the cloud d8laistiff expected to use a non
mutable array for playing smd on the lost device to allow the true owtier optionto also
speak through the device remotely; as opposed to just playing a default sound.

112. Exhibit 9 demonstrates a remote command message shbwihthe current and
two formerlocations of a lost iPhone on a geographical map ovesiily the four buttons used
to issue other remoteontrol messages (such as locating a selected device from a registere
also being depicted in the lower example.

113. Exhibit 10 focuses on iter-network connectivity between lost devices and the
cloud server, which is herein managing notifications. The user record mapping in the lowe
example demonstrates how a plurality of devices controlled by a true owner can be subsc

unsubscribed) r om r ecei ving remote command mess

sult

i list)

ibed (
age

as well as demonstrating the connection scheme used to manage such connections and gvents.

114. Exhibit1li ncl udes a narrative for hand
been stolen. Plaintiféxplains multiple instances where remote command messages are bei
to the mobile device from the cloud server. Fsst he asserti on that,
and invalidate the true passcode while privileged modeusie 06 j uxt aposed

t hat a remot e command message t o reverse

device to be unlocked due to accidental enaljphthe featurepr t he phone b
di sabl i ng | odetrequiresisending & remoye @ommand message to invalidate
initial message,; as otherwise itdédd be im

the device was found, for instance. The resulting discussielaw enforcement captive maslg
represent the need for sending additional, custom remote command messages from the c
server to the lddevice; whichmayhave a lost persoramg with its geographical proximity.
115. Exhibit 12 showsthe cloud server communicating with differeata sources to
present the location data of a lost device on a geographic map overlay. This also represer
remote command message to find the device being exewutkdhe results being shown in

eithera standalone application, or, a web browser. 8dlyg another remote command is
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depicted in a notification message displayed on the lost ddéwican honest finder to use in its
return to the true owner; which, has necessarily been issued by the cloud server after lost
Adi s cover yndiallyrbeeh enalited. d

116. Claim 4. The computeimplemented method of claim 1, wherein the comman
comprises a locate command.

117. The locate comman@s described in the cla)ns discussed in operative detail i
Exhibit 8, while the user interface exampée locaing a device is shown i&xhibit 9; where a
AFind Deviceso button than | ocates the d
then chartedn a user interface elemenith map overlayas illustratecguprain the same
exhibit. A p p | Feyudres8 shows the receive locate commab denoting the impression of the
AFi nd Devi ce o0 bxhilkitd.After detarmipig éhe lncatiodflFasd815, the
resulting geographic coordinates are published as a result m82€ag#ich is received by the
cloud server in plaintiffExhibit 8 andExhibit 10, allowing it to generate the position(s) of the
lost device on a map overlay Exhibit 9.

118 Claim 5. The computeimplemented method of claim 4, further comprising:
determining one or more geographic coordinates indicating taidoaz the mobile device; and
including the one or more geographic coordinates in the result message.

119 The plaintiff illustratessuchan examplen Exhibit 9, indicatingthelocation of the
mobile deviein a result messagbsted withone or more geographic coordinat€he user
interface el ement plaintiff dEgureandrigureslO v
where fAJakebs o i980armtil005susirgydilbawdi026tondenata fhe position g
themusic player. Plaintiffs example Exhibit 9 shows an iPhoneser interface element; which
indicates where on the map (precisely a8liBand1025 the lost device has been locaiedlot
just in one location as Apple cribs here, but also in two previaugld i ons i n ne
plainly obvious the lost iPhone has been most recently located (and charted geographicall
Los Gatoswith previous locations charted in Cupertino and Saratoga.

120 Additionally, plainti frtingdatasotdevces e s
| oc at Exbibitd2, where a diagram depicts that the location data for the lost device m
presented i n a we Bigue”andFgeare 10éxangplesd) aorviddap p | e 0
application on either a computer or mobile devinegddition to the possibility of a custom useg
interface for iPhone itsetfontainng map charting. Inthp | a i rermbodinferdt,sa lost iPhone

located through a network, with the corresponding position recorded and reported by the @
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server; whit, in turn may populate any of the various application or web bravesérol node
exampleswith geographic map charting, along with a result message.
121  Plaintiff mentions irExhibit8under t he AMessageo s

ect

location after translating the GPS location for web display. Show device in map on web app or

pageo as wel | as the linked subprocess s
running again)chat pr e v i-ioruss HApdtes kf or map. 0 The f
Adi splay device movemes#dtnh.with charting o
122 Claim 9. The computeimplemented method of claim 1, wherein the comman
collection topic subscribed to by the moldievice includes a plurality of command nodes, wh
each command node corresponds to a distinct remote command type and the at least ong
command message is retrieved from one opthealitiesof command nodes
123 Plaintiff describes @lurality of command nodes Exhibit 9; where each
command node corresponds to a distinct remote command typen p |l ai nt i f f g
buttons are displayed, wi t hd ooewofthe thtediBhoriesin
the device list (totherightf as nd6t been placed into | ost
been located, the three other buttons activate. Plaintiff had planned for these buttons to pl
sound to |l ocate the device when | ost iden
and finally, to display a message on the display screen of the lost device for an honest fing
Plaintiff depicts this examplemote command type Exhibit 12, wher eas t he
Screen When Lost o depi ct s iPhonengelsss Bhg rmessage alsg
provides a number tang the trueownem ot unl i ke Appl eds exam
124, Claim 12. The nontransitory computereadable medium of claim 10, further
operable to cause data processing apparatus to perparations comprisingupplying
authentication credentials associated with the mobile device to the notification service.
125 Plaintiff depicts theauthentication credentials associated with the mobile devi
the notification service nder t H e PEa&phibit 9UnNhéreas time true owner of
lost device is authenticating using a privileged user account against the cloud server, whig
in-use on the lost device. The fields labeled for username and password are plainly evider
hower er , t he HAUser KebitOrravealsatitiignal authgniicatiomdetails;
showng how user records and SSL are used between a lost mobile device and a known c(
using the same privileged account credentaldepiction of the cloud serer and it

network topology with lost devices is provideabra in the same exhibit.

26 4AC
4:18-CV-05928JST

t at
I n;
f e
)
ere

remo

Ce to

his al

~—+

mput

A

0Ss




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

126. Claim 13. The nontransitory computereadable medium of claim 10, wherein t
command comprises a locate command

127. As discussedgupra the locate command denoted in this claim is represented
the plaintiff in his embodi ment BxbibitOhe

128 Claim 14. The nontransitory computereadable medium of claim 13, further
operable to cause dataopessing apparatus to perform operations compridetgrmining one o
more geographic coordinates indicating a location of the mobile devic&serting the one or
more geographic coordinates into the result message.

129 Herein this claim now reinfaes the computdor serve) side of the claims for
applicationambiguity. The server presents ardordsthe location dat&ransmitted from the lost
mobile deviceon a map overlay. As discuss&dprain claim 5, plaintiff illustrates an example
indicating thelocation of the mobile dev&dn a result messagésted withone or more
geographic coordinates Exhibit 9. The user interface element plaintiff depicts is very similg
Appl eds | atigure9andrFagorp10e whmer e fAJakebs o90Ddnd
1005 using915and1025to denote the position of the music player. Plaintiffs example in
Exhibit 9 shows an iPhone user interface element; which indicates where on the map (pre
as in915and1025 the bst device has been locafiedot just in one location as Apple shows,
also in two previous |l ocations in nearby

recently located (and charted geographically) in Los Gatos, with previous loaatansd in

Cupertino and Saratoga. Additionally, pl
devi ce | Bxhisttld, wheré a diagram depicts that the location data for the lost de
may be presented i n &iguredbndfigure Wexampleg) arvia ann
application on either a computer or mobile device; in addition to the possibility of a custom

interface for iPhoneitsefivhi ch contains map charting.
iPhone is located tbugh a network, with the corresponding position recorded and reported

the cloud server; which, in turn may populate any of the various application or web browsg

examples containing geographic map charting, along with a result message. Plaintiff snant
Exhibt8under the fiMessageo section, Adispl a
for web display. Show device in map on Ww
stating, Achart | ost patihngi agai hasdthamtd
spots for map. o0 The final l inked subproc
eachcheck n. 0o
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130. Claim 15. The nontransitory computereadable medium of claim 10, further
operable to cause data presig apparatus to perform operations comprigstablishing a

connection to the notification service over a wireless data connection.

131 The plaintiff illustratesestablishing a connection to the notification service over a

wireless dat@onnectionin Exhibit 10, whereas the nConnection

both a cellular and wireless network connecpotentially communicating with the recovery ugser
medi a access control, or s Wr-Roe racondécted to tReh o|n e

Internet cloud, which is connected to the notification server.

132 Claim 18. The nontransitory computereadable medium of claim 1, wherein the

command collection topic subscribed to by the mobile device includes a plurality of command

nodes, where each command node corresponds to a distinct remote command type and the at |

one remote command message is retrieved from one pfutaitiesof command nodes
133 As previously describesuprain claim 9, plaintiffsExhibit 9 shows howeach

command node corresponds to a distinct remote commandyihés example embodiment, the

plaintiff has one remote command message ready to be transmitted, which will locate the mobile

device selected in the device list; further placing itinfosti s ¢ o v e r Figure 8af ttee .
application, login begins the processa5§; presenng a list of linked mobile devices B10 a
user then selects a mobile device from managed deviGd$iavailable commands for the
selected device occur 820, and, finally, the true owner can select a remote command to be
executed irB25 The plaintiffdisclosegshe same, identical process in balier embodiment

Exhibit 9 and10 showlogins while Exhibit 9 also shows a mobile device selected in the dev
list, with the AFind Deviceso but B20and325%np r

11

Figure 3.
134. Claim 19. A mobile device comprisingrocessor electronicg;storage medium

storing instructions executable by the processor electronazaus®e the processor electronics to:

establish a connection to a notification service on a server separate from the mobile devicg, the

notification service hosting a plurality of command collection topics, where a distinct mobil

D

device is subscribed to gacommand collection topieccess a command collection topic hosted

on the notification service and subscribed to by the mobile dgatlehe command collection

ce

topic subscribed to by the mobile device to determine that one or more new remote commjand

messages have been received by the command collection topic subscribed to by the mobile

device;retrieve, in response to the determining that one or more new remote command message
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have been received by the command collection topic, at least one of thernaee new remote
command messages included in the command collection topic subscribed to by the mobilg
wherein the one or more new remote command messages identify commands to be execl
the mobile devicegxecute a command identified by tie¢rieved remote command message;
identify in the remote command message a result topic hosted on the notification service;
publish a result message associated with the command to the identified result topic hosteq
notification service

135 Pl ai nt i f f éuprahpow hisexhibits deianstrate how a mobile device
establiskesa connection to a notification service onlaudserver which hosts lurality of
command collection topiéssubsequently than subscribed to future remote messageands

when a lost device haletected ost Adi scoveryodo mod dromaaccloudyv

server. Plaintiff also demonstrates how a remote command message has been successfully

executed on a mobile deviceus OoTlasisExiiblt®t e
depicting Darrendés i Phone b e |falayvedshygHaeng bost d
Adi scoveryodo mode enabled by the authenti
button. The AExampl eecbhmandexeatos sinae ssbscdptom;dvitk
said lost iPhone being presented on a geographic map overlay with its current position, alg

two previous locations since it detected appreciable movement since being declared lost.

» devic
ted b

and
] on th

at e

Xxar

for
c at
nroer
DNgsid
The lo

Adi s c o vealowssuahoethote command messages to be sent, which in this example, is

requesting thgeographid ocat i on coor di n aBExhibs 12 ghows gertiarye
example of remote commamdecution on a mobile device after its been necessarigcsbbd.
The user interface element clearly depicts a message for an honest finder, which includes
means to contact the true owner. This message has been sent from the Séguee ihl,
whereagnearly identicglhonest finder remote command messhEOis displayed on the
display surfacd 105 The five process steps listedrigure 12mi r r or exact |l vy
embodiment; which has created examples such as the honest finder message, where it re
the comnand in1210from the cloud server and ultimately executes it on the mobile device
1225 with the corresponding resuit the commananessage executiori220being sent to the
cloud server.

136 Claim 21. The mobile device of claim 19, wherein the coamui comprises a
locate command

137. Herein this claim now reinforces the mobile device side of the claims for
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ambiguity.As discusseduprain claims 4 and 13, the locate command in this clairshiewnby
the plaintiff in hiscesnboaddmearnd Bxbibiddeh eb Ui

138 Claim 22. The mobile device of claim 19, wherein the instructions further cau
the processor electronics tetrieve one or more geographic coordinates from a location
processor included in the mobile deviaaggenerate a result message including the one or n
retrieved geographic coordinates

139  Herein this claim now reinforces the mobile device side of the claims for
ambiguity. The mobile device may use a buiitGPS circuit, or, it may use networkckgion
approximation; depending on whether GPS circuitry is {niiti the deviceAs discussedupra
in claim 5,plaintiff illustrates an exampl@dicatingthelocation of the mobile deviin a result
messaggdisted withone or moregyeographic coordinateis Exhibit 9. The user interface eleme
plaintiff depicts i s v erHigurs9amiFiguaerlO where Ap p
AJakedso i PodoNvasdl@h usingdl5andl02bta genote the position of the
music pgayer. Plaintiffs example ikxhibit 9 shows an iPhone user interface element; which
indicates where on the map (precisely a8liBand1025 the lost device has been locaiealot
just in one location as Appihows but also in two previous locationsiemr by ci t i
plainly obvious the lost iPhone has been most recently located (and charted geographicall
Los Gatos, with previous locations charted in Cupertino and Saratoga. Additionally, plainti
di scl oses the met hod cfeorl orfcEamibit $2ewberéi anggrama t
depicts that the | ocation data for the |
Figure 9 andFigure 10 examples) or via an application on either a computer or mobile devi
addition to tle possibility of a custom user interface for iPhone itself; which contains map
charting. I n the plaintiffds embodi ment,
corresponding position recorded and reported by the cloud server; which, in fupopugate
any of the various application or web browser examples containing geographic map charti
along with a result message. Plaintiff mentionExhibit8under t he fi Mess 3
Adi splay phone | ocati on a febdsplayt Sh@avrdsviceart map
on web app or pageo as well as the I inke
by wuser (i f runni ng -iangoaisnp)o tcsh afrotr pmmaepv.i 0o ul
states, i di enmehtwith charéng of eagh cheokn . 0

140. Claim 23. The mobile device of claim 19, wherein the instructions further cau

the processor electronics &stablish a connection to the notification service over a wireless
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connection.

141 Herein this claimagainreinforces the mobile device side of the claims for
ambiguity.As discusseduprain claim 15,plaintiff establiskesa connection to the notification
service over a wireless data connectio&xhibit 10, wher eas t hé MNEbO w
diagram shows both a cellular and wireless network connection potentially communicating
the recovery user media access ¢ o0 W-RFoolan
connected to the Internet clguahd,to the notificaton server.

142 Claim 24. The mobile device of claim 19, wherein the instructions further cau
the processor electronics fesent, in response to executing the command, a message on
display of the mobile device

143 This has been previously integated especially in claims involving the specific
example herein of instructions causaghessagbeing drawron thedisplay of the mobile devig
by a processor iExhibit 12; such as claim 1, claim 5, claim 9, claim 14, claim 19 and claim

144,  Claim 25. The mobile device of claim 19, wherein the instructions further cau
the processor electronics tmitput, in response to executing the command, an alert compris
one or more sounds to a speaker included in the mobile device

145 In additionto the discussioBupraconcerning how plaintiff intended to play a
sound on a lost mobile device with a remote command instruction from a cloud server in ¢
a button is reserved for t hiEghbipUu Thscsxgainedn
at62 and the planning for the remote command instruction to play a sod2@ at

146. Claim 28. The mobile device of claim 19, wherein the command collection to
subscribed to by the mobile device includes a plurality of command nodes, whemesoand
node corresponds to a distinct remote command type and the at least one remote comma
message is retrieved from one of gheralitiesof command nodes

147. Herein this clainagainreinforces the mobile device side of the claims for
ambiguity. As previously describesuprain claim 9 and claim 18, plaintiff&xhibit 9 shows

howeach command node corresponds to a distinct remote commanthtyiie example

D e &
with

o ri

22.

ng

aim 1

hic

nd

embodiment, the plaintiff has one remote command message ready to be transmitted, liwhich wi

| ocate the mobile device selected in the
The plaintiff has the same, identical process in his prevaepicted hereirExhibit 9 and10
showlogins while Exhibit 9 also shows a mobile device selected in the devigenigi the

AFi nd Deviceso button rjespasia380amdB2bimFgura3. r e m
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COUNT 2 Patent 8,881,310
System and method for remotely initiating lost mode on a computing device
148 The6310 patent includes the foll o¥i
3,5,6,7,8,11,12, 14 15, 16, 17 and 1&s listed belowEvidence is supported lxhibit 1,
Exhibit 2, Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit
11 andExhibit 12.
149. Claim 1. A computer implemented method, comprising: receiving, by a lost

computing device, an authorized command to initiate lost mode on the lost computing dev
wherein the authorized command includes contact information associated with a requestin
initiating, by the lost computing device, lost mode on the lost computing device, wherein
initiating lost mode comprises: locking the lost computing device; suppressing select funct
of the lost computing device; displaying the contact information emost computing device;

transmitting first location data identifying an initial geographic location of the lost computin

ng

ce,

g use

onalit

0

device, wherein the first location data includes a first time the lost computing device was at the

initial geographic location; upaa determination that the lost computing device has traveled
beyond a geographic distance from the initial geographic location, transmitting second loc

data identifying an updated geographic location of the lost computing device, wherein the

ation

secon

location data includes a second time the lost computing device was at the updated geographic

location; and upon an amount of time elapsing after transmission of the second location d
transmitting third location data.

150. Plaintiff invented a method tmitiatealostfii d i s ¢ mede onglast device
which locks the device from regular use; until such time as the true owner deactivates lost

151.  Plaintiff outlines this irExhibit 8; in the second line of the flowchart, showing 1
orderin which,t he novel processes occur when t hd
phone or device. The first step highlights the true owner making the declaration the device
with the second step being the user activatisgi d i s ¢ mede r y 0

1522 Activating |l ost fidiscoveryo modeos
with a privileged user account, thatos a
button (or other user interface element) to send the instruction to both tdeselver, and,

phone which activatdsstii d i s ¢ mede Thgoughout the phone finding patents, Apple us
the term lost mode to dendtee same thinggs!l ai nt i ffs | ost #Adi sc
153. The privileged user accogwhichallosvsiita s
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differentiate it from others. This stops any condition from occurring where an improper or
unintended user could use their clehased server account to initiddstii d i s ¢ mmede r y
which may jeopardize the true ownersuseofthyd ce, or, abil ity t

154. The concept of using a unique user account on the device aneselowt is
shown in théi KampleProcess Ubin Exhibit 9. Theinterfacehas a field for the privileged
user 6 s us er ndtobe endered, foplaia t© thecioud server.

155.  The concept of using a button (or other user interface element) to send a rer
instruction to a device to initiate | ost

is also depictedh Exhibit9. A radi o button depicting t}

list of potential devices the currently loggedcloud server user may initiaiestii d i s ¢ o v
modeupon |l tds possible a user may hand/@ maybd {
the privileged user ;duahasnnorichédren or emeptoygeibowrsed a

devices used primarily in the workplace. The user in the example embodiment shown in p
Exhibit 9 has three iPhonderwhi ch t heydére the privilege

156. Displaying the contact informatiasf the true owneon the lost computing devics
is the sixth process step in plaintiEghibit 8 flowchart. An example lockcreen of the device
when itds beed il mick eldo aatn difughérdepiaedeExkimt 12no d

157. The examplénterfaceelement shows that the name used for registering the iR
has been used in the Al ost phoned messag
first or last name of the true owner. A telephone number that the true owner can be reachg
alsodepicted underneath for the honest finder, and, can be programmed dynamically by th
from the cloudserver, or, as a predefined contact number when theddatunitially enabled on

the device. This all ows the true owner t

not able to answer the previously defined contact telephone number for the lost device, for

example. Nonetheless, an instructisrsént to the lost device with this vital informatiafong

with a visual reminder that the true owner could still use their passcode (if they enabled or
unl ock the device and disable | ost fAdisc
clouds er ver . For many cases where a | ost d

proximity (such as falling out of a pocket and under a sofa cushion) this allows for the
convenience of not needing to return to a secondary device to instruct theaieeidto end lost
Adi scoveryo mode.

158. The ransmitting first location data identifying an initial geographic location of
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lost computingdevice s t he third step | i st ed&Exhibin8. pl a
Therein, plaianiiohf dat ateeéntinto Appl eodo an
factual narrative that the location data was managed by the-lohmedl server; both for the
periodic (or oademand) location tracking of the lost device, and, displaying such waypoiats
user interface on a map.

159. Pl aintiff depicts the fifth proces

activation by wuser (i f riumdnispotasgg afir, mah
immediately by a subrocess step whicht at es, #Adi spl ay device
checki n. 6 This i s important, bec auswherdnhhe firdt

location data includes a first time the lost computing device was at the initial geographial|o
upon a determination that the lost computing device has traveled beyond a geographic dis
from the initial geographic location, transmitting second location data identifying an updats
geographic location of the lost computing device, wherein thenslocation data includes a
second time the lost computing device was at the updated geographic location; and upon
amount of time elapsing after transmission of the second location data, transmitting third I
datab Her e, t he eabliltyeofchartinggriograssswaypantsover time, or, when
devices GPS orlocatema s ed net wor k data indicate it
previous waypoint. Herep | ai nt i f fds doing the same & h
becoming lost at a train station and then moving away as a thief leaves on a departihiydrai
true owner has the ability theterminewith relative certainty that thHestdevice has moved sing
i t 6s |-iadswith thelclouddased server managitige location data being sent from the
device at either usetefined, or, programmatic variable intervals.

160. The examplenterfacein Exhibit 9 depicts a visual interpretation of such a
scenariolt shows that the lost iPhone is currently in Los Gdias, had reported a location
change twice; once, along the border of Saratoga, with another reported location change ¢
border of Cupertino. Without knowing the particulars of how this iPhone was lost, an impa
observer who observed its true owtagging intotheclousb ased ser ver ang
Deviceo but t onmagreasandbly discerndhe miponetwaslost around the Ap
campus in Cupertin@andfurther,was likely inside either an honest finder or thieves vehicle
travellingtowards Los Gatos. The obvious determination is that the iPhone has been recoy
from where it was lost and now is-iransit. This incremental updating of the location proximi

of the | ost device signal s a fsiartassertigavpiehr t
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only shows a static poirindalsgd o e s né6t hel p determine t he
device during the time when Iitds not beeln

161. Often, an honest finder may intercept a lost device and begin lofakitige owner
in the proximate | ocation itbés discover eld
of the device becoming lost) @& thief mightattempt instead to move as far away as possible|to

avoid detection and thus increase the champgeatly of never being caught. In such an exampl

the thief has boarded a train and could even be in another county or state during the same durai

an honest finder would instead be frantically trying to find the true owner in the train ;stia¢ion
clear difference of which would be visually depicted with the magrlay interfaceyenerated by
the cloudbased server.

162. Claim 2. The method of claim 1, wherein the status data includes location data

identifying the location of the computirtgvice and is associated with a time indicating when the

status data was gathered from the computing device.

163. Asdiscussedupra when the plaintiff égbylesmbid:i
Adi scoveryo mode bei ng ena btdteecloud gevethk lecatiom |u e

and timestamp information Appleereindenotes as status data is recorded when the device
appreciably changes location byn@asurabl¢hreshold. As covered in thpevious example re

the flowchart inExhibit 8, havingthe time associated with a geographic waypoint is valuable.

The cloud server must use time as a reference point for both authentication and identifying wher
a device has appreciably moved when declared lost, as must all computers. The timestamnp in tf

comoesponding cloud server | og helped plainti

see that the device he was requesting status information from had successfully registered|its

|l ocati on. Mor eover, t he -pdctaiisrtdntaihetl i@shibil9¢ mo|n s t

where the | ost i Phoneds shown having beeln

~

the fidi scoveryo mode had b e ebxhibé & raebtiores dnderi|a

the AProgresso steltdati oniadifsplhay fdewicharmolven

checki no as well as the preceding, fAchart
chart prevnous pdt b edtakus dates gapheréd framhtlee computing device

and registered with the cloud server; which can necessarily reconcile the associated colle¢tion

time, especially when displayed on a map with location waypoints depicted.

164. Claim 3. The method of claini, wherein the status data is transmitted upon the

remaining battery life associated with the computing device reaching a predetermined milestone
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165. The plaintiff discusses battery considerations as a subject matter expert in th

narrative summary, lweever, plaintifts notes irExhibit 8 discuss transmittinthe location statu

data of the device based on measured power states; which themselves represent a prede
resistance milestone. Pl ai nti ff osdtangle s,
statement in the flowchastating At ry unt i | battery depl et

power adaptor connected. o0 Herein plainti
resistance milestone by plainly identifyingpi@determined power state change.
166. Claim 5. The computer implemented method of claim 1, wherein initiating los

mode further comprises: presenting a user interface element on the lost computing device

—t

that i

configured to enable the lost computing idewto contact the requesting user based on the contact

information associated with the requesting user.

1677 Her e again we see | anguage descri bfi

message on the display of thedidevoiveeybDha
depicted exactly ifExhibit 12; wherein an example message states that the name of the us§
iPhone has been lost, and, to call apopulated telephone number for the privileged contact

168. Moreover, plaintiff circled for importance in the same diagram a noiagtat
Auser record allows storage of device na
privileged user of the device, which has a contact info record contaitetgphone number like
any electronicvCard oes. Not one difference exists
in his notes, and, the patent claims and diagrams submitted by Apple to the PTO.

169. The reason for this perfect match betweenplaifti ( and | at er )
di splaying a contact on the device displ
possibility exists by which to accomplish such ataskreliablpe doesndét kno
misplace or have their devicestadeh ence it 0s novel because
problem woul débve been solved with prembeda
contact for later display when the devices declared lost by its true owner.

170. Claim 6. A system, comprisingone or more processors; ameémory containing
instructions that, when executed by the one or more processors, causes the one or more |
to perform operations comprisinguthenticating a requesting user operating a requesting
computing device to initiate a lost mode on a computing device, where the authenticating i
performed over a communications network coupled to the requesting computing device ar

computing devicesending a first command over the communications netveottiket computing
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device to initiate the lost mode on the computing device, where the lost mode includes loc
computing device or suppressing select functionality of the computing dereeg;ing, over the
communications network, status data from tomputing device, wherein the status data
indicates at least a remaining battery life associated with the computing geesenting the
status data of the computing device on the requesting computing device, wherein the staty
includes an estimatl amount of remaining time until the computing device runs out of batte
life; andsending a second command to the computing device to send status data less freq
based on the status data indicating the remaining battery life of the computing device

171. Authentication fora requesting user operating a requesting computing device
initiate a lost mode on a computing device, where the authenticating is performed over a
communications network coupled to the requesting computing device and the iogneuwice
is shown inExhibit 9, where the user authenticates with the cloud server; which allows ther
press the AFind Devi cengueldentifierofrthédoatfddvieerThisdso n
depicted using device name in the illustrationdionplicity. The communication network coupl
between the requesting device, lost device and cloud server is depiEtddbit 10; showing
the further interoperability between cellular and switched networks, followed by the user rg
mapping d hat s use

172.  Sending a first command over the communications network to the computing
device to initiate the lost mode on the computing device, where the lost mode includes loc
computing device or suppressing select functionality ottdmeputing devicgs discussed
broadly inExhibit8; f ol | owed by showing an AExampl
in Exhibit 12. Plaintiff discloses ifexhibit 11t h at |, Awe could | ock
true passcode while privileged dmisinuse. 0 Actuating such fu
server by the true ownes clearly depicted in the example interface.

173. Receiving, over the communications network, status data from the computin
device, wherein the status data indicatesadstla remaining battery life associated with the
computing devicepresenting the status data of the computing device on the requesting
computing device, wherein the status data includes an estimated amount of remaining tim
the computing device rgrout of battery life; andending a second command to the computin
device to send status data less frequently based on the status data indicating the remainir
life of the computing deviceas discusseslupra in re the battery / adaptor power state chang

and predetermined resistance thresholExhibit 8.
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174. Claim 7. The computer implemented method of claim 1, further comprising:
terminating lost mode upon receiving a correct password, wherein terminatiogrigstses:
unlocking the lost computing device; restoring suppressed functionality of the lost computi
device; and removing the displayed contact information associated with the requesting usg

175. Here, the method for terminating lost mode upon wéoegia correct password is
no different than thenterfacein plaintiffs Exhibit 12, where the bottom of the display showing
contact information associated with the requesting fesg¢ures an unlock function. This functig
comprises the word Aunl oc k 0 -charadter gasgword, ors
passcode as itbés referred to wi-tTharactepassodds
until very recently, the utilized a 4character numerical password.

176 The |1 ost fAdiscoveryo mode plaintif
cloud-server accourthat wasused tanitially find the device.

177 Mor e i mportantly, plaibavifde dWhcdmr

Exhibitllan entry for the fourth operational
due to accidental enabling, or, the phon
might recover their device using plainifs i nventi on are speci fi
could terminate | ost fidi scoveryo mode ei

screen itself, or, programmatically by sending a cancel signal using the privilegedhakad
serveraccount.

178 Pl aintiff felt i1t was 1 mportant to
mode because the true owners secondary device used to initiate the devices discovery ma
a completely different physical proximity than the phonernsmay not belong to them, but wa
borrowed for the express purpose of locating and retrieving their lost device by signing int
cloubdbased server and initiating |l ost dAdis
be possible for theue owner to use their recovered device without also having access to e
the previous (or a new) secondary device
mod e . For exampl e, i f a true ownerfromai t i
friendds house or near by business establ
finder, theydédd be unable to use the devi

179. The biggest impact arises not just from temporary conveniasdn,the usage
case of a device owner who has no access to a secondary computing device for an exteng

period of time. Somasershave work environments like this, but still need and/or are permiti
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to have a computing or telephony device. The delidemer or farmer who may initiate lost
Adi scoveryo mode at the start of their d
it for the entire day. Plaintiff had concerns about the practical usability and safety concerns
such scenariosarisig from t he use of an invention
potential greater impact to the user than if they had never used itfofakemplethe delivery
driver whose iPhone has fallen out of their pocket and beslmsteunder theeat of their
vehicle. The driver will find their iPhone during their shift and then be unable to use it the g
daywhereas if they hadndét used the comput
Adi s cov ebefgréleanngttiey could snply unlock it normally.

180. Finally, the usage case exists wherein a lost device has no passcode enable
meaning either an honest finder or thief could obtain access to its content and memory ing
While most users of electronic devices have @wasd to lock their device, they may not and
thus a special usage case exists; wherein such users need additional protection to keep th
safe, as well as securing its safe return. The device becomes locked in such cases and th
be unlockedby er mi nati ng | ost #di-lmsedsewar accounmdhib & t
only exception case where the password cannot be entered on the device itself to termina
Adi scoveryo mode when found by t Wahusageucase

181. Further, plaintiff also disclosed the ability to invalidate even the correct pass

for a device if desired by the true owner asdditional remote commaraption. The first

sentence oExhibit11r eads, fAwe coul d | ock dpasscodtele ¢

priviieged modeismu s e. 06 Whet her the i mplementatio
enforce this, let the user decide with a preferenceadrequrie this added restriction altogethd
is immaterial to the solution of the enall problem. Plaintiff had considered this as an extra Iz
of security for intelligence agencieand tech employeefor example. The scenario this prever
is an honest finder providing or selling the device to a thief or rogue actor with malitiens i
who could then subiject it to a vulnerability exploit compromising the passcode and allowin
access to the device, since |l ost Adiscov
The other usage case is for the paranoid useryetissesa simple password for their device,

such as t,Be pials s wo r d3 , Bpdeeballdo secutelareentire plamats oxyg
supply in its atmosphere. By requiringly an unlock via the cloud servexfrue owner can thus
guarantee their device is genuinely in their posses&onv e n t he pas s6vo rid

used for consumer devices by 23.2 million pe@pidii 1., 2, 3, idusedby,77 6,
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million in just the UK alongthis is significant® Apple iOS devices changed fromdigit to 6-
digit passcodes in 2015 wit®S9.Johns Hopkins Information Security Institute cryptographg
Matthew Greerstatedcrackinga four-digit pass code can be done in 6.5 minutes (the longes
13 minutes). A sidigit passcode is better, averamy of 11 hourswith a maximum of 22 houys
this is using an i Phone decryption devic
unsuccessful login attempfs.

182. Claim 8. A lost computing device, comprising: a processor; and a memory
containing instructions that, when executed, cause the processor to: receive an authorized
command that lost mode be initiated on the lost computing device, wherein the authorized
command inaldes contact information associated with a requesting user; initiate lost modeg
lost computing device, wherein initiating lost mode comprises: locking the lost computing ¢
suppressing select functionality of the lost computing device; displdlyercontact information
on the lost computing device; transmitting first location data identifying an initial geographi
location of the lost computing device, wherein the first location data includes a time the los
computing device was at the initis@g@graphic location; upon a determination that the lost
computing device has traveled beyond a geographic distance from the initial geographic Iq

transmitting second location data identifying an updated geographic location of the lost

()]

=

tis

on th

levice

—

catior

computing devie, wherein the second location data includes a second time the lost computing

device was at the updated geographic location; and upon an amount of time elapsing afte
transmission of the second location data, transmitting third location data.

183. Here,the basic premise of the overall invention is being repeated, but with re
to the functions the lost device executes to operate. The-swdr interaction still must occur
but here Apple describes solely the interactions which the smartphone witkiés discrete
processor unit. The bulk of communication is simply respoeséric from the cloud server;
however, instructions are sent which only the lost device can perform on its own, even afte
set in | ost #fAdiscomvsetrrywc tmoare. widdkiing tim
have a password enabled, displaying the contact info on the devices display which also in
the devicebs | ost, sending approxi mate |

GPS, for istance) has moved appreciably, or, when asketkomand from the user via the clo

51s 123456 your password? Then you need to change it!
https://www.bbc.co.uk/newsround/48002968

8 iPhone Security: Your-@ligit passcode is no longer safe
https://www.newsweek.com/iphotsecurityyour-six-digit-passcodao-longersafe891401
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server, and ending | ost Adiscoveryo mode
instruction is sent from the cloud server by the true owner are primaryptsam

184 For the purposes of this claim, it
declared in the application during the examination period, and, for later infringement prosg
In this sense, it should be considered moot overall by the @suaitiplication of the original
claim; being cognizant plaintiff still illustrates with his lab notebook exhibits that such intera
from the lost device is expected and necessary for his invention to succeed. Like a human
lost device is eithemnicapable or unwilling to communicate, they remain so difficult to find th

the original problem of reliably locating and retrieving a lost smartphone remains unsolved.

185. This is why (among other reasons) plaintiff has subprocess routines or stps
after the principal function or claim has been activatdexinibit 8. The first example shows an
event loop depicting a lost device sending location data at measured intervals if the batter
threshold has reached a p madoesend witndutrrestdctiof if
the level is sufficient, or, the devices plugged in to an addptespective ofesistanceAll these
conditional functions occur on the device, obviously, and also mimic the related condition
d evi c e okeingdullytdepeted; or, the rare edge case of the processor or memory
experiencing hardware failure when the u
fully depleted battery on their device (to the extent it would not activate) amdbgmeit, this
di stinction is important. The true owner
an instruction sent by the clogdrverh owever , it 6d si mil asthey
processor s available to interpret andecute instructions for regular use, let alone receivir
responses from a remote server. Similarly, if the cellular or network apparatus on the lost
couldnét connect to anything, such as in
processg battery and other hardware may be working fine and could interpret instructions
the cloud server, however, the lack of cellular or network connectivity may render the lost
unreachablen o di f f erent t han ,oarthe proteésehagstopped worlsng. |

186. Claim 11. A method comprising: receiving, by a computing device, a first
command over a communications network to initiate a lost mode on the computing device
locking the computing device or suppressing select functionality of the computing device;
determining aemaining battery life of the computing device; and sending, over the
communications network, status data indicating at least a remaining battery life of the com

device, wherein the status data includes an estimated amount of remaining time until the
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computing device runs out of battery life.

187. As previously interrogatesuprag t he pl ainti ffdos met
Adi scoveryo mode over a c obxhbitsB8il@ laockingothre lost e
device to suppress its functionalitydetailed irExhibit 11; with an example user interface
showing the locked device Exhibit 12. The battery resistance threshold discussiae the lost
device is mentioned iBxhibit 8.

188. Claim 12. The lost computing device of claim 8, wherein the instructions furth
cause the processor to: present a user interface element configured to enable the lost con
device to contact the requesting user based on the contact information associatesal with
requesting user.

189. Herein is a repeat of the previous. The clsadver may send instructions, but
ultimately the lost device must use its own processor and memory to determine whether th
privileged user matches the user account which has iditiate he | ost fAdi sc
from the cloud server. A user could give a device to another person, for example, and not
or otherwise remove themselves as the privileged contact for the device. While the true oy
may be differentthanthe o n whods been given access
as registered on the device itself can s

190. In this sense, the device acts as a security audit layer against not only cloud
usersput, even somebody with trusted internal access to the cloud server itself, as plaintif
This is why plaintiff could perform a reduction to practice only with his own devices. Even
person with special access to the server that allowed for seeygdewice which had ever
contacted it could not then wuse plaintif
Adi scoveryo mode as a prank on a friends

191. Thisis whyExhibit10i s hel pful and obvious f
invention of thisclaimi t shows a rel ational bl ock di
features a lost iPhone on the left, with another computer leggea the right as the same
contacta t he requesting privileged user. Bo
joined, along with the boxes for SSL, which indicate to those skilled in the art that an encry

tunnel has been established with matching certificates for the sambatbeon the lost device,

and, making the authenticated request from a computer connected to the cloud server. The

diagram finishes by illustrating a dl ogi
the art as having validated a succebkshallenge response between both a requesting party 4
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security authority, such as when a ticket has been successfully exchanged using Kerberog

192. Claim 14. The lost computing device of claim 8, wherein the instructions furth
cause the processtr: terminate lost mode upon receiving a correct password, wherein
terminating lost mode comprises: unlocking the lost computing device; restoring suppress
functionality of the lost computing device; and removing the displayed contact information
assocated with the requesting user.

193 This clai mdéds | ar gel yreplaiiffis prpprirventership y
preceding statements.

194. Claim 15. A nontransitory computereadable medium containing instructions
that, when executed by askocomputing device, cause the lost computing device to: receive
authorized command that lost mode be initiated on the lost computing device, wherein the
authorized command includes contact information associated with a requesting user; and
lost mode on the lost computing device, wherein initiating lost mode comprises: locking the
computing device; suppressing select functionality of the lost computing device; displaying
contact information on the lost computing device; and transmiitsigocation data identifying
an initial geographic location of the lost computing device, wherein the first location data
includes a first time the lost computing device was at the initial geographic location; upon
determination that the lost compugidevice has traveled beyond a geographic distance fron
initial geographic location, transmitting second location data identifying an updated geogra
location of the lost computing device, wherein the second location data includes a second

lost computing device was at the updated geographic location; and upon an amount of time

elapsing after transmission of the second location data, transmitting third |ctati#on

195. Herein this claim describes largely the cloud server interactiomgtaepthem as
authorized commands. The preceding arguments are similarly germane here, as the cloug
has been established as being necessary and proper for a secure implementation of the ir
otherwise impropriety might overcome the solutionthis longstanding problem.

196. I't should be noted that the chart
Exhibit 12 depicts the cloud server at the top of the device hierarchy, with lost devices
connecting to it via a cellular or switched network connection,thatinstructions from the true
owner are sent from an application or web browser on another device. &mcrigication from
the cloud server is necessary to send instructions to the lost device, this illustration is impq

The absolute necessity of a cloud server to accomplish the goal of the invention is evident
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diagram. The lines drawn from eaobvites web browser or application to control the methoq
the patent sending and interpreting instructions from the lost device on the Jefhadtogether
with the cloud servewith a single line than extending to the lost device through one of the
communication mediums transptayers

197 An i mportant distinction here is t
invention exactly as he depicts in the beforementidbddbit 12 block diagram. Apple allowed
both a web connection to be useddgin to the cloud server and actuate the feature, as well
developing a standalone application for iOS devices, such as iPhones and iPads. This allg
standalone application to instead handle the security provisioning of login to the cloud ser
which inrturn makes a request to the lost dedigestead of having to login to a web page usir]
mobile web browser application. The overall implementation plan appears to be an exact
photocopy oExhibit12;, however, it i s mahbdeahdyapparates. p |

198. Claim 16. A computing device comprisingne or more processors; amemory
containing instructions that, when executed by the one or more processors, cause the ong
processors to perform operations comprisimegeiving, bythe computing device, a first
command over a communications network to initiate a lost mode on the computing device
locking the computing device or suppressing select functionality of the computing device;
determining a remaining battery life of the conipg device;sending, over the communication
network, status data indicating at least a remaining battery life of the computing device, wl
the status data indicating a remaining battery life associated with the computing device ing
anestimated amount of remaining time until the computing device runs out of battery life;
receiving, by the computing device, a second command to send status data less frequentl
on the status data indicating the remaining battery life of the complginge.

199. Herein this claim relates specifically to the necessary instructions being exeqg

Is of

hat
as

WS a

er,

ga

air

or mc

5
nerein
ludes

y base

uted

on a computer or cloud server and not the lost device; for added application ambiguity. Edch sul

method in this claim has previously been interrogated aghiep | a i revidence. 6 s

200. Claim 17. The computing device of claim 16, wherein the status data include
location data identifying the location of the computing device and is associated with a time
indicating when the status data was gathered frencdimputing device.

200 Again, this claimbés for applicatio
interrogated in claims 2, 7 and Kpra

202 Claim 18. The computing device of claim 16, wherein the status data is
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transmitted upon the remainingtbery life associated with the computing device reaching a
predetermined milestone.
203 Once again, this claimbébs for appl:i
interrogated in claims 1, 3, 6,a@d11, supra
COUNT 3 Patent 9,104,896
Remotely initiating lost mode on a computing device

204 Theo 8 @adent includes the following claims plaintiff invented, specificaly, 1
11, 12, 16 and 17 as listed belokvidence is supported Ixhibit 1, Exhibit 2, Exhibit 3,
Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.

205 Claim 1. A method, comprising: authenticating a requesting user operating a

requesting computing device to initiate a lost mode on a compugwige, where the
authenticating is performed over a communications network coupled to the requesting con
device and the computing device; sending a first command over the communications netw
the computing device to initiate the lost mode loen¢omputing device, where the lost mode
includes locking the computing device or suppressing select functionality of the computing
device; receiving, over the communications network, status data from the computing devid
wherein the status data indicatgdeast a remaining battery life associated with the computir
device; presenting the status data of the computing device on the requesting computing d
wherein the status data includes an estimated amount of remaining time until the computir
device runs out of battery life; and sending a second command to the computing device to
status data less frequently based on the status data indicating the remaining battery life off
computing device.

206. Authenticating a requesting user operatimgquesting computing device to
initiate a lost mode on a computing deviaes been previously discusséathibit 10 highlights

the plaintiffds authentication met hod whii

required to securely initiateamegg st I nstruction to enter |
207. Wh e r awthentidating is performed over a communications network couplg
the requesting computing device and the computing device s ¢ d&xhibiel0 depids,a
di agram entittéd(NEObtwone&k) OowhPah shows 4
Internet network sharing connectivity with an iPhone connagiedy onlya cellular connection,

an iPhone using only wireless Internet, a cloud server, and finally, the true owners carsd
to initiate | ost fAdiscoveryo mode. The i
45
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method, that both cellular and switched networks can be used both for authen@écatitor the
i nventi onos &xhibirl@domtainse thesansaissiom mediums and authenticatio
met hods together Dbecause thusirextricablglinked sent i

208 Finally, we turn to intelligently managing the battery to expel location update
the ability to light the display;toreval cont act dat a sthtasrdataafrom the

computing device, wherein the status data indicates at least a remaining battery life assoc

n
al

5 and
O n e

iated

with the computing device; presenting the status data of the computing device on the requesting

computing device, wherein the status data includes an estimated amount of remaining tim
the computing device runs out of battery life; and sending a second command to the comg
device to send status data less frequently based on the statusldatiing the remaining batter

life of the computing devicé Exhibit 8 contains the overall process steps, with their respect

requirements. Inthesypr ocess for MALocation Data Sen
stating, Atryeounanid fbcaotntteirnyu ed eipnideetf i ni t e
two conditional |l ogic methods are coll ec

209  Given plaintiff waspreviouslyawarded & 6 Patent for battery technolodye
inventeda t A p p buadantly ctedr that lae understood this overall process framework tg
be encompassing of the details of all the corresponding processes. Plaintiff intended to ful
refine his battery usage power savings algorjtbnte he could receive informationcabthe
firmware Apple uses iOSto monitor the batteries health and current charge state. Plaintiff
planned a selective power state change already identified Exthikeit 8 block diagram, which
shows he understood that putting the lost devicdamwar power state was necessary for prop
success. Plaintiff established the need to manage the battery intelligently when the device

been declared lost, which a plain readEghibit 8 reveals to one not skilled in the adtherwise,

& until

uting

not
ther

had

er
had

plaintffwoud n 6t have speci fi calolotherwigsancludedanevent|bop o w

for power management.

210, Such power state changa®vent the scenario of a battery with a low amount (
resistance being able to overdraw from the procesgwnresponling to CPU directives sent
from third party applications. A scheduled task or push email synchronization session eou
itself be enough to cause the processor to enter a higher performance state, which than e
resistance at a far steeper ratanthenple linear depletion. It also helps protect the chances g
true owner recovering the device if the battery has been fully depleted and shutsvdenever

an honest finder or thief alike connected a power charging source, the instruction velpishhag
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device locked, displays the contact info and negotiates location data relay will continue to

active. This keeps a thief from simply waiting for the battery to fully deplete, and then, rest

device to normal operation with a new prigésl user when it does become again operational.

also can greatlgxtendthetime the lost device can repats location data to the cloud server.

remai
pre th
It

211 Plaintiff worked on the initiatives necessary to reduce the PPW (performance per

watt) for Maccomputers to radically extend overall battery life. Further, plaintiff was the subject

matter expert for power management for the support of Mac computers worldwide. His
experience solving difficult problems with battery logic and power management isneelh to
many inside Apple. It explains why his first and only Apple patee¢ECF No. 34 is related to
detecting system errors with battery hea
the need for intelligent power management, dfterms el f wor ki ng on a
savings initiatives in someapacity When a case existed where batteries appeared to opera
outside normal operation, they were sent to plaintiff for forensic analysis; to determine if aj
exception case existed software which could be unduly exercising the battery. Sudden
depletion events, while rare in the aggregate are part of using advanced polymer battery
chemistries, such as lithiuman; used exclusively in all Apple products since the Intel proces
transtion. Even earlier PowerRGased architectures were potential targets for sudden deplg
which wouldstill render a lost device quickly unreachable for the true owner. Ultimately, on
skilled in the art can easily discern that plaintiff was onéeftest possible engineers to be
brainstorming any support technology using batteries.

e

500
tion,

e not

212 Claim 2. The method of claim 1, wherein the status data includes location data

identifying the location of the computing device and is associated with a timatindievhen the
status data was gathered from the computing device.

213  Herein thisclaim hasbeen previously interrogateid re location data
transmission, making it necessarily appl
the transmissionfdocation data on the lost device to the cloud server. Showing waypoints
established and transmitted by the lost device (either dynamically, or, in a synchronization
recent locations updated in batches periodically when a network connection so edlows)

easily depicted using a map; as opposed to just a timestamp in the event log for that user

cloud serverThe example Ul irfExhibit 9 depicts a visual interpretation of such a scenario. T

lost iPhone reported its location@upertino, where it was likely lggbllowed by briefly passing

through Saratoga where the device reported location data, followed by its final location be
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reportedn Los Gatos. While not implemented, a timestamp could also be affixed to each Iq
on a map with a tooltigurtherminutia plaintiff considered when solving the problem of
reconciling a lost device that was moving.

214. Thus, a relevant poi@twhy plaintiff illustrated three lost device locations on th
map example, as retracingthevmme ment of the | ost device
undeniable when applying reasonable doubt to a suspect in a prosecution. Having a screg
log file with a location and timestamp is significant forensic evidenceingedpprosecutor or
Court decide when a true ownero6s device
where the true owner has been abducted or kidnappedhéintdevice is in possession of the
suspect, or alternatively, if they had their smartphongdoutd n 6t know t hei

215  Plaintiff illustrates this clear understanding of waypoints over time being valu
to the invention, and, how its inextricably linked to a timestantfximbit 11. Under the section
entitled AHandt ohgnbBetvtheepWhi hei 8Ef st ate

enforcement database? This would allow cops to track and find lost device without user

interaction. o0 Under subsection E, plaintii

BN

courtorm ssing persons cases. 0 | tdos k n mssngcanh
often be most critical for identifying a suspect. Since all location data here is joined with a
timestamp, it makes this summation necessarily relevant for estaglishéntorship, as plaintiff
was clearly considering the ramifications that time identification can have when something
declared lost. Plaintiff noting the forensic data was stored on the server further validates it

identicaltimestampusage for thismbodiment.

216 Googl e has wused plaintiff hevememmhennt]i

they havendt been decl arSersorvauptshich allowslav d at
enforcement to present a warrant to request locéidsed data based tme. Largescale

catior

e
dur

nshot

wa ¢

S

U7

location monitoring is useful to Google because it allows the company to target advertisements

based on where consumers regularly trave
to law enforcement becays#@ can allow investigators to view the movement of all devices
within a specific area over a specific period of time to track down suspects or withesses in

that otherwise might go cafl’ Therelationshipb et ween t i me st a mp shook

"Google can see where youbve been. So can | aw en
https://www.washingtonpost.com/opinions/goegiseewhereyouvebeenso-canlaw-
enforcement/2019/04/15/90542f&fbe-11e9bfad36a7eb36cb60 story.html?utm term=.201ebfbe8d72
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entries discussing law enforcement captive modeximbit11c oul d n dét ddefinedno
factually, particularlyas related to thelaims herein.
217. The practice was first used by federal agents in 20déording to Google

employees, and fitpublicly reported last year in North Carolifdt has since spread to local

departments across the country, including in California, FIdfiddinnesotal! and Washington.

This year, one Google employee said, the company received as manyreguesds in one

[ €

week. Google declined to confirm precise numbére.e new order s, somet.

warrants, specify an area and a time period, and Google gathers informaticdefiearvault
about the devices that were there. It labels therdm anbnymous ID numbers, and detectives |
at locations and movement patterns to see if any appear relevant to the crime. Once they
the field to a few devices they think be
names and other iofmation.Investigators who spoke witthe New York Timesaid they had
not sent geofence warrants to companies other than Gaoglé\pple said it did not have the
ability to perform those searchgsoogle would not provide details on Sensorvault, arbA
Edens, an intelligence analyst with the
data from hundreds of phones, said most Android devices and some iPhones he aladasber
had this data available from Googté.

218 Si nc e pitleawas novef, if Apgle had properly joined him as an invent
this patent, his disclosures certainly would have revealed this important use of timbatedp
locationdata for law enforcement purposes. This idea has a discrete method and purpose

such, Google would clearly be infringing

bok
narrov

| or

S h e

Dr to

As

uf

Apple employee, directly related to the problem of lost or stolen device recovery; this would have

insteadput Apple in the role of plaintiff, instead of as a defamt in this action.

219 The owner of a trade secret has the rights to possess the idea and its physigal

embodiments, to limit its disclosure to others,,dadontract for the terms of its use by otherg

81n the Manner of Search of Informatidkegarding Accounts Associated with Certain Location and Date
Information, Maintained on Computer Servers Controlled by Google, Inc. (2). Casel®d41188
https://int.nyt.com/data/documenthelper/7&8stinaffidavit2/d448fe5dbad9f5720cd3/optimized/full. pdf#page=1
°To find suspects, police quietly turn to Google. Were you near the Raleigh fire? Detectives may already kn
https://www.wral.com/Raleigipolice-searchgooglelocatiorthistory/17377435/

10 Clerk & Comptroller Receipt of Florida Search Warrant, Log #126, Case NO1M130
https://int.nyt.com/data/documenthelper/#fielocationsearch/d448fe5dbad9f5720cd3/optimized/full.pdf#page
11 How did the pdke know you were near a crime scene? Google told.them
https://www.nytimes.com/interactive/2019/04/13/us/godgtationtrackingpolice.htm|
2 TrackingPhones, Google Is a Dragnet for the Police
https://www.nvtimes.com/interactive/2019/04/13/us/%)éiql}ationtrackinqpolice.htmI
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Lariscey v. U.S949 F.2d 1137, 114(Fed.Cir. 1991). An originator may enforce these rights

through several legal theories, including trade secret misappropriation, breach of contract,

of trust or confidence, anduastcontract.Since plaintiff has documented evidence showing hi

method lefore Google adopted such a process and was an Apple employee at the time, Af
coul déve been t he as additppmakrade secrath defemdarst who wsese
anot her 6s t r pedeaif e encdifies br impsoves upan khé teaderet, as long as
the substance of the defendant,@asinFarease i s
Laboratories, Inc. v. Pillsbur€¢ompanyt52 F.2d. 621, 625 (7th Cir. 1971).

220.  Accordingly, Apple not only could be receiving patent licensagwgenue from

Google i f they hadndét committed intentio

implemented a similar system for law enforcement themselves, which may have saved co

lives given worldwide OS device popularity and sales; partilyudanong the younger

popul ation, whobés more prone to abductio
221 Plaintiffs friend was murdered on August 5, 20B6th his computer and

nal

intles:

telephone were stolen, later making the suspect eligible for the California death penalty; since a

robbery was committed during the murder. If plaintiff had developed his idea much earlier
time, the true suspect could have been ¢
mutual friend from being wrongfully incarcerated for nearly a yeahis murder before DNA
evidence finally corroborated his story
possessions in Texas. This event shaped
why he included specific mentiaf special law enforcement use.
222 Plaintiff was impressetb read in the same April 13, 20lNeéw York Timeatrticle

beforementioned, a man was arrested for murder based on location data with time stamps
Google, which showed his phone nine months earlier at the spot of a murder. After a weel

the suspect was exonerated and released, as police idettarman who sometimes used his

was the murder suspect. It took nearly a
suspicion of murdering a mutual friend.
i n col | e gesshown his friend was dobpresent at the murder scene the evening it

place, and further, had indeed driven there to meet the victim the following day, when he
discovered the body.
223 Even if the PTO had declined to patent this additional meth@atess innovation

Apple still woulddéve had plaintiffsd dis
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developed such a method for law enforcement before Google, leading to less tragic losseq
from abduction, kidnapping and murder. WgGoogle used parallel innovation after Apple filg
thirteenpatents for related methods (plaintiff invented originally at Apple) as a basis for
Sensorvaultthe burden lay on Apple for intentionally filinlgirteenapplicationst already knew
(in writing) was invented by another employee.

224, The public this has a choice when deciding whether to purchase an Apple or
Google device for their | oved ones. I f t
enforcement may lawfully learn the location and timestamps from their device since being
reported lost. If they purchase a Google device, an excellent chance exists that the device
located and either the loved one, suspect or both will be recovered before more foul play 1
occur. Given this choi ce inan ntendiana mdlice th s
ensuring plaintiff was nonjoinder of the pheireding patents as direct causation, it presents 3
very conscious choice foine Court andustomers about reasonableness and responsibility.
wasnodt enough fitoemplokge prd plaintifiofor lpaving ia gobd idea, it was
necessary to thus punish the public, as

225 Claim 3. The method of claim 1, wherein the status data is transmitted upon
remaining battery life associated wittketbomputing device reaching a predetermined milestg

226. Herein thisclaim hasbeen previously interrogateid re location data transmissig
upon remaining battery lifas in plaintiffSExhibit 8, making it necessarily apply.

227. Claim 4. The method of claim 3, wherein the milestone is the remaining battg

life reaching a predetermined percentage of total battery life.

228 Herein thisclaim hasbheen previously interrogated, making it necessarily apply.

Plaintiffs beforementioned narratidéscussing the relation between sudden depleti@dland
dynamic processor directives causing an uncertain total dischargat2i@bear weight here.

229 Claim 5. The method of claim 3, wherein the milestone is the remaining battg
life reaching gredetermined amount of remaining time left until the computing device runs
of battery life.

230. Herein thisclaim hasbeen previously interrogatiid re the remaining battery life
reaching a predetermined amount of remaining time left until the camgpadeivice runs out of
battery life making it necessarily apply. Beforementioned battery life considerations of
significant detail needndét be repeated a

231 Claim 6. A system, comprising: one or more processors; and memory contai

51 4AC
4:18-CV-05928JST

5 Of life
d

h e\

can k
nay

ol e

—

cor
the
ne.

n

lry

bry
out

gai
ning




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

instructions that, when executed by the one or more processors, causes the one or more proces

to perform operations comprising: authenticating a requesting user operating a requesting
computing device to initiate a lost mode on a computing device, where the authenticating
performed over a communications network coupled to the requesting computing device ar
computing device; sending a first command over the communications kebatbe computing
device to initiate the lost mode on the computing device, where the lost mode includes loc
computing device or suppressing select functionality of the computing device; receiving, o
communications network, status data fritte computing device, wherein the status data
indicates at least a remaining battery life associated with the computing device; presenting
status data of the computing device on the requesting computing device, wherein the staty
includes an egstiated amount of remaining time until the computing device runs out of batte
life; and sending a second command to the computing device to send status data less freg
based on the status data indicating the remaining battery life of the compuiice dev

232 Herein this claim deals with the same methods and evidence beforemention
concernghe processor of one device communicating with the processor in the cloud serve

233 Claim 7. The system of claim 6, wherein the status data includesidéocdata
identifying the location of the computing device and is associated with a time indicating wh
status data was gathered from the computing device.

234.  Herein thisclaim hasbeen previously interrogatiith re associating a timestamp
withthedent i fi ed | ocation of a | ost device.
multiple waypoints of a found device on a map establish&xlivibit 9, and, the potential law
enforcement usage plaintiff highlighted (which necessarily requiresiagsga@ timestamp with
the identified location of the missing device)Erhibit 11 is substantial towards proving the
pl aintiffs original i nventconceptioesablished bétaeen
law enforcement usage, and, the elenoémdcation data associated with a timestamp.

235 Claim 8. The system of claim 6, wherein the status data is transmitted upon {
remaining battery life associated with the computing device reaching a predetermined mile

236. Herein thisclaim hasbeen previously interrogatéah re remaining battery life
reaching a predetermined milestoSechamilestone is calculated when the device has been
i nto | ost i;dfithe lmaterwy éfe rgntainingdsduesatisfactory for maintaining the

life versus reduced performance. This is generally accomplished by temporarily disabling
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a pointer (or reference point) as to what functions and operatieresranning when the low
power state was entered; so they can be recovered when resistance has returned to a noi
threshold. The goal of reducing Appl eds
pl ai mpdwerfmandagement support dutids such, plaintiff had intimate knowledgehaiw,
whenandwhyto engage power state changesswggportedby Inteld s p r o ¢ e s swithr
the same being true given plaintiffdos ex
management with earli€@owerPCarchitectureby Freescale Semiconductor.

237. 111,165 173 185 210and236(suprg discuss methods of planning an intelhgg
resistance curve the plaintiff had planned, which go into far greater detail than the minima
description afforded by Apple in thi896application.

238 The patent plaintiff hol detectionhotystenA p
BatteryErrorsd was at t ac he cECRND.34 In drelgted exantple obatteryerror
may be detected before the operating system is loaded onto the computing device. In ano
example, the error may be detected when the computing device is wakimg femluced power
mode.Herein plaintiff illustrates a novel and superior ability to manage and query the batte
of a computing devicdar exceeding the basic logic needed in this patent claim to establish
reasonable threshofdr begiming powersavings, and themnforcing it until resistance has
reached certaimpre-determinedralue.

239. In detailed descriptioQ0210of the application, it state&When computing device
200is turned on, cycled (turned off and on), or reset (e.g., reset sgmaio process@02), the
computing device initiates a pbmot sequence. The pb®ot sequence is a hardware function
that prepares computing devizZ80such that an operating system or other software applicati
may be loaded onto the computing devigasic Input/Output System (BIOS) instructic&
may define the functions of the pbeot sequence and are initiated (or loaded) before the
operating system is loaded. In general, BIOS instruc@dsare the firmware code executed b
computing devic00during the preboot sequence. Examples of BIOS instructid24include
Extensible Firmware Interface, Open Firmware, Bimiix BIOS. A preboot sequence may
include operations such as initializing procesXi, main memon206, and various input/outpu
devices. Additionally, the prBoot sequence may also include a-gett. This seltest may
include verifying process@02 verifying main memory206, and identifying errors with systenm
battery228 As explained in more detdklow, computing deviceRO0Omay also be configured tq

conduct a selfest when the computing device detects a change in current supplied by syst
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battery2280

240 't 6s evident to those both skilled
developed a novel method to query and test batteries in computing devices; including whe
already in a lowpower state, or evein situations where no useable operating system was
present on the device. Even if the mass storage failed on a computerff jglamstill apply such
advanced troubleshooting algorithms to its battery.

241. Thoseunconvinced beyond doubt as to the applicability of the battery claims
phone finding patent&ollectively) must take notice of detailed description 0023:
AExanples of parameters that may be tested include an expansion parameter, a battery m
parameter, an overcharged parameter, an expected life parameter, a cell imbalance paran
connection parameter, and other parameters. It should be appreciathd thatansion
parameter defines a swelling of the system battery, for example, from temperature variatig
battery memory parameter defines a loss of maximum energy capacity caused by the repe
recharging of the system battery. The overchargedeea defines whether the system batte
is charged over the maximum energy capadibe expected life parameter defines a measure
an estimated length of functionality of the system batfdrg cell imbalance parameter defineg
measure of the voltadgmlance of the system battery.

242.  While not disclosed by Apple, plaintiff had clearly intended to utilize a simple
expected life parameteio define a measure of estimated length of functionfdityhe lost
d e v i bateer§. Shis would then religbleturn a threshold determination; whether to implen
power savings of the lost device, or, do nothing and let the current performance profile ren
When plaintiff alludes ifexhibit8 t o , Acontinue indefinite I
clear indication that the typical power profile associated with normal device use would rem
no situation would reasonably then ensue causing an appreciable enough rdsissamce
necessate a power state change reduce overall consumption and conserve resistance.

243. I f Apple had rightfully asked for
him nonjoinderj t cea to onainskilledin the art that the claims in the phdireding patents
(particularly this onein re battery life would have contained significantly more accurate and
helpful information. A plain read indicates neither the misjoinder inventors, nor, application
author have any tangible understanding of hottebatechnology works. Very loose, poorly
defined statements | i ke those in this cl

explain how his invention was to both be properly iempéntedand described in the patent
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application disclosures

244. The misjoinder inventors faih the applicatiorio statehowor whyconditions
affecting the remaining battery life play a role in measuring the available resistance and
calculating an appropriate power state. No descriptions made to differaviieteauses a
battery to have resistance woes, or, what measures have been made to ensure the initial
cal cul ation isnét devoid of any number off

battery thatds r eac hicerginlynoteshow dny isdgcdtianlif d sinaple

voltage tests perfor med wh e nasbplaniff assindes fsom the e

poor documentary evidence in the patents claims. This causes an imperfect estimation that

plaintiffs previous baery innovations solve, meaning that if a lost device was suffering fron cell

i mbal ance or swelling, 1tdédd be necessarifly

irrespective of the resistance reported by the bafitenyvare
245, Applealsod esné6t explain the process f ofr
firmware, which must be down with iOS devices and Mac compuiecsause the operating

system cannot interpret data from batteries without the firmware which manages the cells

themselves. Agi n, we see the pitfalls of Appl edgs

fal)

joining plaintiff from the phone finding patents, the applications contain unsure statements|aboul

batteries, as the wor k pr odu orttheynditeeypossdsmri |m

understand. When one works from a facsimile and wrongputyounces itheir own,i t 6 s

i mpossible to properly describe and el ablor

narratives are so poor, they suggest eveéetailed explanation from plaintiff (such as this) wotld

still be confusing and difficultor themto describe in a patent application.

246. The added notion the misjoinder inventors simply worked from a photocopy of

pl aintiffds | (ecomtainadinerne dsexbhikity begins to seens plausible, especia

attached the entries to a Radar larg,t h e y ¢ leenlcapi@dwéthout his knowledgehile

he wasnotle @he building plamtifflvasdased at the time (De Anza 3) had the highest

theft rate of any Apple corporate building. It was then assumed by the same iOS software

engineers in the group who later claimed the phone finding patents, so, the possibility fo

additional badge access being available to those who knew the misjoinder inventors is high, as

y
in-light of the battery discussion in the claims. Plaintiff showed his notebook to several peaple,

plaintiffsd team was among the | ast to move

plaintiff had personal and work items removed from hiscdbie he st i | | canno
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instructive to note plaintiff only had a cubicle in an open floor plan and did not have a prop
to secure materials of importance or high confidentiality.

247. In detailed description 0025, it describes Figur&he power management ability
and understanding of plaintiff further removes danbet he batt er y DRQuhnga 4§
pre-boot sequence or when computing dev68detects a change in current from system bat
228 power management circ@20tests one or more parameters of the system battery. Pow
management circu20is an integrated circuit that is configured to manage the power of
computing devic00. For example, power management cir@2@may control backlighting,
hard disk spin dow, power modes, charging system bat&2§ and other power management
operations. A System Management Controller, a System Management Unit, and a Power
Management Unit are examples of power management c2@iThe misjoinder inventors
dondt problenssiwibhsnmanaging the power of a battery in a lost computing device,
describenvhat the power management circuit is responsible for and can limit to conserve pq
or finally, what elements of iOS communicate with battery firmware.

248 The messagi ng remaoigdbaterylife assoziated ivigh ¢he
computing device reaching a predetermined milestoné s al so curi ous|
description 0027, it stateBThe messagé04is a value that describes the parameter. Fo
example, messag®4 may be a hexadecimal key that describes a particular parameter. In g
example, messag®4may be a binary flag that describes a particular parameter. Additiona
some examples, the message may be constructed to desdtipéerparameters. Power
management circu20transmits messagk4to processo202 In an example embodiment,
processoR02receives messag¥4from power management circ@0and stores the messag
in register402 which is a memorgvailable on the processor. A° message mus
battery firmware from theMUt he mi sj oi nder i nvent orenginingo
battery life associated with the devioayreach a predetermined milestoiiéis claim says that
thest atus message i s sent, but doesndt i ni(
of the message are, how the message has been calculated, or finally, where the message
sent. The unfortunate errors of omission from the original invemonjoinder continue.

249. Claim 11. A method comprising: receiving, by a computing device, a first
command over a communications network to initiate a lost mode on the computing device
locking the computing device or suppressing select functioralitye computing device;

determining a remaining battery life of the computing device; and sending, over the
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communications network, status data indicating at least a remaining battery life of the com
device, wherein the status data includes an astithamount of remaining time until the
computing device runs out of battery life; and receiving, by the computing device, a secon
command over the communications network to send status data less frequently based on
data indicating the remaimgrbattery life of the computing device.

250. Plural instances here exist which have already been interrogated, detailing tk

plaintiffds el i orebhisctlain. Kerein this claimmsimelyreirdorcestthatphe

lost device is capable oéceiving instructions to perform the tasks already discussed.

251. Claim 12. The method of claim 11, wherein the status data includes location
identifying the location of the computing device and is associated with a time indicating wh
statusdata was gathered from the computing device.

252.  Plural instances here exist which have already been interrogated, detailing tk

plaintiffds el i grebhisctldin. Kerein this claimmsimelyreirdorceshhiatphe

cloud server is capébof receiving bcation data identifying the location of the computing
device which isassociated with a tinseamp whermgathered from thiost device

253. Claim 16. A computing device comprising: one or more processors; and men
containing instructios that, when executed by the one or more processors, cause the one
processors to perform operations comprising: receiving, by the computing device, a first
command over a communications network to initiate a lost mode on the computing device
locking the computing device or suppressing select functionality of the computing device;
determining a remaining battery life of the computing device; sending, over the communic
network, status data indicating at least a remaining battery life of thputing device, wherein
the status data indicating a remaining battery life associated with the computing device ing
an estimated amount of remaining time until the computing device runs out of battery life;
receiving, by the computing device, a seteommand to send status data less frequently ba
on the status data indicating the remaining battery life of the computing device.

254. Plural instances here exist which have already been interrogated, detailing tk

puting
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plaintiffds el i mrebhisctlaim. Werein this claimsimelyreirdorcesthiatppst

devices which have multiple processors also can claim the same metewadsisly disclosed, a

2

well as indicating both the cloud server and lost device have processors interpreting instructions

from each other to accomplish the necessary transactions.

255.  Claim 17. The computing device of claim 16, wherein the status datades
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location data identifying the location of the computing device and is associated with a time
indicating when the status data was gathered from the compleunce.

256. Plural instances here exist which have already been interrogated, detailing tk
plaintiffds el i mrebhisctlaim. Werein this claimreindorces gwittsfirthep

duplication) that location data associated with a timestamp is interpreted by lost devices wjith

multiple processors, and, the cloud server

257. | t 0 ih neteoplaintiff mentions language in his operational flowchaxinibit

8exploringt hi s exact concept. Under the fProg
|l ast activation by wuser (#fnor wprimag Da o ail
next process step, which states, nad-ii spba
Clearly, a timestampds a necessary el eme

processor can determine or differentiate @ [gince the last request without using the measur
time. A timeline establishing where the lost device has reported its locatiois datablished
here by plaintiff necessarily relying upon timestamps disclosed in the claim.

258. Alostdevicemay not ot herwi se Aknowo or
passed since it was moved if it wasnodt c
Lastly, units of time defined in portions of seconds is the only method a processor of any K
may interact, interpret or further audit any given event, sequence or task; irrespective of th
programing logic or method used to conti@instructions. The conversion of time values intg
assembler or hexadecimal allows for efficient processor executinstaictions, while allowing
the resulting value to be displayed in a humeadable format (i.e. 1, 2, 3, 4, etc.) next by an
application | ayer on a computing device

259. The example map embodimentixhibit 8 (showing a lost iPhone transmitting
location data from three discrete locatiposuld only be thus possible using timestamps for tl
location and status data, consistent with this claim. The imperfect understanding in the ap
in re calculating the time when locati@atais processed suggests an unsure understabgitige
implementord necessary for creating such a feature in embedded devices as the claim an
inventionhererepresents. Time is the only mean®ofh programmaticallydefining and
organizing events within occurrence.

260. The clock cycle allowsa familiar map result for a found object to be more
valuable; as a valid time when the device was eithmaimsit, not intransit, or, transmitting

location and status dats&n important distinctignwhich can occasionally transcend convenie
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and prosecution investigatigrisy helpng ensure the physical wellbeing of the owner prevails.

Without knowing when a device was present in a geographic location, the value oatuch d
remains of I|ittle use. Thus, the stated
involving time demonstrate overaibnceptiorand inventorship.

COUNT 4 Patent 9,706,032
Device locator disable authentication

261. Thed 3patent includes the following claims plaintiff invented, specificgl¥ 6,
7, 8and 10 as listed belaviEvidence is supported lxhibit 1, Exhibit 2, Exhibit 3, Exhibit 4,
Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.

262. Claim 1. A method comprisingentering, by a mobile device, an activation

operating mode, wherein the mobile device is configured to enable one or more functions
activation operating mode, and wherein on théihealevice, useerasable content and setting
including one or more useonfigured security settings have been erased, the one or more |
configured security settings including a setting for user authentication that specifies that ng
user crederls stored on a server shall be used for authentication after therasable content
and settings have been erasghile in the activation operating mode, transmitting a request |
user account information to the server, the request being assouttedhardware identifier of
the mobile device, the hardware identifier uniquely identifying the mobile device to the ser
wherein:the user account information was stored on the server before the one or more use

configured security settings were exdon the mobile device, atite user account information

includes user credentials that are identifiable by the hardware idemqtifsenting, on the mobiIE
Il

device, a user interface for configuring the mobile device, the user interface includingeagsh
for authenticating a user of the mobile device based on the user account information recei
from the server; anih response to receiving an input through the user interface responding
challenge, activating the mobile dewic

263. Plaintiffs embodimentvhile in the activation operating modescribed in claim 1
i's part of | o;swhereéasdansmittiing\a eequesdfor mserdaecount information t
the server, the request being associated with a hardware identifier oflile dewice, the
hardware identifier uniquely identifying the mobile device to the server, whéhneiniser
account information was stored on the server before the one or mounigured security
settings were erased on the mobile device thedise account information includes user

credentials that are identifiable by the hardware identiiesenting, on the mobile device, a
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user interface for configuring the mobile device, the user interface including a challenge fo

authenticating a user ofé¢lmobile device based on the user account information received fr

the server; anth response to receiving an input through the user interface responding to the

challenge, activating the mobile dezi&xhibit8d es cr i bes t he actyiov g
mode, which permits the remote execution
l ost by the true own e rExhibitTShdepicts th&aadwmard icentifer o
uniquely identifying the mobile device to thiwudserverusinguser credentialghich are
identifiable by the hardware identifiggresenting, on the mobile device, a user interface for
configuring the mobile device, the user interface including a challenge for authenticating a
the mobile device based on thger account information received from the serasdepicted in
E x hi b iexamdeatksscreen.

264, 1t 6s instructive to note that the
lost device is represented in the unlock illustration; whereadigit4gpasscode may be used to
successfully unlock the deviceribyt, Ipoe
plaintiff also discloses the ability for the true owner to proactively lock the device in such a
manner that the valid passcode will no longer be accepted; until such time as an instructio
from the cloud server by thaeue owner to allow the correct passcode to once again be activ
Exhibit 11 details handling the missing device during the case of being stolen. The first
consideration plaintiff liststates fAwe coul d | ock the devi ceg
while privileged modeistwu s e. 0 Thi s distinctionds i mpgd

patent concernigcking the device to prevent a thief from necessarily erasing or repurposing

=

user (

Cc he

d ihc

N is se
ated.

a |
rt

) it; as

wel | as potentially di s abbeenremgablddhi®thelclous servé

di s

265. Claim 4. The method of claim 1, wherein the user account information stored on

the server is different from user credentials that are local to the mobile device, and activat
mobile device comprises enabling one or more functions that are different frontysieatures.

266. Herein the differentiation between accounts which may be actively used on g
device conflicting with the privileged account of the true owner used to authenticate with th
cloudserverands end an i nstr uctoivoenr ytoo meondaebdlse dli osg
between accounts which may be used to provision a mobile device when activated with th
is further described, but poorly.

267. The fAExampl e BEdibitOcskowssa fidldlfay thda tmue owner of thest

device to enter the account username and password credentials for the privileged account
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present on the device. While the device list shows the lost iPhone highlighted, this user se
ensures the cloud server accepts the correct credentidleoma nd f or t he ¢
chosen. Otherwise, the username and password credential fields would not appear in plai
examplenterfaceembodimentas the user coulithenjust select desired device in a list and
press t he 0 Fonhhe difirction isveryoimportanmt given this claim.

268. Moreover, plaintiff presents aExhibds
10especially relevant to this claim. While explained in beforementioned greaterati&iail 25
153 155 189andlater, at269, 272 273 281, 287, 288 290, 313 315and334, the diagram
demonstrates how the user record on both the lost device and a secondary device (being
find the other) both must share the same privileged user account.

269. Security features of an account are different, but, in the case of maintaining
secure connection between the requesting device, cloud server and lost device, they must
login using the same account, and, the accounts must support an accepted #indtcseuprity
protocol. This is why plaintiff shows an SSL connection above the login entry for both cliern
server sides of the user record mapping.
figures also dondot dneeuimms $ke plantiffs. Treseneans tkeat waits
the claims are necessarily in agreementéorceptiorand inventorship, that as implemented, 3
third-party could intercept and monitor the lost device finding session. \Wigilee 2 shows an

authenticatio mo dul e, it does not demonstrate t

Whil e the process is i1identical, the distji

to ensure the corresponding certificate is valid for encryption. Thé&eetgnt of having the
same privileged user account also ensures all transactions are encrypted and not subject
intrusion from a weak endpoint. Otherwise, a more complicated method of validating certif
becomes necessary for the same guarahtegimportantdistinction isnot in the application.
270. Given Apple habeforeallowed the superuser account to be enabled without 4
password?3 (the worst possible security vulnerability possjlilet 6 s no sur pr i d
inventors sieridtaand bdeosmiéd suemadur i ty; assu
t hat 6 s maagarecaad déevgid of thel néed for disclosure, planning or understanding

Apple photocopiers failed to include a secure implementation in this application; thdyseeul

¥ MacOS bug lets you log in as admin with no password required. Here's how to protect yourself until Apple
bafflingly bad bug.
https://arstechnica.com/informatidechnology/2017/11/macdsugletsyoulog-in-asadminwith-no-password

required/
61
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the SSL boxes in plaintiffsd notheimportabhcet ,

271.  Claim 6. The method of claim 4, wherein the hardware identifier includes a h
generated based on one or both of a media access control (MAC) address and an internat
mobile equipment identity (IMEI) of the mobile device.

272. This claim involves storing a&cord on the cloud server to differentiate which
devices correspond to the privileged user accounts associated with them, albeit not well d
or revealed. Plaintiff demonstrates his inventorship to this claim easily, as the diadtainibirn
10dispays both the MAC address and IMEI as discreet fields, connected to the cloud serv
Since bubbles are used above these fields to indicate transmission over a cellular or switc
network to the cloud server and lost devices, it cannot be construe@@mgoakrtransport
il lustration; else the bubbles woul dodve

273. Further, plaintiff uses the block diagram further below to indicate that both a
iPhone and Mac have their MAC and IMEI unique identifying data ergdtand known, which
i s actuated by the cl oud s e redi@Access Banwok ;a nd
to be confused with a Mac computer | ocat
the unigue MAC or IMEI addresses assodatgth privileged user accounts, which is stored g
the cloud server for impartiadecurevalidation.

274. Claim 7. The method of claim 4, comprising limiting functionality of the mobil
device until the mobile device is activated.

275. Thi s me tided id plasntifidBxipbit 12, where a lost mobile device has
been locked by the true owner; using a cloud server to reconcile the unique hardware ider
and account credentials of the privilege
Lost 0 above the user interface depiction,

As discussedupra pl ainti ff mentions, fAwe coul d

or
ash

ional

sclose

er.
hed

bece
lost

le
ed

n

1%

tifier
d
w |

| oc

while privileged modeismu s e. 0 It 6s <cl ear t @ | @an addsariptedricofs | |

locking the device when declared lost by the true owner matchesyewbtlimiting the
functionality of a mobile device, as espoused in this claastly, plaintiff contributed further
than Apple in terms of additional methods of limiting functionality, suggestiglvibit 11 a

possi bl e, @Al aw e nbDemulatetheepnvileged aspri[which§ woud ahlg be

for murder or kidnapping, but possible. o
enforcement authority to use a warrant t

missing persasmmobile device; which, by design allows for limiting functionality. Law
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enforcement could thus also limit functionality of the lost device while searching for its trug
owner unden public safety exception.

276. Claim 8. A nontransitory computereadabé medium comprising code that, wh
executed by a processor, causes a device to perform operations incndngg, by a mobile
device, an activation operating mode, wherein the mobile device is configured to enable o
more functions in the actiiah operating mode, and wherein on the mobile device;erssable
content and settings including one or more sgrfigured security settings have been erased
one or more useronfigured security settings including a setting for user authentidaaon
specifies that network user credentials stored on a server shall be used for authentication
usererasable content and settings have been erabdd;in the activation operating mode,
transmitting a request for user account informatiotiéoserver, the request being associated
a hardware identifier of the mobile device, the hardware identifier uniquely identifying the 1
device to the server, whereie user account information was stored on the server before t
one or more w-configured security settings were erased on the mobile devicéhender
account information includes user credentials that are identifiable by the hardware identifig
presenting, on the mobile device, a user interface for configuring the mohite dée user
interface including a challenge for authenticating a user of the mobile device based on the
account information received from the server; Bnaesponse to receiving an input through thg
user interface responding to the challenge, atitig the mobile device.

277. Plaintiff has demonstrable evidence to support inventorship of this;dased on
the need to transmit a request @iser accourinformation to the server, the request being
associated with a hardware identifier of the mobile device, the hardware identifier uniquely
identifying the mobile device to the servand,wherein:the user account information was stor
on the server beferthe one or more useonfigured security settings were erased on the mok
device, andhe user account information includes user credentials that are identifiable by tH
hardware identifierpresenting, on the mobile device, a user interface for amirfigjthe mobile
device, the user interface including a challenge for authenticating a user of the mobile devj
based on the user account information received from the serven gsponse to receiving an
input through the user interface respondinthtochallenge, activating the mobile device.

278. The transmission of information to the server, with the recheiay associated
with a unique hardware identifier of the device is depicted in plaifikfsbit 9, where the

AExampl e Pr oclstofdevidds that a iser may reguest the cloud seremute a
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| ost Adi s éanstruotian which imdeth@nstrated by showing devices with different
namesExhibit 10s hows a fiUser Record Mappingo cr
the tue owner of the lost mobile devicas it contains also tlassociated devideardware
identifiers.While the cloud server keeps a recorégwthunique hardware identifisr 1 t 6 s
presentedn user interfaceasing the name the user has assigneddalévice, for practicality
sake Using the 1&digit IMEI or 12-digit MAC address of the device (as depicte@Exhibit 10)
is not easily discernable to the owr@9000086247185¢br 00-14-22-01-23-45 for a computer)
is much harder for a user teconcile tharthe human readabfeDar r ends i Phon

Exhibit 9. Note the example lockagser interfacelement inExhibit 12 could accept the true

owner 6s valid passcode to unlock the devji

conpletely, however, it may reinstate passcode u$afjhe true owner made this request.

279. Claim 10. A system comprising: a processor; and a-transitory computer
readable medium comprising code that, when executed by the processor, causes the farog
perform operations including: entering, by a mobile device, an activation operating mode,
wherein the mobile device is configured to enable one or more functions in the activation
operating mode, and wherein on the mobile device;erssable conterind settings including
one or more useronfigured security settings have been erased, the one or memnigured
security settings including a setting for user authentication that specifies that network user
credentials stored on a server shall bedusr authentication after the ussasable content and
settings have been erased; while in the activation operating mode, transmitting a request f
account information to the server, the request being associated with a hardware identifier
mobile device, the hardware identifier uniquely identifying the mobile device to the server,
wherein: the user account information was stored on the server before the one or more us
configured security settings were erased on the mobile devicéhener account information
includes user credentials that are identifiable by the hardware identifier; presenting on the
mobile device, a user interface for configuring the mobile device, the user interface includi
challenge for authenticating a user oétmobile device based on the user account informatig
received from the server; and in response to receiving an input through the user interface
responding to the challengactivating the mobildevice.

280. Herein is conclusion of previous discussion amdrrogationn re unique
hardware identifiers and user accounts being used to authenticate with a cloud server autl

The c¢cloud server is protecting the true
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previous privileged users accounédentialsand unique hardware identifier. This helps preve
a thief from bypassing or changing security settings on the device, since the instruction to
|l ost Adi scoveryo mode has been receivVvecad
in the art, the cloud server must be established as an authority over the lost devices when
281.  Plaintiff describes this claim iBxhibit 8, where the overall method and proces
wor kfl ow mention t he us arghestemhe whetrenthe aneersalr
hardware identifier is matched to the privileged user account associated with the device of
server, creating a mode capable of locking the device. Suchsmmagedisable the ability of a
thief to erase the device, or,otheswe di sabl e t he ;koptletdeice thayde (
repurposed or sold without the true owne
282. Beforementioned discussion concerning relevance of user acahentication
containedat 125 163 171, 206, 269, 278and later aB02and340support plaintiffs inventorship
for this claim as well asuse of unique hardware identifie@s280and later aB13and315. The
user interface ifexhibit 9, Exhibit 10 andExhibit 12 further support plaintiffs claim.
COUNT 5 Patent 9,763,098
Bypassing security authentication scheme on a lost device to return the device to the owr]

283. Thed 9patent includes the following claims plaintiff invented, specificglB; 4,
9, 10,13 and 14as listed belowEvidence is supported lxhibit 1, Exhibit 2, Exhibit 3,
Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.

284. Claim 1. A nontransitory machine readable medium storimpg@gram for

execution by at least one processing unit, the program for bypassing device security prote
communicate with a privileged contact of a secure device, the program comprising sets of

instructions fordisplaying, while the device is inlacked mode in which a plurality of serviceg

nt

enabl
anc
enabl
5
i Vi

n the

bV €

er

ctions

b

are unavailable on the device, a selectable user interface (Ul) item on the device for enabling a

person to operate the device to communicate with a privileged contact while the device is
locked modedetermining whether a secured router that provides restricted access for lost ¢
is availableupon the selection of the Ul item, displaying a list of availabld=Wietworks to
select a WiFi network while the device is in the locked mode, wherein dMietwork for the
secured router is displayed with an indication that indicates that the secured router providg
restricted access for lost devices, wherein selection of thié Watwork for the secured router
allows a connection to the V¥ network wthout a password when the device is in the lockeq

mode; andnitiating a communication, through a Wi network of the list of available \ARi
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networks while the device is in the locked mode, with the privileged contact from a list of
privileged contactstered on the device.
285. Exhibit 12 depicts visual evidence of plaintiffs inventorship in this cldmthe

AExampl e Lock Screen When Losto user int
(when |l ost fAdiscoveryosewdesi Peemeeinabl
4567890) 0 with a corresponding unl dPeeksinga e

telephone numbearsing iPhone has always caused it to be automatically dialed; even if the
number is presented by another Agppr thirdparty application, such as Contacts, Notes, etc.
Any honest finder who views the plaintiffs example lock screen user interface element wol
know it was possible to press the teleph
were unskilled in the art, and, even if the device was operating in a limited functional capa|
desigdt hus such messaging appearing when |
the otherwiseevident;thatdialing thetelephonenumber liséd in this user interface elemeésithe
only function an honest finder may perform.

286. Claim 2. The nontransitory machingeadable medium of claim 1, wherein the
program further comprises a set of instructions for receiving a selection of the privileged c
from the list of privileged contacts before initiating the communication.

287. Receivirg the message re a selection of the privileged contact from the list of

privileged contacts before initiating the communicatioa depi ct ed i n t he

contained irExhibit 9. A list of three devices configured with a corresponding legéd user
account appearsvith username and password credential fields contained above, which mu

manually entered in the plaintiffs implementatioto ensure a thief who accesses a device

er f

g7 !

o

ild thu
0N e
city by
D st

bntact

5t be

alreadyloggedi n as t he tr ue o wn aabletherotheddewces, andaéso) asl

a means to ensure the privileged user accandtunique hardware identifiera s n 6t ¢ h
since | ast established on the cloud serv
same embodiment, whichahsmits the set of instructiofa receiving a selection of the
privileged contact from the list of privileged contacts before initiating the communic&tioe
the cloud server must audit also the validitypoththe privileged user account passwarul
potential changed parameters as just dis
by the cloud server firsbefore initiating attempts to communicate with the lost device. Since
such operations occur extremely quickly, the instomst sent first to the cloud server (and eve

latency while contacting and locating the device) may be imperceptible from the user pers
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as soon as the nAFi nd mByeappea te thembthati instamaseouws e pjr e s
connectiorhas beenmade with the lost device.

288. The illustration between user records for the true owners privilegedansketheir
other devices matchindpefore a secure login occlirs shown inExhibit 10. The login box
displayed at the bottom of each device indlagram is not accidental, as it displays conditional
authority being necessary before a reque|st

289. Claim 4. The nontransitory machineeadable medium of claim 3, wherein the
program furthecomprises sets of instructions foeceiving a selection of another privileged
contact from the list of privileged contacts; atislplaying a different list of selectable
communication mechanisms for selection by the person.

290. Plaintiff disclosed two mbodiments irExhibit 9 showing a thirgparty
application being used to actuate and majnac
l ost i Phone thatés been | ocated; with thle
being declared ladisted on a map. The second example shows the login screen; wherein g true
owner may select a device to declare lost and enter their privileged user account credentials intc
the cloud servelrigure 12 of this patent depicts a very similar user interfasthe plaintiffs
showing the lost iPhone on a m&igure 13depicts the location with a timestamp identifier
between a previous location since being located, which mirrors plaintiffs second embodiment.
Additionally, plaintiff mentions irExhibit 12that fAuser record all ows
and contact numbersd whereby contact number
contact® for purposes of this claim.

291. Plaintiffhasac hart enti tl ed APr es en Exhbigl2 Djat a
which plainly states that two of the potential implementation options arepthitg applications.
The first says AApp on Deviceso and the |sec
connecting them to the cloud server for proper operafibis obviously applies both to overall
devicefinding applications, and, using a telephony application to dial the privileged contact
which appears on the lock screen. For example, the true owner of an iPhone may have a third
party VOIP application sesadefault for making outgoing calls; as opposed to the telephone
application Apple provides by default for making and receiving calls.

292. Claim 9. A device comprising: a set of processing units; and a memory storing a
program for execution by at least one of the processing units, the program for providing a

graphical user interface (GUI) for bypassing device security protections to communicae wijth
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contact of the device, the GUI comprising: a display area for displaying Ul objects; and a

selectable Ul object for enabling a person to operate the device to communicate with a pri
contact while the device is in a locked mode in which a plurafigervices are unavailable on
the device and in which the device must be unlocked before making the plurality of servicq
available, wherein a selection of the Ul object causes a display of a list of privileged conta
while the device is in the lockedode, wherein the list of privileged contacts comprises a sef

automatically generated privileged contacts when no contacts were previously designated

vilege

S
Cts
of
as

privileged contacts, and wherein a selection of a displayed privileged contact causes an injtiatiot

of a communication with the selected privileged contact while the device is in the locked nj
using a communication mechanism assigned to the selected privileged contact.

293.  Plaintiff plainly describes graphical user interface (GUI) for bypassingidev

security protections to communicate with a contact of the devieghibit 8; where he mentions

under ADiIi splay Lost Message on Phone Usi
Soo0 ,ithaaddition to a fibDef aulatonthelcsttdevives &ld,a
iCustom User Defined Messageo or even ad:q
Text , Et c. 0 0 tohdpdnake It easier foran horest fihder to see that the dey
owner was trying to alert them ohaethod of contacfThis is a®pposed to being dismissed ag
notification or text message which may have been received since the device was lost, and
discourage an honest finder from bothering to read the true oleckmessage.
294. A display aea for displaying Ul objectis disclosed by plaintiff ifexhibit 12,

wherein it states, AExampl e uderanteacebjeat e e n
displaying a message for an honest finder of a lost computing device to call them at a pro

number, as well as offering the option to unlock the device with a password.

ode

ng
geo
it

ice

, migh

Wh e
ided

295. A selectable Ul object for enabling a person to operate the device to communicate

with a privileged contact while the device is in a locked mode in which a plurality of seares

unavailable on the device and in which the device must be unlocked before making the plt

Irality

of services available, wherein a selection of the Ul object causes a display of a list of privileged

contacts while the device is in the locked mode, whehe list of privileged contacts comprisg
a set of automatically generated privileged contacts when no contacts were previously deg
as privileged contacts, and wherein a selection of a displayed privileged contact causes al
initiation of a commuitation with the selected privileged contact while the device is in the

locked mode using a communication mechanism assigned to the selected privilegedsconta
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again disclosed by plaintiff iBxhibit 12, wher ein it states, fQAE

K a m

and depicts a Ul object displaying a message for an honest finder of a lost computing device to

call them at a provided number, as well as offering the option to unlock the device with a
password. Inthe x ampl e text, plaintiff states th
LOST!0 on the first |ine. The-456d8&@0&MJ ol iwn
bottom portion of the Ul allowing the device to be unlocked with the password wliéhewner.
Moreover, plaintiff has circled text for
record all ows storage of device names an
having a designated contact for use as a communicatioy prhen thedevices declared lost.

296. This eliminates the need for the true owner to needltar send texinessages tq
the devicewhich an honest finder might accidentally interpret as messages intendedtfaeth
owner and disregard them, pautarly if they hear periodic audible noisiesm the device. In
some cases, that might prompt an honest finder to shut down the lost devltathe response
noisesstop disturbing them.

297. It 6s necessary to cal liffséexampleirerfacemaked
a conclusive point of illustrating that the device has been locked and cannot be further usq
without entering a 4ligit passcode, as was standard for iPhbea The messaging to call a
contact of the honest finder (above thdock input mechanism) is the only other item appear
on the deviceand in the examplelts clear Apple devices do not (even now) allow operation
the device when the | ock screend6s presen
beforep | a i mxamplehtérface existed, t cliea to one unskilled in the art that the device
been locked as a result of being declared lost by the true owner.

298. Recognizing that other countries have longer telephone numbers, and, that 4
could additionally have a nanusingmore characters than average, plaintiff circled text for
emphasis next to histerfacee x a mpl e whi ch states, & Nard
to localization. When localization occurs to iaterfacee | e me n't i t degtversions
based on languages supported by the device. The natural elements of languages coupled
subjective attributes of name length and Idelphone rules mean significant variance may g
outside English examples. This helps reconcile programméticaceissues, such as how to
handl e truncation for a name or tel ephon
distinctionsare critical hergtruncating the final portion of a name is immaterial in compariso

instead omittingligits from the telephone number. Such an issue might cause the invention
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still fail when found by an honest finderepresennhg a genuine tragedy.

299. Claim 10. The device of claim 9, wherein the list of privileged contacts are
enabled through the device's stored contact list.

300 Herein is ambiguity for the applicatipn t h a préviously eternogated. The
plaintiffs privileged contact being enablétdmt he devi ce 6 s guiteevidedt ¢
from Exhibit 8 andExhibit 12.

301 Claim 13. A nonttransitory computer readable medium storing a program whi
when executed by at least one processing unit presentshacgdauser interface (GUI) for
bypassing device security protections to communicate with a contact of the device, the GU
comprising: a display area for displaying Ul objects; and a selectable Ul object for enablin

person to operate the device to commate with a privileged contact while the device is in a

locked mode in which a plurality of services are unavailable on the device and in which the

device must be unlocked before making the plurality of services available, wherein a seleq
the Ul doject causes a display of a list of privileged contacts while the device is in the lockd
mode, wherein the list of privileged contacts comprises a set of automatically generated
privileged contacts when no contacts were previously designated as privitggadts, and
wherein a selection of a displayed privileged contact causes an initiation of a communicati
the selected privileged contact while the device is in the locked mode using a communicat
mechanism assigned to the selected privilegethctn

302 Exhibit 12 shows a prgopulated telephone number on a touchscreen phone
device. Given touching telephone number in contact lists or other applications causes thatj
number to be dialed by the basebauggkstthat n n
tapping the example telephone number plaintiff depicEximbit 12 would not dial that
telephone numbepr ovi ded the device was capabl e
righteous contention th&xhibit 12 showsa selection of a displayed privileged contact cagis
an initiation of a communication with the selected privileged contdste the device is in
locked modeusing a communication mechanism assigned to the selected privileged domnta
known from preious establising, inspection of the narrativeand visual Ul element irfexhibit
12 that the device has been declared, st placed into a state whereas a plurality of norma
services s available until successful authentication occurs by theowreer.

303 Claim 14. The nontransitory computer readable medium of claim 13, wherein

list of privileged contacts are enabled through the device's stored contact list.
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304 As discussedt 168 290, 295 and later aB47, plaintiff circled text for emphasis

next to his Ul example igxhibit12, whi ch st ates, AUser rec
and contact numbers. o Herein, the privil
Directly above this text ia box whichsaysiCu st om Ul 0 nngi being @rmtrolledh

by an instruction from the cloud seryeithich triggers the device presenting the contacts info
COUNT 6 Patent 9,979,776
Remotely locating and commanding a mobile device

305 Thedr76patent includes the following claims plaintiff invented, specificalB,
3,4,5,6,8, 10, 11,3, 16and18as listed belowEvidence is supported lBxhibit 1, Exhibit 2,
Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 and
Exhibit 12.

306. Claim 1. A computerimplemented method of remotely commanding a mobile

device, the method comprisingy a computing deviceeceiving input uniquely identifying a
mobile device, wherein the mobile device is remoketated from the computing device;
displaying a plurality of remote commands available to be performed by the mobile device
wherein the displaying includes identifying at least one of the plurality of remote command
enabled for execution by the mabilevice and at least one other of the plurality of remote
commands as disabled for execution by the mobile dengcejving input selecting a remote
command from the plurality of displayed remote commagesgrating a remote command
message instructingpe mobile device to execute the selected remote commantipasthitting
the remote command message to a server to communicate the remote command messag
mobile device

307. The method teemotely command a mobile deviseexplainedyenerally in
Exhibit8, whereas the features operative pro
uniquely identified and managed using the unique IMEI or MAC address, which is retaineg
the cloud server; as illustratedixhibit 9 and also irExhibit 10. The manner and purposes fd
using these two nomenclatures for a unique hardware identifier was previously explained
032 patent ,223pral228 A muralityaof renyote aptmands is demonstrated in
Exhibit 9, whereas there are four total commands depicted; with one currently being enab
This is because the true owner has authenticated with the cloud server (which also handlg
notifications) already, which has populated a device list showing three iPhagasly

registered o t hem. Once the AFind Deviceso but
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buttons become active and usable by the true owner; as the notifications for remote comm
messaging has now been established between the cloud serl@standbile device.

308. Claim 2. The computermplemented method of claim 1, wherein communicati
the remote command message to the mobile device comprises the remote command mes|
being retrieved from the server by the mobile device.

309. Communicaéing aremote command message to the mobile dgvigduces a
resulting response, but only if the device is reachable via a communication network. The €
instruction thus allowing otheemote command message be transmitted to the lost device
from t he server i s the 0 FExhbd9. Dhsaliowsehe dthetremoty
commands to be displayed and executed by the true owner, which are transmitted from th
server to the lost device when the user presses one of the battbeskample user interface.

310. Claim 3. The computeimplemented method of claim 2, wherein the remote
command message is retrieved from the server by the mobile device in response to a noti
from the server indicating that the remote commaedsage is available for retrieval from the
server.

311, Herein the remote command message
sending instructions to the mobile denlyi c
aft er fitstawherdcated with a cloud server, which issues the remote command mes
to lock the deviceand display contact informatiah providinga means for an honest finder to
otherwise contadhe true owner. This isxplainal in the overall feature workflow i&xhibit 8
butdemonstrated visually n 't h e A Ex a mp ExbibitB;rwheteassns reribted |
command messages are yet available for lost device retrieval from the cloud server. Once
AFind Deviceo button has been pressed by

made available foretrieval from thecloudserver

and

ng

sage

nablir

on

e clou

ficatiol

t heé
e t

sages

the
t

312. Claim 4. The computermplemented method of claim 2, wherein the transmitting

the remote command message to a server comprises transmitting the remote command m
a notification server for publication in a command node included in a comecodadtion topic
uniguely subscribed to by the mobile device, where the command collection topic is one o
plurality of command collection topics hosted on the notification server and the command
one of a plurality of command nodes included e ¢tbmmand collection topic, wherein the
notification server notifies the mobile device that the remote command message is availab

retrieval in the command node, and wherein the notification server transmits the remote cg
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message to the mobilevdee only in response to the mobile device accessing the command

313, ThefUser Record Mappingn Exhibit 10 demonstrates how the cloud server i
plaintiffdos original embodi ment al so con
pubication of such things as the device list, unique hardware ideraiigtia corresponding
privileged user account. The server maintains these data classifications as discussed prev
enforce the exclusive control policy over the mobile device,whend6 s been dec
true owner uses the cl oud s;&asexplamnedtiixhibé & and |
depicted operating igxhibit 10. This results in a locked devicshichcan have remote events
executedsuch as displayingraessage for an honest finderdrhibit 9. No other user may
access the command node in plaintiffds e
provisioned on the sengrto process remote events for devices with the unique hardware
identifiers haung alreadybeen registered by the true owner.

314. Claim 5. The computeimplemented method of claim 1, further comprising:
displaying a selectable list of mobile devices associated with a remote management accoy
selectable list includinghformation uniquely identifying each mobile device.

315. As discussedupra a selectable lisdf mobile devices associated withique

hardware identifiers, which are registered to the privileged user adsalamtoted here by Apple

as a remote managemt account. The plaintiffs example user interface elemdsthiibit 9
depicts this so precisely (using three iPhomes)6 s a  drigureel depictscthee pnternet in
105, with a cloud server connectedldts with connected computers HtOand130and iPhones
at125and120 all the devices are connected via the network, to reinforce that the same us
authenticated to each device using their privileged account. Plaintiff has depicted the sam
in his Exhibit 10, denoting a cellular and swited network clouds merged; with two iPhones,
one computer and the server. The only pr
t hat Applebébs chart appears to be an iden

after plaintiff had already disclosed it to many Apple employ®&&sny unskilled in the art have

already made the determination to plaintji

same manner as a guilty chil d t aekdcopgstlaen

work of the child seated next to them, calling it their own. A ghglireach the same conclusian;

Appl eds continued intentional di shonesty
Unfortunately for Apple and its misjoinder inventdise patent thefgjamedinally concluded

after several years; at great personal and professional cost to one of its esteemed former
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and plaintiff.

316. Claim 6. The computermplemented method of claim 5, further comprising:
indicating, for at least one mobile device included in the selectable list of mobile devices, V
at least one mobile device is online.

317. Plaintiff shows inExhibit9an AExampl e Process Ul (
iPhones by unique devicenameh i c ho6re online; as the AFI
and pluralized, with the inventor drawing a line to connect said button with the device list,
circling his iPhone in the |ist of eamyvic
di scern that three mobile phones are onl
One additional basis highlighting this is the fact the other three buttons in the interface hay
Agrayed out 0o and t husice baa peanditst sdéleetedpnihe Heeick list
then the AFind Deviceo button has been p
button has pluralized its text with three online mobile phalegscted, an impartial observer ng
skilled inthe art abdetermine that all three online devices could be similarly locked with log
Adi scoveryo mode; otherwise the button W

318 Claim 8. The computeimplemented method of claim 1, wherein the remote
command comprises a ldeacommand, the computenplemented method further comprising
receiving a result message including geographic coordinates corresponding to a location ¢
mobile device.

319. Exhibit 9 depictsaremote command compitig a locate commanavhereas the
obvious AFind DeviceoO button then execut
the cloud server to the mobile device declared lost by the true owner. A resulting result mgq
is transmitted from the lost device to the cloud server, whiclides the approximate geograp
coordinates. This | ocation data is then
Ul 06 al s o [ExbibitO.&laintifscembodiment shows his lost iPhone in Los Gatos; W
also showing two previousdations in Saratoga and Cupertinthe coordinatesf which were
transmitted to the cloud server from the
pressing the AFind Deviceo button.

320. Claim 10. A nontransitory computereadable medium, storing instructions
executable to cause one or more data processing apparatisplay a list of one or more mobi
devices associated with a remote management aceeaeiye input selecting a mobile device

included in the list of one or more mobile deviadisplay a list of two or more remote commai
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available to be performed by the selected mobile device, wherein the displaying the list of
more remote commands includes identifying at least orteeditto or more remote commands
enabled for execution by the selected mobile device and at least one other of the two or n
remote commands as disabled for execution by the mobile dest@ye input selecting a
remote command from the list of two miore remote commandgenerate a remote command
message identifying the selected remote commandyansimit the remote command messagg
a server to communicate the remote command message to the mobile device.

321.  Plaintiff demonstrates lést of oneor more mobile devices associated with a
remote management accoumExhibit9, wher eas t he AExampl e
iPhone$ in a list and connected using a cloud server login. Four buttons are presented in
for executing remote commandstructions with only one of them being available because th
selected device hasndét yet been decl are

button thatods exposed suprdthan beaoroehactiveeamdttext fot itie

functions is than presented for the user

however, that button would now chargjatedo allow the user to declare the phone found an

end | ost A diBgtonanyweessipnd to exeatdite remote omand instructions thus are

transmitted from the server to the moHereih
Apple discloses the ability to display or execute fatomore)remote command instructions,
whereas i n pl ai mentAppletter capied, lgishowslthree disoreetiremote
command instructions in the user interfaghich could potentially be actuated:adldition to the
fourth button fobeginninpand endi ng | ost Adi scoveryo n
buttons fordisplaying and executing available remote command messadeg r e as A
Figure 15display features remote command instructions grouped into congruent boxes for
command, exactly as plaintiff had already depicted.

322. Si nce t hainforcioglthe cloud server component interacting with the
mobile device when presenting and execut
identical the topology is between connected mobile device and computers using the same
to communicate with a server in plaintifisxhibit 10 andExhibit 12a g ai n s tFigéelp |
as well a€xhibit 9 depicting the same remote command structure and topoldggae 15.
The only difference i s t hedagrangsncoplyingthe plaintiffg
handwritten notes into formal topologies with device images took far more time than plaint

to write down his ideas and plansilehactually inventing them. A warm photocopier always

75 4AC
4:18-CV-05928JST

two ol
as

ore

Pr o
this U

1%

no d

p |
each

ost
I

accol

e 0 ¢

b e
ff had




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

produces excellent copie&pple had grown accustomed to copying plaintiffs work misjoinder
across several patepplications This explains why each patent draws from the same themg
i mages; ©plaintiff didndét create any mor e

323. Claim 11. The nontranstory computefreadable medium of claim 10, wherein t
instructions are further executable to cause the one or more data processing apparatus to
display, for one or more mobile devices included in the presented list, an indication that th
mobile devicas online.

324. As discusseduprafor claim 6,Exhibit9 s hows an AExampl e
clearly depicts three i Phones by wuniqgue
button has become active and pluralized, with the inventor drawing #oliconnect said button
with the device |list, while circling his

325. Claim 13. The nontransitory computereadable medium of claim 12, wherein t
item of information comprises a message to be display¢deomobile device.

326. A p p |Fedres12has a user interface elemevtichs ay s, fAi f f o
Jake at 86682165 .cth2 34 kast very similar to
Wh e n L @ehibitl2. itsdecidedly fitting and ironic that bolxhibit 12, and,Figure 12
share the same number heéeitme latter is a copy of the former. The message to be displayj

the mobile device is so predominant Apple provided a screenshot of it for the scoa ribée;

very first page of the application. Apple here loses in its attempt for claim ambiguity, after its

warm photocopier got the best of its application drafter on the very first pagEiguite 12
327. Claim 16. A computing system comprisingn inputinterface;a display;a

network connection configured to interface with a communication networlkpracdssor
electronics configured tqresent, on the display, a user interface listing one or more mobile|
devices associated with a remote managementiateeceive, via the input interface, a select
corresponding to one of the one or more mobile devpresent, in the user interface, two or
more remote commands, wherein presenting the two or more remote commands includes
identifying at least one dhe two or more remote commands as enabled for execution by th
selected mobile device and at least one other of the two or more remote commands as dig
execution by the selected mobile deviageive, via the input interface, a selection
correspading to one of the two or more remote commands framsmit, via the network
connection, a remote command message corresponding to the selected remote commang

server to communicate the remote command message to the mobile device
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328. The embodimendescribed herein exists in plaintiffs exhibits, as previously
discussed. The input interface is representétkimbit9, wusi ng t he fAExam
show how the featureds enabl emtworkiconseation e d
configuredto interface with a communication netwaskclearly established iBxhibit 10,
whereas plaintiff shows mobile devices using both cellular and switched networks to reach
cloud server; which, kturn receives and transmits both location data and recoatenand
instructions. Theiser interface listing one or more mobile devices associated with a remote
management accouistdepicted with three iPhoneshixhibit 9, as previously discussed. The
selection, enabling and disabling of remote command instngcts depicted in the same
example user interface, and, utilize the same communication network topology distussed

329. Claim 18. The computing system of claim 16, wherein the processor electron
are further configured tqresent, in the usénterface, one or more disabled remote commang
corresponding to the selected mobile devieegive, through the input interface, a selection
corresponding to one of the one or more disabled remote commandsgresmdit a message to
the server to be comumicated to the mobile device, the message enabling the disabled rem
command for execution by the selected mobile device.

330. Previous discussioim re disabled remote commanggprahas demonstrated and
explained how the example user interface depicté&tkimbit 9 is showing three commands
currently disabled; with the one command
Deviceso button. Thi s bsutotvoerr yedx enrcoudtee s wehni
three remote command buttons depicted. This distinction is important for two reasons. Firg
buttons are shown in a deactivated state with the operative path to enablasthemonstrated
by the fAFiund obe wieden@ kEnabl ed. Secondl vy,
have specifically denoted three obvious remote command buttons above an already active
the undisputable fact they exist shows clearly their intended purpose. Lastlyffplagety
wrote the text fAbuttono directly to the
confusion those unskilled in the art could even remotely espousé¢heir purpose.

COUNT 7 Patent8,660,530

Remotely receiving and communicatinggommands to a mobile device for execution by the

mobile device
331 Thed®30patent includes the following claims plaintiff invented, specifichIB;

5,6,911, 12, 1415, 16, 17, 18, 19, 20, 2dnd 22 as listed belowEvidence is supported by
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Exhibit 1, Exhibit 2, Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit
10, Exhibit 11 andExhibit 12.
332. Claim 1. A computerimplemented method, of remotely commanding a mobilg

device, the method comprisingeceiving input from a user uniquely identifying a mobile devi
wherein the mobile device is remotely located from the ysesenting to a usene or more
remote commands available to be performed by the mobile devicesiwki®e presenting
includes identifying at least one of the one or more remote commands as enabled for exeq
the mobile devicereceiving user input selecting a remote command from the one or more

presented remote commangdsnerating a remote conamd message instructing the mobile

device to execute the selected remote commandyansimitting the remote command message

to a notification server for publication in a command node included in a command collectig
topic uniquely subscribed to by the bile device, where the command collection topic is one
a plurality of command collection topics hosted on the notification server and the comman
is one of a plurality of command nodes included in the command collection topic, wherein
notification server notifies the mobile device that the remote command message is availab

retrieval in the command node, and wherein the notification server transmits the remote cq

message to the mobile device only in response to the mobile devicaragtesTommand node.

333. Thecomputerimplemented metholerein refers to the cloud server; which
manages the users connected devices when locating a lost mobile device is actuated. Eve
standalone application is used to locate, track and sende-@matrol messages to a lost devic

the cloud server still necessarily handles all the requested functions and transactions.

334. Remotely commanding a mobikevicei nvol ves using pl qi

uniquely identify the true owners lost mabdevice; which is not located in their proximity an
currently residing in an unknown locatiohs pr evi ous | y patestn@oans4 g
The AExampl e Pr o Exhibito ddpictethdiamiwarpe lidantifiertuniqudlys
identifying the mobile device to the servesjnguser credentials that are identifiable by the
hardware identifierpresenting, on the mobile device, a user interface for configuring the mc

device, the user interface Inding a challenge for authenticating a user of the mobile device)

based on the user account information received from the s&hisrinvolves storing a record on

the cloud server to differentiate which devices correspond to the privileged user accounts
associated with them, using a portion of

MAC address for computing devices. Plaintiff demonstrates his inventorship overwhelming
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the diagram irexhibit 10 displays both the MAC address and IMEIdéscreet fields, connected

to the cloud server.
335. Identifying at least one of the one or more remote commands as enabled for
execution by the mobile deviteclearly depicted in plaintiffExhibit9. The A Ex a mp |
U | displayslist of three pivileged deviceswhich have authenticated with a cloud server als(
registered with each device using the same userac@nEi nd Devi ceod r a
in this embodiment, which transmitslocate remote management command to the mobile de
Three other remote command message butto
are in a deactivated state; as they cannot be executed by the user until the device has firs
found using the remote locate command message available fampsession in the diagram.
336. Selecting a remote command from the one or more presented remote comm
andgenerating a remote command message instructing the mobile device to execute the 9
remote commans depicted in plaintiff€Exhibit 9. As mentionedupra four distinct remote
commandouttons are depicted in the example web interface. Once the highlighted lost iPh
belonging to the plaintiff (in the diagram) has been found, the resulting three buttons beco
available for the user txecute with a mouse cursor impression. Once the user has thus pr
t he AFi nd D eransmitghe reimaietconomand meéssagetto a notification server
(which is the same as the cloud server throughout plaintiffs diagrams and nafoative)
publication in a command node included in a command collection topic uniquely subscribe
thelost mobile devicewhere the command collection topic is one of a plurality of command
collection topics hosted on the notification server and the commandshode of a plurality of
command nodes included in the command collection topic, wherein the notification server

notifies the mobile device that the remote command message is available for retrieval in th

command node, andherein the notification servéransmits the remote command message {o

the mobile device only in response to the mobile device accessing the commaritheode.

command collection topidisclosed herein contains four remote command messages in the
plaintiffdés embo dinsim&Exhibit8 (Aisn deelr a it rhtedsddéi ss ei @
of the workflow) the remote message for signaling to an honest finder a means of commurp
with the true owner is accomplished usin
mobile devce receiving and executing remote command messages from the cloud server.
Example remote command messages are further disclosed by the plaintiff in this section o

workflow in Exhibit 8.
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337. Claim 2. The computeimplemented method of claim further comprising:

presenting to the user a selectable list of mobile devices associated with a remote managément

account, the selectable list including information uniquely identifying each mobile device.
338. Asdetailedinhe @A Ex amp!| einBRhibd €, the examplé user interface

displaysalist of threedistinct iPhones; each containing a unique device name displayed in the

device list. Darren, Nicole anddior each have a nickname being depicted for their unique

mobile telephony device$he remote management account is clearly established in the same

example user interface, as a username and password field for the cloud server aresaptared,

339 Claim 5. The computeimplemented method of claim 1, wherein the remote
command comses a locate command.

340 Herein described is the cloud server issuing a remote command instruction t
|l ocate a device thatodos beemExamplea Biyoaa
plaintiffs Exhibt9depi ct s a AFind Deviceo button,
from the cloud server to the device the owner has declarg@hasthosen in the device list. Th
locate command executes on the mobile device; using either the GPS circeitworkrocation
data to determine the approximate geographical coordinates, which are then transmitted t
cloud server. When Appl e stat es,FigireZat2a5 n
this refers talso needing tdetermire if the lost mobile device has a GPS circuit, or, must us

network location data this includes mostontelephonydevices While identifying the device

from the unique hardware identifier is the only stated purpos@fat 215in the application, this

is actuallydone in the step for providing access informatioRl&} as authentication than returr
the populateddevice list as depictedh plaintiffs Exhibit 9.

341. Herein is another improper understanding of both how the feature works andg
networking; expeed from copying the plaintiffs notes and desperately trying to make the
disclosure appear as their own creation. Apple pretends that magic simply determines whg¢
lost device has a GPS, or, must rely on triangulation data. This is both embarasising
frustrating, as the application actually discusses on page 15 that a device may (or may o
GPS circuit; exactly one paragraph b é&fTae
only discussionn re obtaining device information discuessthe unique hardware identifier. Th
is an abysmal failure; the device |istin
a wando and det er mi-preciseddP$ dcobradinatestinadiabe,>omp anly t

approximate locations whicmay sometimes not be accurate at all! Such a difference must
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detected from the hardware device 10 plane of the mobile device. Detecting the IMEI or MAC

address does nothing to differentiate whether it has&aB€uit. Many millions of smartphoneg
have an IMEI, but do not contain GPS, and, can never have such a circuit added later. Thi
distinction becomes critical for the proper operation of the locate command, as the results
are then presented to the user on a map overlay may have a sigdiitartetween location
accuracy. Any per son telhted opedovma turn bfeadridge, oG P
drive through an ocean, for example, understands that the information given to even a pre
instrument for measuring distance is subject to correct curation by the human interpreting
results. As such, location triangulaticaincsometimes be very precise, but like incorrect map
logic in GPS devices, they can sometimes be quite wrong. If an access point the lost devig
reach to communicate to the cloud server was moved baclofrorerésidence before tise
results are evaealized by the data provider, it may causedinace to appedocaiedin
Brooklyn, New York when itdéds really in L
abduction or kidnapping can be dire, however, a more common scenario might see a devi
locdion in an adjacent city, whereas the user is expecting it to be much closer. The detect
what network hardware is present is thus crucial, as presenting network location data from
nearby connected data should never be used over a GPS circliteAps di s cl 0 s |
account for this; assumi n gvhattbaskthelmohileldece r
processor to use. Since any telephony device which has GPS nearly always has a wireles
network card, this could potentially be a {tf@eatening omissioywhichmagiccannot remedy.
Given therebds 786 patents cited, and, it
the PTO had similar reservations about the applications disclosures. Significantly more
complicated pharmaceaélsoftenachieve patents much faster with less examination requirg
suggesting to those skilled in the art that if the plaintiff had been properly joined, the appliq
woul dndét suffer from confusing dedfespeitlly an
given Apple paid foapplicationpriority.

342 Claim 6. The computeimplemented method of claim 5, further comprising:
receiving a result message including geographic coordinates corresponding to a location ¢
mobile device.

343. Herein we tirn to the cloud server receiving the location data associated with
|l ost mobile device executing the | ocate

Devi ce o0 but teExhibit 9. As dipcussed previously, the connection path depinted
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Exhibit 10 demonstrate how the results of a remote command may be returned to the server.

344, Claim 9. A computer program product, encoded on atmansitory computer
readable medium, operable to cause data processing apparatus to perform operapossg:
presenting to a user a list of one or more mobile devices associated with a remote manags
accountyreceiving user input selecting a mobile device included in the list of one or more nj
devicesjpresenting to the user a list of one oreneemote commands available to be perform
by the selected mobile device, wherein presenting the list includes identifying at least one
one or more remote commands as enabled for execution by the selected mobileatsnsag
user input selertg a remote command from the list of one or more remote commands;
generating a remote command message identifying the selected remote command; and
transmitting the remote command message to a notification server for publication in a com
nodeincluded in a command collection topic uniquely subscribed to by the selected mobile
device, where the command collection topic is one of a plurality of command collection tog
hosted on the notification server and the command node is one of a phfratymand nodes
included in the command collection topic, wherein the notification server notifies the mobil
device that the remote command message is available for retrieval in the command node,
wherein, only in response to the mobile device acoegdhie command node, the notification
server transmits the remote command message to the mobile device.

345 Presenting to a user a list of one or more mobile devices associated with a rg
management accouistdepicted in plaintiffExhibit 9, as disassedsupra A user selecting a
device from a list of two (or more) is depicted with three iPhonessséme example. Note thg
the iPhone bearing the plaintiffs fistmeisc i r cl ed at the top of
been chosen usirgmouse cursorThelist of one or more remote commands availablego
performed by the selected mobile deviEalso depicteth this example, with four (total) remot
command buttons visible; the remote command button for issuing the locate command is {
as active. Thé&ransmssionof the remote command message to a notification server for
publication in a command nodiecluded in a command collection topic uniquely subscribed
by the selected mobile devjoghere the command collection topic is oneagflurality of
command collection topics hosted on the notification server and the command node is ong
plurality of command nodes included in the command collection topic, wherein the notifica
server notifies the mobile device that the remoternamd message is available for retrieval in

the command node, and wherein, only in response to the mobile device accessing the con

82 4AC
4:18-CV-05928JST

ement
obile
ed

of the

mand

CS

D

and

tmote

t h

D

shown

to

» of a

tion

nMmanc




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

node, the notification server transmits the remote command message to the mobilesdevice
depictedn plaintiffs generawor kK f | ow nar r at i vExhibu &; dsevell asithe
copious example provided Exhibit 12. The various application or web browser clients are
organized in a diagram connected necessarily to the cloud server; which is effectively the
notification server herein. In presenting the data of a device location, this diagram illustrate
command mgsages are managed by the cloud server; with the lost device only executing §
remote command messages when | ost Adisco
Ot herwise, thereds no purpose for t hbedtus
such remote events only needed if the de
Lock Screen When Lockedo in thisasi@esdul e x
execution of a remote c¢omman dessopaltesreegessarilyr
being subscribed for t he dnvokedtby tleerctloud $erver.h e
Moreover, the command node as referenced here is the cloud server; using its application
browser interface fror&xhibit 12 to perfam userimpressions of the remote command messa
buttons depicted iExhibit 9.

346 Claim 11. The computer program product of claim 9, further operable to caus
data processing apparatus to perform operations compnsimgpting the user to provide an

item of information in response to the selected remote command.

347. Herein this claim concerns the true owner providing information in response
selecting the remote command which displays a message for an honest finder on the scre
lostmobie device; while itds in |l ost Adiscov

Apple feature, shown iRigure 11 of the application, and finally, in plaintifiSxhibit 12 are one
and the same. The AExampl e Exbilwtk2 sttesthatNamay
of iPhone] phone is lost, and, to call a samplalitfit telephone numbgi23-456-7890)to reach

them.Figure 111 ooks nearly identical to the pl af

found, pl ease cal | 1100aTkeaiseahereirBispBoviding &n.hdn2stfiadg
with a name and telephone number to reach thdrie they could also list alternate forms of
contact, such as an email or instant messaging aliases. Th@pdetcopied plaintiffs example
interface so closely (using a name and telephone number as items of information which cg
provided) as an exampile response to the selected remote comnigndt accidental. Moreove
plaintiff disséonsescohdtal ipwhe$torage o

circled text located next to his example user interfabe. plaintiff thusshows irrefutably that th

83 4AC
4:18-CV-05928JST

2S hov
such
ver
er ¢
Vi
hit
om
I
or we

\ge

e

to
en of 1

er \

her

(o I

uld be

D




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

user of the feature (the true owner of the lost device) is providing informatiosponse to a
remote command button, as depicte@xmibit 9. In the plaintiffs example embodiment, the
messaging on the display of the dev{ime an honest findérclearly identifies that the user has
provided both their name and telephone number; otkerthie message would contain nothing
more than statidwhithatdesesn ®ts delevne | tols e

honest finder having a reliable method to return the device to its true owner. Therefore, the

surrendering of some informatiorofn the user is necessary for both the claim (and element
the feature itself) to indeed be novel. Lastly, plaintiff discloséximbit8t hat a, fiq
defined messagedo would be used under the
348. Additionally, plaintiff discloses the idea Exhibit 11 of disabling the true
passcode; if the user requestsiter activating the remote command message for lost
Adi scoveryo mode. Plaintiff st at espassodee
while privileged modeismu s e. 0 Thi s i s r el ev an hereémagairaau S
remote command message being sent to the lost mobile devicéngaiormation from the
true owner. In this secondary example, the user must grovedr true passcode after disabling
the remote commantb temporarily invalidate the true passcoide extra security. Otherwise,
theréd the no adequatessurance that the cloud server user accounbalsaged tdhe true
owner of the device. Thelral ess exampl e of a chil dbés m
child has control of the passcode, but parents may have control of one or more cloud serv
accounts which have privileged access to the device. While juniors iPhone may need a p&
to keep other children at school from accessing the device contents, for instance, a parent
have the feature enabled to locate the device if they cannot locate theioghiidre commonly,
the child loses the phone. Requiring a passcode to disaliteehgasscode while in lost
Adi scoveryo mode is helpful and nteeofedsstar
long before the true owner could disable the remote command message invalidating the tr
passcode. As discussatil79 the scenan of an employee being stuck without use of their
device all day after misplacing it temporarily before their shift applies in this instance. Whil
device may have been recovered by the typicalaiseort time after declaring it lost to their
boss it might take an extended period before the true owner could intervene to disable los|
Aidi s cov ethug the immortaece of the user providing informatinmesponse to the
selected remote commartelaintiff had concerns about the features durable function making

impossible to defeat in cases where the device is recovered by the typical user before the
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owner can intervene and restore functionality. The accidental enabling scenario is ttiosatg

in plaintifts Exhibit 11, wher e he states, fAwe must all

N

ow

accidental enabl i ng,Theseinstartcds all ngcassanlgrequire the tgpicdl

user of the lost device to provide information to deatétheir enabling of remote commands

349 Claim 12. The computer program product of claim 11, wherein the item of
information comprises a message to be displayed on the mobile device.

350 Plaintiff provides examples of message®e displayed on é1mobile devicas
discusseduprain Exhibit 8, Exhibit 11 andExhibit 12, using an item of information; most
especially the AExamplEghbitl®c k Screen When

351 Claim 14. The computer program product of claim 9, further operabtatse
data processing apparatus to perform operations comprisinigving a result message generg
by the mobile device in response to the remote command from a result topic identified in t
remote command message.

352 The esults ofexecuting the remote commaagerationis depictedn plaintiffs
example user interfadsuttonsin Exhibit 9; showing four buttons actuated by the user from th
cloud servercapable ofetrieving a result message generated by the mobile device in respg
the remote command from a result topic identified in the remote command méssizigeing a
result message in one example embodinesnith o wn bot h i n Appl ebs
is displayirg the location of a device geographically on a naapdisplayed ifexhibit 9, and
both Figure 9 andFigure 10, respectfullyHeran the cloud server is responding to the remote
command by displaying the location result transmitted by the processor of the mobile devi

353 Claim 15. A systemcomprising:a server hosting a plurality of command
collection topics; and computing system including an input interface, a display, and proceg
electronics configured to perform operations compripirggenting, on the display, a user
interface listhg one or more mobile devices associated with a remote management accour
receiving, through the input interface, a user selection corresponding to one of the one or
mobile devicespresenting, in the user interface, one or more remote commandsjwher
presenting the one or more remote commands includes identifying at least one of the one
remote commands as enabled for execution by the selected mobile dsxeoang, through the
input interface, a user selection corresponding to one airtb®r more remote commands; an
transmitting a remote command message corresponding to the selected remote command

server for publication in one of a plurality of command nodes included in a command colle
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topic uniquely subscribed to by thelacted mobile device, wherein the server notifies the mg
device that the remote command message is available for retrieval in the command node,
wherein, only in response to the mobile device accessing the command node, the server t
the renote command message to the mobile device.

354 A server hosting a plurality of command collection toparg] a computing
system including an input interfacedepicted in plaintiff€xhibit 10. ALocation
Appl e &xhibis8disn opkerawi gan only indicate tha
server. The instructive question for those unskilled in the art is, what other possibility coulg
|l td6s beyond doubt a | ost drmgngAppe omadalephdmod t
by attaching the coordinates to a paper message for a carrier pigeon to fly to Cédestimo
any point in the world, and, at any time.

355. Theuser interface listing one or more mobile devices associated with a remd
management accoumeceivirg, through the input interface, a user selection corresponding t
of the one or more mobile devicgsgsenting, in the user interface, one or more remote
commands, wherein presenting the one or more remote commands includes identifying at
one ofthe one or more remote commands as enabled for execution by the selected mobilg
is depicted irExhibit9.Whi | e previously discussed, th
interface with four remote command buttons; all of which could potgnballexecuted bthe
selected mobile devider om t he pl aintiffdés device | i 4
are |isted as being registered to him on
circled, indicating that the user has selected it with a mouse cursor; with theofrigsuiing one
(or more) remote commands. The specific remote command identifiedibit 9 is executed
first; enabling | ost Adiscoveryo mosuma a

356. The selected mobile deviceceiving, through thanput interface, a user selectig

corresponding to one of the one or more remote commandgaasditting a remote commang

bile
and

ransm

da:
t i
| exist

S €

0 one

least
devic

)

message corresponding to the selected remote command to the server for publication in dne of

plurality of command nodes includeda command collection topic uniquely subscribed to by
the selected mobile device, wherein the server notifies the mobile device that the remote

command message is available for retrieval in the command node, and wherein, only in re
to the mobile deéice accessing the command node, the server transmits the remote comma
message to the mobile devicedisplayed inExhibit 12. Herein, the lost iPhone has been issu

a remote command message to locate itself from the command node using geographic
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coodi nates. After the AFi nd Dé&xhibicdetbe cloud setver
transmits the remote command instruction to the iPhohereas the processcalculates this
usingits GPScircuit r ansmi t t i ng t he lunseaver.lmtims exampleathe
server has wuniquely subscribed the i Phon
Device Locationo diagram show the server
remote command instructiomth a log iPhone; which is accomplished over the available
communication network. The receiving and transmission of remote command data may od
with a web browser, an application on a computer or mobile device tasked for the purpose
as Find my iPhone) owven a custom interface built into all iOS devices as an extended part
operating systems functionality; meani ng
user for this task, for added convenience.

357. Claim 16. The system of claim 1%yherein the server is further configured to h
a result topic.

358 The cloud server must host the result topic, else the resulting data from loca
changes (for example) would not be available to chart the lost devices past locations. The
example user interface depicting a0 s t i cirderd(ané @asgtgeographicaldcations in
plaintiffs Exhibit 9 would not be possibleswo ul d App | e W sa ke xoasmAiglPea
9 andFigure 10. The obvious distinction between these examples is that Apple only shows
AJ a k e 603n omeRoaation on a map overlay@t5and1025 whereas plaintiff illustrates his
losti Phone in a current | ocation, and, two
methodt o convey the result data reliably wi
send the remote comand message data directly to another peer device, it still must use theg
communication network, but, is subject to several fatal deficiencies; resulting in a failure fg
peer device to correctfiand reliably)eceive or interpret the transmittezbult data from the
processor of the lost device. The reliability inherent in a cloud spredicates that it must
receive message data from a | ost mobil e
and Ap p lapplcaiontopyt tiee mbud server is also transmitting the remote command
which produces the result message. This claims differentiation eétkier(beingfurther
configured to host a result topis simply for application ambiguity.

359 If plaintiff had been properly joed to the patent, thegpplication would actually
explain the practical and programmatic reasoning inherentdigeshe has 3 years of

programming experience. Quite alarmingly, a search of the application produces zero rest
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t he wor d $&dstumiagyfod thosensHilled in the art. In programming, irrespective of

the

language used, an array is used to collect and manage responses deriving from an operation;

typically in modern times this involves a preference change or response toartaen by the

user with either a keyboard, or mouse <cu
Aremember o anything unless its stored in
arrays in Pascal bef or e ahlea rwraisn gl O( ayneda rfsu

bl atant misjoinder and n dmsjava notchesito)y, stardard pa
of receiving responses. The counsel retained to draft the application by Apple had to nece
relyonthedi scl osures by the purported invent
and were basing such disclosures on facs
should be a discussion concerning the result topic and the corresponding rebpmgses
organi zed into an array bThetdclmguesdlsoaambes er

rsc
S «
ot | hc
A D |
ssarily
D r (

i mi

vV er

implemented such that the server is further configured to host a result topic. Also, the technique

can be implemented such that the processor electronitisrtirer configured to perform
operations including retrieving from the result topic a result message generated by the sel
mobile device in response to the remote command meésagée.r ocessor el ec
configuredo i n whabdoesths pealy metdhycombjnatisnaf magic and
forced osmosibereinfail those skilled in the arfAgain, as mentionesupra the PTO obviously
exercisedarduous efforindeci di ng whet her to approve t
ona priority application if the correct i
processor is configured for a method in a critical workflow of a patent is necessary for proj
examinati on, but again, i f yeoswork] yon raake broada
statementgas herein) whichl on 6t make sense and raise t
explainechowandwhythe cloud server was configured to host a result topic, the patent
application woul dn 0 lritysand, Wwoald have bezmapmadwooher. | a
Apple wanted to punish the plaintiff so badly for his responsible innovation that it inadvertsg
punished both the counsel drafting the application, laoithof the PTO examinear Curiously,
Apple doesmenton norttransitory elements in the other claims of this application. This indig
beyond doubt that even the patent counsel was confused with the misjoinder disclosures;
failing to use such language will almost certainly lead to the application bemedd or at the
very least, the need to remove claims. This was only accomplished from the patent counss

doing researchas they are skilled in the art, but not programmers. Therefore, the patent co
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fisavel @he application from denigbut, missel the fundamental need to explain an array beir

'9

necessary, and, why that predicates the necessity of using a cloud server to execute and Interpr

results from the remote commands.

360 Claim 17. The system of claim 16, wherein the processor electrangcturther
configured to perform operations comprisingtrieving from the result topic a result message
generated by the selected mobile device in response to the remote command message.

361. The retrieving of a result messagem a remote command is illustrated in
plaintiffs Exhibit 12, where the location of the lost iPhone is transmitted to the sanethen
displayed on a map overlay with geographic coordinatéxiiibit 9. The example ifExhibit 9

shows dynamic updati of the lost devices position on a map; with the current and former

positions displayed. Each time the device processor detects an appreciable delta in physi¢

location, it sends a corresponding result messagtaining location dat the server; wich is
depicted in this example with the plaintiffs iPhone being in Los Gatos, after being detected
Cupertino and Saratodavhen the remote command message to locate the device was issl
from the command node. Alternatively, if the lost device canntida#ed when the remote
commands issued from the server, thiked result itself will be transmitted as a result messag

362 Claim 18. The system of claim 17, wherein the result message includes an
execution time associated with the selected remotenzord.

363 Significant beforementioned discussiorre timestamps being associated with
selected remote command is contained and interrogaléi8&t13 214, 215, 216, 224, 234, 252,
256, 257,259and290 T he narrative i n fAHan ohExhibitgl De

illustrates the importance of associating timestawiis remote commands; else it would be

impossible for law enforcement to recover an abducted or kidnapped person, as described.

364 Claim 19. The system of claim 16, wherein the processor electronics are furt
configured to perform operations comprisipgesenting, in the user interface, one or more
disabled remote commands corresponding to the selected mobile dev&eing, tmough the
input interface, a user selection corresponding to one of the one or more disabled remote
commands; anttansmitting a message to the selected mobile device enabling the disabled
remote command for execution by the selected mobile device.

365 The pl aeforamentidnégsamplen Exhibit 9 (of remote command

buttons nobecomingactivein the user interface n t i | | ost Adi scover

al

in
ed

e.

Vioc

ner

y O

the true owner pus h)iisappeciailyeappiopriate hbre.DEsvclain deald u t
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exclusively with the enablement of remote command messages, which are disabled by de
Once the mobile device iExhibit 9 receives the issued locate command, it enables the
subscription of other remotmmmands; as well as the execution of the location command it
This causes the remaining three remote command buttons (in plaintiffs example user inter
become available for execution by the user. This is why plaintiff intentionally depietdiorée
additional remote command buttons as being present in the user interface, but inactive.

366. Claim 20. The system of claim 15, wherein the selected remote command
comprises a locate command.

367. As previously discussed itl7, the locate commanas described in this claim is
discussed by the plaintiff in operative detaiBxhibit 8, while the user interface example to
actually locate a device is shownErhibit 9; wherasa A Fi nd Devi ces o |
devices current geographicalgiion. This geographic position is then charted on a user inte
element with map overlay, as illustratgprai n t he s a me Fgurddsthowdthe
receive locate commar8d5d enot i ng t he i mpression of t
Exhibit 9. After determining the locatio®10and815, the resulting geographic coordinates ar
published as a result mess&$€ which is received by the cloud server in plaintiehibit 8
andExhibit 10, which allow it to generate the position(s) of the lost device on a map overlaj
Exhibit 9.

368 Claim 21. The system of claim 20, wherein the processor electronics are furt
configured to perform operations comprisingceiving a resulinessage corresponding to the
locate command, the result message including geographic coordinates associated with thg
selected mobile device; apdesenting, on the display, a map depicting a location of the seld
mobile device in accordance with the@sated geographic coordinates.

369  Beginning in the Radar umbrella feature bugxhibit 8, plaintiff describes,
Adi spl ay[ing] phone | ocation after trans
map on web apfgcatiof or pagrt ofiPnoghessaé section,
| ast activation by user (#Hfnor wsmpmitrsg fag a ir
Adi splay device movemeasntn.wi tCH eah d rydescribgs iac
resultmessage including geographic coordinates associated wikldeed mobile dése
presentinga map depicting a location of the selected mobile device in accordance with the
associated geographic coordinatesa display.

370. Exhibit 9 features a mapverlay inan example user interface, which has text
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stating, AYour i Phone has been found her
which denote the lost iPhones current geographical position in Los Gatos. Pictured in this
map overlay a the devices two previous locations in the cities of Cupertino and Saratoga;
geographic positions being reported as a
mode was enabl ed. As previ ous | ytondepistedinghe e
AExampl e Process Ul 0O executes the | ocate
presented on a map overlay with geographical coordinates.

371. Exhibitl2i ncl udes a previously discuss
Devi ce L oc at how thegearaphical cododinateg contained in the result mess:
the locate remote command are presented on a map overlay using a plurality of methods;
including a web browser, standalone applications for computers or mobile devices, and fin
using a custom interface element in the iOS operating system for embedded mobile devic

372 Claim 22. A computerimplemented method of remotely commanding dieo
device, the method comprisinggceiving input uniquely identifying a mobile devipeesenting
to a user one or more remote commands available to be performed by the mobile device;
receiving user input selecting a remote command from the one ompnesented remote
commandsgenerating a remote command message instructing the mobile device to execu
selected remote commartcansmitting the remote command message to a notification servg
publication in a command node of a command colledbpit uniquely subscribed to by the

mobile device, where the command collection topic is one of a plurality of command colleg

e d

age of

ally,

te the

or for

tion

topics hosted on the notification server and the command node is one of a plurality of command

nodes included in the commanallection topic;wherein the notification server notifies the
mobile device that the remote command message is available for retrieval in the commang
andwherein, only in response to the mobile device accessing the command node, the noti
sener transmits the remote command message to the mobile device.

373 The servereceiving input uniquely identifying a mobile devigeesenting to a
user one or more remote commands available to be performed by the mobile aledjce
receiving user inpuelecting a remote command from the one or more presented remote
commandss depicted exactly in plaintiff&xhibit 9, which depicts three uniquely identified
i Phones in a device |Iist organized fod t
aut henticating. The wuser hascomputerienpldmerded i D

methodthat this particular device is desired for executing remote commBgdscating the
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device initially by pr e dransmmsghe tefnate cémfand d Die v i

message tthe cloudserver for publication in a command node of a command collection topic

uniquely subscribed to by the mobile device, where the command collection topic is one o

[ a

plurality of command collection topics hosted on tiagification server and the command nodg is

one of a plurality of command nodes included in the command collection wdpcein the

notification server notifies the mobile device that the remote command message is availahle for

retrieval in the commandode; andvherein, only in response to the mobile device accessing

the

command node, the notification server transmits the remote command message to the mgbile

deviceThe command node depicted in plaintif
executingremote commands. As discussegra at 133, Figure 3 shows login beginning the
process aB05 presenting a list of linked mobile devices3it0, a user then selects a mobile
device from managed devices3mh5 available commands for the selected deviaaiom 320,
and, finally, the true owner can select a remote command to be execB&&dTime plaintiff
discloses the same, identical process in his earlier embodiment. Lastly, the Eigpsairi2
contain the same eventsli@05throughl1225as plainiff describes irExhibit 8 andExhibit 9.
COUNT 8 Patent9,125,014

Location-based ticket books

374 Theo lpatent includes the following claims plaintiff invented, specifical; Z,
8,9,13,1617,18, 19,22,25, 26and 27 as listed belaviEvidence is supported IBxhibit 7,
Exhibit 17, Exhibit 18, Exhibit 19, Exhibit 20 andExhibit 21.

375. Exhibits 17-21 were createdanuary 7, 2003 arttdus well befor@ | ai nt i

employment at Apple, whiclaters aw t he &6 14 a p@dedade dater. Rlamtiffs u
notes represent a c¢r uci apreemalaymeattApple PAinNo ¢
Exhibit7. Gi ven | ab notebooks are admissible
patent application nonjoinder of plaintiff further reinfasées previous claim.

376. Claim 1. A method comprising: receiving, by a miebdevice, a virtual ticket, the
ticket comprising a signal source identifier and a message for accessing a service of a ser
provider, the signal source identifier identifying a signal source being associated with the s
provider; providing theignal source identifier to a wireless subsystem of the mobile device,
wireless subsystem executing a procedure for monitoring wireless signals from signal sou

using a wireless processor of the mobile device; receiving, by the mobile device atldefrom

f 6

f f O
b mi

orr

vice
ervice
the
rces

wireless processor, a notification that the signal source identifier is detected in a wireless $can,
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indicating that the mobile device is located within a communication range of the signal sou
and then in response to an input requesting acceiss service, providing, by an output devicq
of the mobile device, a representation of the message to the service provider, wherein pro
the representation of the message comprises: generating a barcode image from the mess
providing the barcodenage as the representation for display on a display surface of the mg
device.

377. A method comprisin@f receiving, by a mobile device, a virtual ticketepicted
in Exhibit 17. A notebook computer is displaying a ticket for a September 4, 20f28rpance
of Hamlet the barcode for which is being presented for redemption. Illustrated in the same
exhibités a flowchart highlighting how a
digitally online. The means for payment for virtual titddle e f or e r edempt i 0|

378.  Exhibit 19 further contains a personal digital assistanPDA. The PDA device
is similarly demonstrating on its display a virtual ticket to the sidaraletperformance, which i
waiting to be redeemed. Also depicted is another view of the display screen of a PDA. On
displays c r &avimtdal tickeexanple for an NCAA baseball game between Uro¥the
Pacific and Cal State Fullerton on January 7, 2008.nEkessary distinction of thpgrticular
virtual ticket is that it was generated as a free student ticket, but, still granted using digital
A Cal State Fullerton student (who logged into the stuarebtportal * for verification of their
academic eligibilityfor the complimentary ticket) was granted a virtual tickie¢ barcodeof
which isbeing displayed on their PDAor redemption at GoodwiField.

379. A message for accessing a service of a service prasideclared by plaintiff in
Exhibit 17, whereas the ticket server sends a message for access with public sales online
more importantly here, redemption events and validation. Tta@sprocesses are identified wi
discrete boxes and are connected with a line to the ticket server, which than interfaces wit
potential facets of a virtual ticket transactionSlmeet 2 Apple lists a ticket serv@06 connected
with a communications netwo@02 supplyingthe mobile device i102 along with signal210
and212 which correspond with the vendor of the virtual tickdtich is taco truck14and
potentially other facets of a virtual ticket transactio216. The two methods are identical, wit

both Appleds and plaintiffs similarly pr

14 CSUF Student Portal
https://shibboleth.fullerton.edu/idp/profile/SAML2/Redirect/SSO;jsessionid=94A8387E6A4267FE19E129843335B7E 1 ?execution=e1s1
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signals to mobile computing devices.

380. Moreover,Sheet 4depicts the signal interfag24 and registryl22 enjoying two-
way communication with the ticket manages@6, exactly as plaintiffs ticket server and ticket
management software doesHrhibit 17. The message continues to the ticket baigh08,
whereas the Ul manager4i2presents the virtual ticketvhich has been encoded into a barcq
at414 The messagin(beginning with the message and parameters being passed to the ev
mobile device display windows nearly identical in focus and operative scope. Plaintiffs
embodiment shows the ticket managemmunicating with the ticket server, which then send
and receives messages from the service proindervirtual ticket redemption events. The
registry and signal interfaadviouslybehave in the same manneiirmap | ai nt i f f 6 s

381 Sheet Sdepictsthe message containing the virtual ticket and pass message fi
the vendor irb02beginning an event cycglevhere it concludes byrovidingan output device of
the mobile device, a representation of the ticket pass messz@f ahe onlydelta in additional
messaging parameters concerns location data othieventors provided; the method, process
and requirements are identical between p

382.  Without such messages transmittedh® mobile device, there would simply be
method of conveyance for the virtual ticket to emerge from the issuer (a taco truck or regig
university theatre) to the mobile device belonging to the patron. This represents a crucial r
why this longstading problem had yet to be solved; even by Ticketmaster, for instance. If f
ot her r e a sconteptiopsldemonstrated exausively with messaging in claim 1.

383. OnJune 9, 2014, Ticketmaster released its iOS application, which transfers
pr chased tickets into Appl e d3ThiPdemondiraten khat a

both plaintiff and Mr. Jobs were correct in their much previous assertions that mobile devi¢

were the best method for solving the digital ticket redemption proble

384. Providing, by an output device of the mobile device, a representation of the
message to the service provider, wherein providing the representation of the message cor
generating a barcode image from the message; and providing the barcge@astiae
representation for display on a display surface of the mobile devidesclosed in plaintiffs
Exhibit 17. A mobile computing device has a barcode image clearly represented on the dis
surface for redemption. The PDA example containing #redue for thédamletticket in

15 App Review: Ticketmastdior iPhone Makes Buying Easy, Has Few Shortcomings
https://www.sportsbusinessdaily.com/Daily/Issues/2014/07/29/MediaRgpew
94
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Exhibit 19 is identical, as is the free student virtbakebalticket barcode. One not skilled in th

art can discern that the embodiments generating barcodes for ticket redemption are virtua

e

ly

identical between plaintéf 2003 not es amuthldteRllume % 2013rapphcatipnl e 6

The only eltais the decade which passeebietween.

385. Claim 6. The method of claim 1, wherein the input comprisesser activation of
a display surface of the mobile devieging a home button of the mobile deviaajser gesture g
a touchsensitive surface of the mobile device to lock or unlock the teaaBitive surface; @&
user selection, from a quigccess menu, of an option for presenting the message.

386. An inputcomprising of a user activatiarf a display surface of the mobile devic
using a home button of the mobile devieelepicted in plaintiff&€xhibit 19; wherein a PDA has
a home button for device navigation, and, a virtual ticket barcoddafimietis beirg presented
for redemption on the display surface. The user had to activate the device using the home
as well as laundhg the application associated with presenting the depicted virtual ticket ba

387. Claim 7. The method of claim 1, whereihe barcode image includes a linear
barcode or a twalimensional barcode.

388. Plaintiff depicts &arcode image inclug a linear barcodéor a twadimensional
barcodé in Exhibit 17, whereas a portable computer has a barcode for a virtual tickdandet
presented on the display surface for redemptxhibit 18 contains a barcode image for the
same evenExhibitl9cont ai ns three | inear Dbarcodes
an NCAA Super Regional Baseball Tournament, and finally, agml@seball game between
Univ. of Pacific at Cal StatBullerton Moreover Exhibit 21 showsa linear barcodbeing
redeemed by the university as a service provider; with three possible redemption responss

389. Common symbology exists for linear barcodes, with code 39, code 128AUP(
UPGE, EAN-13and EAN8. A1 | f i ve of pl ai nt ihéimagéry for the
various linear barcodes-use worldwide.

390. Claim 8. The method of claim 1, wherein the ticket is a ticket for boarding a
vehicle or attending an event, a store card, or a coupon.

391 Plaintiff discloses an example ticket foHamléd theatre performance xhibit
17,an example ticket for the same performancexhibit 18, an example ticket for the same
performance irexhibit 19, an example ticket for a NCAA Baseball Super Regional Tournan

16 Linear Barcode Symbologies
http://www.systemid.com/learn/linedrarcodesymbologies/
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and finally, an example student ticket a college baseball game. Clearly, plaintiff was
concerned with devising digital tickets for attending events, as he discldseisilmt 19 that,
AUAF could sell the turnkey solution to
Advancement Fouralionwh od6s responsi ble for generat
pl ai nt i f firbreairmbit sagé cersaimly represents boarding a vehicle. Many airling
now accept boarding passes using the Apple Passbook application. On October 12, 2012
Airlines began using Passbook for boarding passes. The resulting article displays a barco
presented on the display screen of an iPhone, exactly as plaintiff doadanitet 1’ In plaintiffs
IPA from 2005 inExhibit7, it mentions, Aticket sales,
reference to attending ticketed events.

392. Claim 9. The methd of claim 1, wherein: the ticket is associated with a
timestamp specifying a time the service is available, and the method comprises, before pr
the representation of the message, confirming that a current time is within a time window t
deternined based on the timestamp, wherein providing the representation of the message
if the current time is within the time window.

393 Time is an important el ement of va
or,an eventvenue hasyetdgppen t he doors, ités no diff
Plaintiff previously disclosed problems with multiple event performances occurring on the ¢
day orcampus, as well as the generally accepted problems associated with ticket managsg
such as forgery, expired tickets whichov
issued for privileged access, such as media or student passes. As such, plaintiff discloses
example redemption unit being used to redeem virtual tické&ighibit 21. An example of the
time requirement for validation demonstrated by plaintiff appears at the bottom, where it st
Athis stops ticket from being marked as
The logic here, as derived frome appl i cati onés that the r
should be accepted for that venue at which time, which necessarily includes the date. A si
process is iplace at the airpgrivhere the proximity fence detects that the virtual boarding p
has been presented at the correct ti me,

the virtual pass was presented for redemption.

17 United Airlines app for iPhone gets Apple Passbook support for boarding passes
https://thenextweb.com/apps/2012/10/08/uni@tinesappfor-iphonegetsapplepassbooksupportfor-boarding

passes/
96
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394. Presenting a ticket attendant with a paper ticket for a previous flight produce
same response thidle invention thus does here; it politely tells the user they presented the
boarding pass or ticket. All computer servers necessarily function based on the current log
setting This isrelevant because plaintiff draws a line to correlatdittket server and the
validation of redemption events. With this obvious model, the ticket server will not grant
redemption to the presenter of the virtu
descriptor has been programmed for. Usttagnlet again as an example, if a zealous patron
arrived early and wanted to attend the firstshowasng d not t he | ater s
purchasejithe generated barcode on their mobile device cannot be redeemed; the timesta
t he event dedtleeshold. Using ante aswvalitation also allows for the same iden
seats to be sold for two performances on the samédgyo different patrons.

395. The application uses the following narrative to explain how Apple is using th¢
same method adaintiff; in using a ticket server authority to modify and validate the data us
encode barcodes presented for r ede mpsomeon
implementations, ticket manag#d6 can determine time windo#/l6for associating with virtual
ticket208 Ticket manage406 can determine time windo#l6based on an expiration time of
virtual ticket208and a ticket type of virtual tick@08 Upon determining that time windo#d.6
has closed, ticket managéd6 can clete virtual tickeR08or mark virtual tickeR08as invalid.
Time window416can be a point in time (e.g., ending 23:59:59 on December 31, 20xx, at a
time zone) or a time period (e.g., beginning at 00:00:01 and ending at 23:59:59 on Decem
20xx at a given time zone). If time windo#lL6is a time period, ticket managéd6 can register
the signal source identifier with wireless subsyst@@upon determining that a clock of mobilg
devicel02has reached the beginning time of the time pasiod.

396. Claim 13. A system comprising: a mobile device; and a-transitory computer
readable medium coupled to the mobile device, thetramsitory computereadable medium
storing instructions operable to cause the mobile device to perform operationssownp
receiving a virtual ticket, the ticket comprising a signal source identifier and a message for
accessing a service of a service provider, the signal source identifier identifying a signal sq
being associated with the service provider; providiregsignal source identifier to a wireless
subsystem of the mobile device, the wireless subsystem executing a procedure for monitg
wireless signals from signal sources using a wireless processor of the mobile device; rece

from the wireless prossor, a notification that the signal source identifier is detected in a wi
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scan, indicating that the mobile device is located within a communication range of the signal

source; and then in response to an input requesting access to the servicegptowian output

device of the mobile device, a representation of the message to the service provider, whetein

providing the representation of the message comprises: generating a barcode image from
message; and providing the barcode image as thesegpation for display on a display surfacs

of the mobile device.

the

U

397. Herein this claim refers to the mobile devices capability to receive a signal spurce

identifier and messaging, as well as generating a barcode image from the ticket server mgssagil

Ast hese topics were previously interrogat

the mobile devices capability to interface with the ticket server authority.

398. Claim 16. The system of claim 13, wherein the input comprises: a user amtivat

of a display surface of the mobile device using a home button of the mobile device; a user
on a toucksensitive surface of the mobile device to lock or unlock the tsaaokitive surface; ol

a user selection, from a quiekccess menu, of an agr for presenting the message.

ed

gestu

399. Herdn a user is selecting to use the Passbook application, which then allowg the

presentation of a barcode on the display of the computing device; which is a virtual ticket being

granted for redemption. A user has st to have a virtual ticket barcode generated on the

display of a mobile device iBxhibit 17 andExhibit 19. Similarly, in the flow diagram above,

the ticket management software is disclosed. Such software may exist on the memory of 4 mobi

computing @vice such as a portable computer, personal data assistant or smartphone. Ev

bn if a

thrdparty application instructs Applebs Pdss

ticket for barcode generation on the display, or, generate the bdroodeithin the thirdparty
applicati on ( s wugphy itatll preBenithe eirtuahcket atthedsse r 6 s

command

4000 As i n pHxtabit h7texamdleghé ticket management software is presenting

a virtual ticket for a performance Bliamleton a mobile device. In addition to developing
software inJava to make the code largely reusable on a plethora of different devices in a
university environment, platiff similarly considered having the ticket server simply embed t
barcode generation data along other text parameters of the ticket metadata (such as seat
event name, event venue, price, etc.) into a vCard file; which could then be emtilegatron
upon the completion of the financial transaction. The advantage to this method was that a

needed only to open the attached vCard file from the message (using their email software
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would then be presented on the display for redemimetiemand. In another embodiment, the
vCard file could simply be loaded into the devices contact list for email, which attdst\PDAs
allowed in 2003. This allows the vCard to be launchedemand by the us@rwithout needing
to have a network conneati, or, launch an email application. When an event was over, a p3
could simply delete the vCard from their device, or, keep the now redeemed ticket on their
device; in the same fashion many keep paper tickets from past concerts as souvenirs.
401 Datain the vCard format is stored according to the vCard specification; the fi
use the .vcf extensicandare properly recognized mgostapplications and mobile devices.
Storing a barcode, or even photos for art diredtiditket backgrounds possiblense .vcf files
are simple text files. Thistteroption avoids needing to develop and maintain an app for the
mobile deviceas the ticket server is embedding the barcode generation information into a
which can thus be opened using any number ofieajpbns for email or contacts. Such softwal
comes pranstalled on most devices, including lawst PDAs at the time plaintiff devised the
invention. This avoids having to distribute software for any mobile device which one may V
usefor redanption; as well as ensuring most mobile devices from the past, present and futy
easily participate in virtual ticket redemption. Irrespective of the implementation method, p
clearly indicated in his previous disclosureEixhibit 17 that softwaresf some kindvould be
used to actuate the virtual ticket for redemption by presenting a barcode on its display.
402  Given the plaintiff wrote Mac software for the university and worked with a ca
of Windows developers; creating a discrete application for redeeming virtual tickets could
have been realized. By usidgva as a development language, plaintiff cdnade used the samq
code for crosplatform application support; which would also work on older devigdsless
memory and processor speed. This means instead of just being available on iOS devices
Passcode today, plaintiffs virtual ticket redemptsmlution would have also had applications

available for Windows and UNIX devices. Plaintiff had found he couldlas® on Palm devices$

(like those pictured in the exhibits) using a required virtual machina 32ME Connected,
Limited Device Configurabn; simply by using the free PalmOS Emulator, which allows @82
version of Windows to be used to prograndana, using the J2ME standat@iThe decision to
embed vCardoés with barcode g@Eatfegmrademptom d a

application was solely a management decision not made because plaintiff went to Apple

18 program your Palm in Java: The PalmOS Emulator
https://www.javaworld.com/article/2076524/progrmur-palmin-java-the-palmosemulator.html
99
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however plaintiff performed a reduction to practice while still employed at CSU Fullefitbe

potential to generate profit for the university using either implementatitmoch@vas sanguine.
403 Claim 17. The system of claim 13, wherein the barcode image includes a ling

barcode or a twalimensional barcode.

404. As stated for claims 7 and 13, plaintiffs established a plurality of linear barco

imagery throughout his tieking exhibits; with three virtual ticket barcode examples disclosed.

405, Claim 18. The system of claim 13, wherein: the ticket is associated with a
timestamp specifying a time the service is available, and the operations comprise, before
providing the rpresentation of the message, confirming that a current time is within a time
window that is determined based on the timestamp, wherein providing the representation
message occurs if the current time is within the time window.

406. Using a timestamp for auditing when a virtual ticket may become usable for
redemption has been discussegra however Exhibit 21 depicts such a procedure in action :

the theater. Three different responses can occur from the scanning of the bartedenobile

palr

de

o

bf the

device. If the timestamp in the barcode information corresponds with an acceptable variable the

ticket server has established foistherformance oHamlet t hen t he dAval i
sounds a particular beep. This allows the lone attieindiepicted managing six entrance lines i

the theater ifExhibit 20 to ensure eacpatronvirtual ticket has been properly accepted. The

timestamp can also reveal that some kind of error occurred; which may result in a plurality]
causes rooted eithar hardware or software failure, or even an incorrectly generated perfory
barcode. An attempt to counterfeit a bar
third response based on the ti me sticaltheven bey
an exact facsimile taken of another | egi
was not marked as redeemed; however, the

valid because it has already been redeemed, atinteehreshold for the event has concluded.
Hence, the service iIis not available in t

message indicating that the timestamp in

server to the mobildevice inExhibit 17, when redemption of the virtual ticket was attempted.

407. Claim 19. The system of claim 13, the operations comprising: determining th
signal source identifier is no longer detectable by the wireless processor; and in response
stopping providing the representation of the message.

408 Herein is a continuation of the previous discourse. In the usage case where
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event has been cancelled, a patron secured a refund of their ticket, or even theft causing {
subsequentreissuanc a new virtual ticket, the pr
ticket server; which is represented sending such a potential validation message when the
invalidated virtual ticket is presented for redemption in plainEfthibit 17 andA p p 4 Ske@t 4
A performance oHamlethere shares commonality withe Apple taco truck. If the
absentminded or dishonest patron alike tries to present an invalidated Hamlet ticket, the s
response message is provided as if they attempted to use an tedatidss for tacos sold the d
before. Herein additionally, one could make the virtual ticket no longer display a barcode i
after an unsuccessful attempt has been confirmed by the validation authority. This also pr¢
convenience for the useiitva ministry of previous events saved on their device; particularly
t he fAcol | ecdesribéduprasTaigalows leosest patrons collecting virtual tickets
from past events to easily see theyearg,e b
however, the other metadata is still intact and can be recalled. It also helps prevent an inv
ticket from being presented a second time, after previously being deemed not redeemable
ticket server authority.

409 Thesignal source iddifier being used to validate multiple locations is also
present in the information generated on
redemption. This is an important distinction, because plaintiff illustrates how the barcodes
generated by thécket server for virtual tickets iBxhibit 21 display nine different locations
where tickets could be uniquely redeemed; corresponding with the different venues existin
2003 at Cal State Fullerton. This differentiation (between locations of the smder\offering
virtual tickets) is no different than providing servideghstandardize@ndindividualized as in
line 7 of the applications summary explanation:

410 filn addition, thefeaturesdescribedn this specificationcan allowservice
providersto provideserviceghatarebothstandardize@ndindividualized.For example jf
multiple coffee shopsrein afranchised offee shopchain,andthefranchised coffeshopchain
wishesto havea standardizegrromotion acrosthe chain,thefranchisedcoffee shopchaincan
provide apre-configuredwirelessbeacorto eachfranchisedshop. Eachpre-configuredwireless
beacorcanbroadcast same signagourceidentifier. A mobile devicecanthendisplaya virtual
ticket to accesshe samepromotionin eachof the coffeeshopsIn addition,if thefranchised
coffeeshopchain wisheso haveanindividualizedpromotion(e.g.,anexperimentapromotionin

apilot program)in oneor morefranchised shops, the franchised coffee shop chaiulisanibute
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wireless beacons having another signal source identifier to the one or more shops. The m
device, upon entering these shops, can display tickets for accessing the individualized
promotion. 0O

411 From examining the coffee shop summary, glainf f 6 s  dBxisbit 21dss |
individualized (because different places at the same location can accept tickets for differer
events) as well as standardidethe different university events could still be purchased on th
same website. A standardizedp mot i on coul d thus exist f
purchased an activity card for the term; wherein they get free or regucedickets for all
events at the university. When plaintiff attended Cal State Fullerton as a student, he could
all sporting events for free. Whereae nliaseball angv o m e sofiball events had discreet
NCAA fields located next to each other, they both had different events and tickets; as well
public having the ability to purchase paid tickets from the sasweng authority. Both complexs
could also be hosting ticketed games at the same time, as well as potentially basketball of
and field. While all four sports complexes are visible from each other and can all have disq
events occurring atpoteati | 'y over |l apping times, theyo
exist in very close geographic proximity. While one popular coffee chain location is someti
present within sight of a second location (especially in airports) they all sell thgoszanets

and accept the same pricing ter ms. I f a

bbile

ur e
Nt

11%

or

atten

as the
2S
track
reet

I e

mes

CoOol

redeemable in either of its nearby locations; whereas the student with an activity card could wat

both a baseball and basketball game in the sayéod free. Moreover, if performing arts
subscribers were given a free ticket for a theater performance as part of an experimental |
to increase ticket sales, a free virtual ticketAavlidsummer& i g tDtedmsvould properly

redeem at the theatte,ut , woul dndét redeem i f present

rogra

ed

the same time; despite both events being located near each other on the same campus, and, us

the same ticket server authority. In the location proximity beacon example, ihevtogh
determines which location may redeem which virtual ticket is one and the same. While GH
circuits werenot yet available in 2003 m
experi mental promotion i n pl aoximateldcdtianhsudigng
whereas in Appleds much | ater |1 Phone emb
conveniencé to prevent the user having to sort through virtual tickets in the Passbook
application at redemption time. Herein the barcode stiltaina logic from the virtual ticket

authority, by which the ultimate decision whether to redeem the virtual ticket is made. If a
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barcode for a free coffee was instead presented at a franchise location which was not
participating, it would not redeemhen scanned by the store employee. Similarly, if that san
virtual coupon was presented at a competitor located across the street who also accepts \
tickets, it would similarly not redeem. This is because the logic in the barcode ultimately is
final authority in whether a coupon or virtual ticket can be redeemed. The signal source in
example wouldstop providing the representationtbémessagb e cause it was
that | ocation. The fAnot v alahemnployeesscadnedtheo n
barcode presented by the device, as shoviaximbit 21.

412 This distinctionbés i mportant as th
of the mobile device is still ultimately selecting and presenting the virtuat tiékeode for
redemption, itdéds not being done autonomo
cognizant of practical deltas; such as changed boarding gates with airline tickets. The bac
text also stipulates the user is selectingrual ticket to present on the device from the ticket
book, which is a collection of virtual tickets the user has accumulated. The user still has th
correct burden of deciding upon the corr
bookcasst or e a usero0s various virtual ticke
loyalty cards on the mobile device. When the person arrives at a place where the virtual ti
be used, e.g. a flight gate, a movie theater entrance, opathle person can launch an
application program that manages the ticket book service. The mobile device can display
virtual tickets stored in the ticket book for selection. The user can select a relevant ticket.
application program can display thserselected ticket on the mobile device, for inspection b
ticket reader machine or person. o0

413 The correlation is further solidifieak P8, L10 of the application, wherein it statg
inresi gnal source 1 denti f i eicketcanidassocaedwvetha ni

timestamp (e.g. expiration tin820) specifying a time the service from the provider is available

or wi || expire.o The provider herein is
both with the generated barcadigta, and also the ticket server authority. A rescheduled
performance constitutes an example where the timestamp information originally generateg
barcode is no longer valid, but, a new time has been substituted by the ticket server; whicl
handleshe | ogi ¢ necessary for the associat:i
at the Anewo time; despite the timestamp

At he signal source i dent i206iAtleasta portiontofehe pignal
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source identifier can match the signal source identifier included in virtual 86BeSignal
source2l0c an be mobile. o0 Thus, one may safel
embedding timestamp information anthe barcode generated when the virtual tickets sold is
different than the signal source identifier being included either in the virtual ticket, or, being
provided by the ticket server.

414 Plaintiff also specifically mentions ixhibit 17t h a tarcod@ generated whe
ticket sold, so it is unigque. o0 This agre
virtual ticket. On P6 exists a description of the diagrafigure 3B, which illustrates the
exemplary structure of virtual tick208. @A Vi r t208xdn bd storedirldcatidmased ticke
book of mobile devicd02 The locatiorbased ticket book can include multiple virtual tickets
Virtual ticket208can include signal source identifi@d4, expiration time320and payloa22
Expiration time320can specify a time that virtual tick208expires (e.g. ceases to be valid at
service provider) Payloa@R2can include a message provided by the service provider, an
encoding indicator and a t iocakflenvichatt ipEphébit v, T
which shows such a virtual ticket being created and redeemed through its potential lifecyc
if the patron wants to change their seat and get a new ticket, or, the venue wants to make
seating plan and release &t& not included in the original seating plan, this accommodating
change to the virtual ticket is also represented. Thus, the venue could also expire a virtual
before an event; so that a patron could upgrade their seat and the venue may redease the
claimed virtual ticket back into general availability for assignment; to be sold once again. T
payload information changes in such cases, with the audit of the ticket server acting as an
authority to the updated encoding in the barcode presenteetfiemption.

415 |t 6s beyond doubt i f pdlamidisctosufethath a d
Appl eds application woul d inirewhyldiffeteat sderzaros mo
common in the ticketing realm make such a difference in the mgsi&ation. The greater purpd
for the signal source i1 dentifier and the
become easier to understand. [ tds helpfu
workflow scenarios plaintiff solved a de@gdrevious to Applevhich remain germane today. A
taco truck il lustration and the discussi
unskilled in the art why the solutionds

location base@PS in the device predicating what virtual tickets to presanthoices for the

no
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es
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user to then decide to presarorresponding barcode for redemption. The user still must unjock
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their mobile device, launch the Passbook application and then chooseabtiakiet for
redemption on the display screen. Since
admission solely from a smartphone being in their pocket when they arrive to an event, thg
greater stated use of storing the event information initheal ticket itself is obscured. One
additional way to understand this is fro
identifiers) in the page 5 discussionFafjure 3A under Exemplary Data Structures.

416 AFIG. 3A illustrates an exemplary structure of a signal source identifier as us
a locationbased ticket book service. Signal sou86@ can be a signal source configured to
broadcast signal source identif@4in a beacon signal. Signal sou3®2 can be signal source
1100f FIG. 1, or signal sourc&l0or 2120f FIG. 2. Signal source identifi@4can be a
programmable data structure having multiple portions. A first portion of signal source ident
304 can include a universally unique identi{igtJID). The UUID can be a number having a
specified size (e.g., 128 bits). The UUID can be unique for a group of signal sources desig
represent service providdi4, and uniform among the signal sources in the group. For exan
the UUID can corspond to a business operating food treitéand restaurarzl6 A mobile
device (e.g., mobile devic®?2) that has detected signal source identBig4 broadcast by any

signal source and identified the UUID corresponding to the business can prestral pass to

obtain service fromthe business. | t 6 s easi est to think of
number; with portions corresponding to different values, which, is similar also to how a
conventional l i near bar c oeabmidsto EahStaded-ellerton abl

business selling tickets; instead of a taco traskwell as other variables. The locations of ead
venue on campus iBxhibit 21 represent another portion of this value by using one of nine d
UsingHamletas an gample fromExhibit 17, another value denotes that the event is theater
opposed to a concert, convention, festival or sports. A furthevalule of theatetdiamlethas
been denoted as event 7 of the season by the ticketing server, as the perfoaleadee c
dictates. The date and time for the event are represented as themselves, with the section,
seat as discrete constahtsuch as 15 for orchestra, 1 for the first section inside of orchestra
for row one, followed by a 2 for seat 2. Othenthers may be used for additional metadata

P a s

\1*4

ed in

ifier

nated

ple,

&I
h
igits.

as

row a
1

variables as needed, however, in this example, a UUID of 1,1,7,09042003,1,15,1,1,2 would thar

produce that unique encoding scheme for the barcode of the virtual ticket. Another patron
in seat 7 for a secomqkrformance the same day would a UUID of 1,1,7,09042003,2,15,1,1,

patron attending the NCAA Baseball TournameriExhibit 19 would receive a virtual ticket
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with a UUID of 1,3,1,00002003,001,001 before the date was later announced. The ticket S
would honor the 00002003 value for the game on May 1,2@@3pite this logic being added
the signal source pastle. Since the ticket is general admission and has no assigned row g
seating code 001 has been defined as the GA seating sectibud®nts, with 001 being the firg
of up to 540 tickets which may be sold. Another patron who got a similar GA ticket, but aft
date had been announced might have a UUID of 1,3,1,05012003,001,213. The concept g
values being used in the enaogliof the barcode, but, subject to audit and modificaiopost
factoby the ticket server is now plainly disseminalbedeinfor those unskilled in the art; with t
necessary similarities so predicated to emulate the environment and flexibility ipkgisr have
enjoyed forover a century

417. The application continues to discuss how different parameters of virtual ticke

have unique identifiers used in the signal source; which now reads plainly as a narrative

describing pl ai ntSignalfsaurce idemtificx04canrhgve & semdipdrtion s|.

and a third portion for storing labels for tiered services. Service prdidanay issue virtual
tickets that are customized based on locations having tiered granularities. Each of the sec
portion and third portion of signal source idéeti304can represent a tier. Each tier can havg
different geographic granularity. For example, service prodddmay have multiple physical
presences in multiple regions. Signal source idenBfidrcan have a second portion and a thir
portion forstoring information related to the multiple regions and multiple physical presenc
The second portion of signal source identi884 can store labe308that corresponds to region
316(e.g., California) where service provid&t4has one or more physicpresences. The third
portion of signal source identifi&)4 can store labe210that corresponds to physical presencs
318(e.g., food truck14) located in the region. Labed®8and310can cause mobile devid®2
to present different virtual passddéferent locations. For example, mobile devi€g® can
present a store card valid in shops in California upon detecting a signal source identifier th
includes labeBO8representing California.

418 Claim 22. A nonttransitory computereadable mediuraoupled to a mobile

erver
(o]
r seat

—

br the

f uniq

e

ond

A\1”4

at

device, the noftransitory computereadable medium storing instructions operable to cause the

mobile device to perform operations comprisirggzeiving a virtual ticket, the ticket comprising
signal source identifier and a messagedaccessing a service of a service provider, the signa

source identifier identifying a signal source being associated with the service provider;

a

response to an input requesting access to the service, providing, by an output device of the mok
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device a representation of the message to the service provider, wherein providing the
representation of the message comprigeserating a barcode image from the message; and
providing the barcode image as the representation for display on a display sutfecmobile
device.

419 Herein this claimbébs reinforcing th
ambiguity (for the application) that the mobile device performing the ticket redemption ope
on its display surface receives a signal source frortidket served which necessarily displays
the barcode generated by the virtual ticket messagendiransitory computereadable
mediumhere is the ticket server. Those unskilled in the art shall take notice this means thg
ticket server is not bitself patentable, however, it worksdonjunction with the mobile device
for the purposes of the novel invention. Since plaintiff discloses the necessary ticket serve
interaction with mobile devices (which are eligible to generate a barcode of a tiitegl in

Exhibit 17, it proves beyond doubt this claim also mirrors plaintiffs much earlier disclosures

420. Claim 25. The nontransitory computereadable medium of claim 22, wherein t
input comprises: a user activation of a display surface of the mobile device using a home |
of the mobile device; a user gesture on a teaatsitive surface of the mobile devicddok or
unlock the touctsensitive surface; or a user selection, from a qagdess menu, of an option f
presenting the message.

421 Plaintiff depictsa user activation of a display surfaceaohobile device using a
home button of the mobile deviasing a PDA irExhibit 19. The home button is being used t¢
launch the application which then genesatdarcode, which is pictured on the disayeerof
the device as Hamletperformance. MoreoveExhibit 17 depicts a portable computer; which
has usd keyboard or mouse events initiated by the user to launch an application, which al
generated a virtual ticket barcode on the display for redemption ldath&etperformance.

422 Claim 26. The nortransitory computereadable medium of claim 22, wiear the
barcode image includes a linear barcode or adineensional barcode.

423 The linear barcodes already disclosed and previously interrogated also apply
this nonttransitory computereadable mediuralaim.

424, Claim 27. The nontransitory computereadable medium of claim 22, wherein:
the ticket is associated with a timestamp specifying a time the service is available, and thg
operations comprise, before providing the representation of the message, confirming that
current time is within a time mwdow that is determined based on the timestamp, wherein
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providing the representation of the message occurs if the current time is within the time wi

425 Herein the virtual ticket being as
validating the redemption (when presented on the display of a mobile device as a barcode
been previously interrogated. This claim adds ambiguity to the applichyiorinforcing that
both the mobile device and the applications which may communmididite validation authority
are capable of interpreting and processing timestamps. The ticket server being depicted a
communicating with a mobile device presenting a virtual ticket féamletperformance in
Exhibit 17 visually represents the purposetioi claim.

COUNT 9  Patent 10,104,495

Location-based ticket books

426. The®95 patent includes the following claims plaintiff invented, specifi@&lly,
8,9, 16, 17, 18, 22, 25, 28nd 27 as listed belowEvidence is supported Ixhibit 7, Exhibit
17, Exhibit 18, Exhibit 19, Exhibit 20 andExhibit 21.

427. As statedat 375, Exhibits 17-21 were createdanuary 72003 andvell before
plaintiffds 2006 empl oy mdabappledtionAubmitted g decade
|l at er . Pl aintiffs notes represendmpl@ggmentr uc

Apple IPA inExhibit 7. Given lab noteboakare admissible, the decade between its creation
Appl ebs patent application nonjoinder of

428 Claim 6. The method of claim 1, wherein the input comprises: a user activati
a display surface of thmobile device using a home button of the mobile device; a user gest
a touchsensitive surface of the mobile device to lock or unlock the touch sensitive surface
user selection, from a quick access menu, an option for presenting the message.

429  Plaintiffs novel invention for digitally redeeming tickets involves a user activa
a display of a digital electronics device and actuating an instruction which causes the proc
present messaging onscreen which includes a linear barcodéartusle is presented for
redemption using the display the electronic device. Such messags depicted irExhibit 17
and again with various other embodiment&xtibit 19.

430. Additionally, the example digital redemption device used for auditing the digi
ticket embedded in the | i reehiit2l feauresatane buttan
on a mobile device. Messagimgre the ticket book redemptions succesdufai or being invalid
is presented on the display surface of a

which were common bef or e ,dréventaucheapacitance.n o
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431 Claim 7. The method of claim 1, wherein provigj the representation of the first
message comprises: generating a barcode image from the first message; and providing the
barcode image as the representation for display on a display surface of the mobile device.

432. As discussed in the preceding clapnviding a barcode images the
representation for display on a display surface of the mobile disvilapicted in plaintiffs
Exhibit 17 andExhibit 19.

433. Generation of the barcode image itself is depicted in the block diagrawrhifit
17. Plaintif expl ains the fAbarcode generated when
processor and server being used to not only generate the unique barcode image, but also|in the
redemption itself is demonstrated in the connected block diagrams. The éiclatis connected
to redemption events and validation.

434. Claim 8. The method of claim 1, wherein the first ticket is a ticket for boarding a
vehicle or attending an event, a store card, a boarding pass, a movie ticket, a loyalty card,|an
employee pass gymnasium access pass, a library card, a discount coupon, a retail coupon, or
another kind of coupon.

435. Exhibit 17 depicts a digital, linear barcode for a productioilamlet A
secondary example fétamletusing a different kind of digital mobile device is presented in
Exhibit 19, along with a digital, liner barcode for a college baseball sporting dwembit 21
discusses using linear barcodes for a plurality of other event and venue types, including
corferences, festivals, performing arts and sporting events. These are featured under the
AExampl e Redemption Ul Dso6 section.

436. Claim 9. The method of claim 1, wherein: the first ticket is associated with a
timestamp specifying a time the first servicevailable, and the method comprises, before
providing the representation of the first message, confirming that a current time is within ajtime
window that is determined based on the timestamp, wherein providing the representation of the
message occurs iféhcurrent time is within the time window.

437. Validating timestamps is a critical element of enforcing digital tickets. The lingar
barcode in plaintiffs much earlier novel invention. Plaintiff discusses tBi84ausing the
example of how the barcoddanmation was encoded so that two different performances of
Hamletat different times of the day were mutually exclusive. Moreover, a timestamps element in
the ticket audit process was discussedlOét The ability to reissue or change the logit a

barmde to accommodate a different timestamp later was discusé&8 at
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438 Claim 16. The system of claim 13, wherein the input comprises: a user activg

of a display surface of the mobile device using a home button of the mobile device; a user

ition

gestu

on a touchsensitive surface of the mobile device to lock or unlock the touch sensitive surface; or

a user selection, from a quick access menu, an option for presenting the message.

439. This claim simply describes the systemic aspect of claim 7, whichreaslya
been interrogated. Plaintiff explains the systemic concept of using a digital device to displg
linear barcode; which has been generated using a processor@mdnnc er t  wi t h
been established for the event using a digital tickekbThe block diagrams iBxhibit 17 show
the systemic process in great detall.of the digital devices depicted by plaintiff Exhibit 17
andExhibit 19 utilize the equivalent of a home button and procéssanich interpret user
actuation to launch linear barcode on the display surface.

440  Claim 17. The system of claim 13, wherein providing the representation of th
first message comprises: generating a barcode image from the first message; and providir
barcode image as the representatigrdfsplay on a display surface of the mobile device.

441. This claim also describes the systemic aspect of claim 7, which has already
interrogated. Plaintiff explains the systemic concept of using a digital device to display a lif
barcode; which teabeen generated using a processoraedoann c er t  wi t h t he
established for the event using a digital ticket book. The block diagraexhibit 17 show the
systemic process in great detail. Herein, this claim focusesesenting the linear barcode itse
on the digital device display, as opposed to the (broad) ability to present messaging for dig
tickets using the device itself in claim 16.

442  Claim 18. The system of claim 13, wherein: the first ticket is assediatith a
timestamp specifying a time the first service is available, and the operations comprise, bef
providing the representation of the first message, confirming that a current time is within a
window that is determined based on the timestanmgr&mn providing the representation of the
message occurs if the current time is within the time window.

443. The systemic ability and function of embedding and using timestantipgar
barcodes for ticket booksas previously interrogated in great detai394, 406, 413and437.

444, Claim 22. A nonttransitory computereadable medium coupled to a mobile
device, the noftransitory computer readable medium storing instructions operable to caussg

mobile device to perform operations comprising: accgssistorage medium storing one or m
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tickets, each ticket including a respective signal source identifier and a respective messagge for
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accessing a service of a respective service provider, the signal source identifier identifying
signal source being saciated with the service provider; detecting a first signal source ident
based on data received from a first signal source by a wireless subsystem of the mobile d
the wireless subsystem executing a procedure for monitoring wireless signassgnairsources
using a wireless processor of the mobile device, the first signal source identifier comprisin
least two portions; determining that one of the at least two portions represents a first locati
having a first geographic granularity ancbtirer of the at least two portions represents a sec
location having a second geographic granularity; determining, based on the data received
the first signal source, that the mobile device is located within a communication range of t
signal soure; identifying, among the one or more stored tickets, a first ticket that includes §
signal source identifier that matches the geographic granularity of at least one of the two g
and includes a first message for accessing a first service of sefivete provider; and then in
response to an input requesting access to the first service, providing, by an output device
mobile device, a representation of the first message to the first service provider.

445. The method and system for establishendigital ticket has now been heavily
interrogated in previous claims. The purpose of this claim is differentiating geographical
proximity to the userds device presentin
in Exhibit 21, wherein plainfif lists longstanding with paper tickets and had to be solved by
plaintiff before any novel solution could be realized, and, before GPS was physically availa
a digital device, such as a mobile phone. Fortunately, plaintiff recorded extensivendetail
geography of event redemption areas. Nine different venues at different physical locationg
State Fullerton are listed, along with an example representation of each venue being enco
universal identifier. This ensures the signal soureeridt i f i er i n Appl eds
matches the location which the user is attempting to present the digital tickeerption
device at Goodwin Field will not accept a digital ticket barcode for a performamtandetat
the Little Theater, ever the event time is the same as the baseball game scheduled. Since
Appl eds struggled mightily to understand
pleadings, a less technical example are airport plane tickets. Several planes may leave frg
samegate at the same airport each day, wit
much different geographical location. This data is encoded as part of the destinations in th
number of the user 6s t i cKkerectgedgtaghgdataimths n

barcode, just as paper tickets list each connecting flight and final destination. We also mus

111 4AC
4:18-CV-05928JST

a
fier

bvice,

y at
on
nd
from
e

1

ortion

pf the

able in

at Ca
ded a

C I

h

m the
h

e fligh

€ C ¢

5t




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

ensure any connecting flights in different geographical locations are correct. If a passenge
deplaned at San Francisco instead eh®&®on their way t€hicago, neither a paper, nor digital
barcode would allow this passenger to then board a flight to Chicago from San Francisco.
sense, GPS is not always reliable with precision inside an airport or university yet was still
by plaintiff before they existed in mobile devices.

446. This i s why Applebds application re
considering geographic proximity. Moreov
barcodestoberpi nt ed on paper as a backup alter
device but still have purchased tickets from the same issuing authority who offers digital ti
Most airport passengers still use paper tickets today, which utilizé plainf 6 s 1 nv e
commonly used when a flight or seat change occurs at the gate. This same barcode ensu
geographical departure |l ocati on mainteelsane
manner as it does when presented on a digulegce. This is why GPS cannot be used
exclusively for linear barcodes and only presents a casual convenience for tig neer
displaying other ticketkor redemptioowhi ch ar endét | ocated nea
signal availabilityy couded with its difficulty resolving precise determinations for multiple

ticketing scenarigsvhi ch paper tickets could alread
into England or I relandés familiar widuhtil
boarding. These issues are still solved

granularity; even when used on paper and not electronically. In such examples, the flight 1
and airport location are encoded into the barcodeingaan issuing authority allows for retiine
changes after a ticket may have been encoded, which plaintiff illustrates in the block diagr
Exhibit 17. The redemption problems discuséedein are also explained from the audit
perspective irExhibit 20 andExhibit 21. The problem of a patron presenting their digital tick
at the wrong gate. but at the correct ai
the display stface of the redemption device scanning the ticket book. While multiple aspec]
the event are audited, the approval beep
indicating that the location identifier (among other things, like tiamap) is correct. When a
digital ticket doesndét redeem when scann
was visited and not because the passenger arrived at the wrong airport, or, a day before g
their scheduled flight. PlaintiBolved this longstanding problem by replacing hureadable

text requiring exactly this to be replaced with a barcode that audits the information automd
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This is why airline and concert tickets still printed on paper can be scanned with the same
accuracy, precision and speed as those presented on the display surface of a digitalidevic
the same confidence in the interpreted result. It should be remembered that one longstand
problem plaintiff had to solve was reducing the labor requiredaioage entry for a ticketed
event, as depicted iBxhibit 20. Today, tle p | a madel hat beénsadopted bpshairlines.
One gate attendant can ensure hundreds of passengers are correctly boarded without neg
more staff, time anthtroducinghumanauditerror. Now, the passenger who mistakenly boarg
the wrong flight is detected before they ever board the aircratirafichally discovered; when

t wo peopl e havet htehye asrarmev es eaatt étohre wr ong
While Apple(sadlyyd o e s n 6 t u nirdtiesnmatteghew o it laididesand plaintiffdo.

447. Claim 25. The nontransitory computereadable medium of claim 22, wherein t
input comprises: a user activation of a display surface of the mobile devigeausome button
of the mobile device; a user gesture on a teagtsitive surface of the mobile device to lock o
unlock the touch sensitive surface; or a user selection, from a quick access menu, an optic
presenting the message.

448. This nontranstory claim is for ambiguity. The use of a digital device to prese
messaging related to digital ticket books has already been interrogated in great detail, par
in428430and in the 014 patent narrative.

449  Claim 26. The nontransitory computereadable medium of claim 22, wherein
providing the representation of the first message comprises: generating a barcode image |
first message; and providing the barcode image as the representation for display on a disf
surface of the mobile dewac

450. This nontransitory claim is for ambiguity. Generating and presenting a barco
image related to digital ticket books has already been interrogated in great detail, particulg
429435439441land in the 0614 patent narrative.

451 Claim 27. The nontransitory computereadable medium of claim 22, wherein:
the first ticket is associated with a timestamp specifying a time the first service is available
the operations comprise, before providing the representation of the first message, confirm
a current time is within a time window that is determined based on the timestamp, whereir
providing the representation of the message occurs if the current time is within the time wi

452. This nontransitory claim is foapplicationambiguity. Deterrming when an even

or service is available using a timestamp and then verifying that the current time matches
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encoded in the linear barcode has already been interrogated in great detail, particB®ly in
406, 413 436,437, 442and443
Count 10 Patent9,037,513

System andmethod for providing electronic event tickets

453 The®13 patent includes the following claims plaintiff invented, specifi@lR,
8,9, 10, 14, 15, 172,9,20and?21 as listed belowEvidence is supported lExhibit 7, Exhibit
17, Exhibit 18, Exhibit 19, Exhibit 20 andExhibit 21.

454, As statecat375and427, Exhibits 17-21 were createdanuary 7, 2003 anaell
before plaintiffoés 2006 e mp L3apploaiontsubmitted & p

decade later. Plaintiffs notes represent a crucial narrative to corroboratd plaiits p r e
employment Apple IPA ifexhibit 7. Given lab notebooks are admissible, the decade betwe
creation and Applebs patent application
claim.

455  Claim 6. The method of claim 1, wherein thieetronic device comprises a
handheld device and the handheld device comprises a portable phone.

456. As discussed at29and430, pl ai nti ffds novel i Ny

tickets involves a user activating a display of a digital electronics device and actuating an

pl e

on its

nor

instruction which causes the processor to present messaging onscreen which includes a linear

barcode. This &rcode is presented for redemption using the display of the electronic device.

Examples are depicted Exhibit 17 and again with various other embodiments and a differe
digital device inExhibit19. A port abl e phone was n @rocessa p
and display surface which could present
CEO initially tabled plaintiffsd idea; a
which could support the resolution necessary. No mgbitae in existence when invented col
yet support the technical requirements necessary. Some handheld devices (such as PDAS
support such functionality and are depicte&xhibit 17 andExhibit 19.

457. Claim 7. The method of claim 1, wherein te&ctronic device comprises a
handheld device, the handheld device having a height less than approximately 5.0 inches,
less than approximately 2.5 inches, and a depth less than approximately 0.5 inches.

458. PDAOGsseatthetimeg | a i mventibrf résembled the approximate ¢
ahandheld device describédclaim 7.

459  Claim 8. The method of claim 1, wherein the electronic device comprises a
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handheld device, the handheld device weighing less than approximately 5.0 ounces.

460. Thewei ght of most PDAOGs and even di
during the ti me dosbmepvéighedpto 1f6 bubices anchhadethe ahility t
the mobile equivalent of a fulize computers operating system, such as MicrosoftlgWws.
Appl eds music players at this time weigh
more. The weight has no relevance for presenting digital tickets on a display surface and
considerably based on the size/type of the battery.

461 Claim 9. The method of claim 1, wherein the ticket is an electronic ticket stor
on a physical ticket and the physical ticket is configured to transmit the electronic ticket to
electronic device after the physical ticket is tapped to the near Ggichanication interface of
the electronic device.

462. Plaintiffs invention covers both electronic tickets and physical tickets. Both u
linear barcode to present for redemption using either the image on the display surface of g
device, or via gnted means. Several additional embodiments disclose using a ticket autho
a remote server to validate, invalidate or edit barcodes already generated as mobile ticket
Payment and purchase system interactions with electronic and physicaltidiggtabooks are
also disclosed ikxhibit17. The barcode in plaintiffds
correct geographic location addte +timestamps enforced, with the flexibility to make
changes post sale if circumstances require. Plaintiff discloses examples of electronic and
ticketsready for redemption, as well as disclosing methods and apparatuses to audit and r|
both typesMoreover, both electronic and physical tickets worlcomjunction together using
unique barcodes, which allows for flexibility and convenience for redemption sites. Both
electronic and physical tickets have a barcode scanned identically by the same redgtaptio
This allows a ticket to be modified or transferred to another patron, irrespective of whether
have a mobile device to use for redemption.

One example of the interaction i n nedri
field communicéon. An event could be postponed for later in the season for weather reasd
Some fans may opt to use their original electronic or physical tickets at the latériaate
tickets are modified by the redemption authority to work on the new date, withmades
needing to be regenerated. Some fans may opt to sell or transfer their electronic or physic

tickets to another party, including transferring them back to the seller for a refund. In each

instance, the electronic or physical barcode is traresfa@o another party, with the new barcode
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being regenerated in some cases to prevent fraud wheaolde mostly in cases where the selle

is issuing a refund and then relisting the ticket for sale. In all cases, tickets can be transfer

=

red

from electronido physical mediums, using the same universal identifier encoding. In this claim, a

physical ticket is generated and issued electronically to a digital device, which is then pres

the barcode image on the display surface when prompted by the user NI to transfer the

ticket book is no different than scanning the tickets using a barcode reader or camera. The

inherent method and process remain identical.

463 Claim 10. The method of claim 1, wherein the event comprises a concert.

464. Plaintiff depicts a concert ilExhibit 21, wherein a festival is shown as a uniqus
identifier type. A concert was the example former CEO dglesl with plaintiff when he
presented the idea to him. Two of the theatres depicted and the associated student union
regularly host concerts.

465 Claim 14. The method of claim 1, comprising displaying information from the
ticket on a screen of the electronic device.

466. Plaintiff clearly depictdlisplaying information from the ticket on a screen of th
electronic devicen Exhibit 17, Exhibit 19 andExhibit 21.

467. Claim 15. The method of claim 1, wherein the electronic device comprises a
handheld device and the handheld device comprises a portable media player.

468. Plaintiff clearly depicts both a handheld device apd@able media player in
Exhibit 17 andExhibit 19.

469 Claim 17. The method of claim 1, wherein the event comprises a play.

470. Plaintiff clearly depictglisplaying information from the tickef élamletin a
screen of the electronic deviceExhibit 17 and again irexhibit 19.

471 Claim 19. The method of claim 1, wherein the event comprises an opera.

472. Plaintiff clearly depicts two theatre typeskmrhibit 21. Both of the listed venues
at Cal State Fullerton (Little and Big Theater) hawstld operas.

473  Claim 20. The method of claim 1, wherein the event comprises a sporting ev

474. Plaintiff clearly depicts baseball, basketball, soccer, softball and volleyball as
event types ifexhibit 21. Plaintiff clearly depicts a physical tickier an NCAA baseball game
against Univ. of Pacific and also an electronic ticket for an NCAA Super Regional basebal
tournament at Goodwin Field Exhibit 19.

475  Claim 21. The method of claim 1, wherein the event compriseshaotrelated
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event.

476. Plaintiff clearly depicts a plurality of universigvent® featuring concerts,
performing artsand botrme n 6 s and w aathletiosi Exhibit@ A Bxhibit 19,
Exhibit 20 andExhibit 21.

Count 11 Patent9,277,530
Delivery of push notifications to an inactive computing device

477. T h &30patent includes the following claims plaintiff invented, specificklly
14, 15 18 20and & as listed belowEvidence is supported IBxhibit 1, Exhibit 2, Exhibit 3,
Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.

478 Despite the focus and title, this patent discloses necessary art plaintiff invent

pertaining to reliably finding a lost smartphone or devidee ternflost devic@is found directly
in four instances throughout the application.

479. InBackground, i t Esamplésefsych dpplications are calendar app,
contacts app, image library organizer dppt-device locator appvoice over Internteprotocol
(VolP) app, video conference appcet 0  Hpelr aeii nventibrf irepresented by the lost
device locator app, which utilizes the cloud server to alloviifiding devicedocation and

remote command event execution. Note using awebtpage connect t o t he

different than using the same login credentials with adestce locator app. They equally are
capable of enabling |l ost Adiscoveryo mod
commands that use notificatiomsdommunicate with the typically inactive, lost device.

480. InSummary, i t Exampleésefsych neredlisted apps arostdevice
locator app voice over Internet protocol (VolP) app, video conference app, etd. he us
l i stingo an ap p hotpeeantpilvaysecsringtieir lynited usagea Wwhierslost
Adi scoveryo mode has bdusingeithera lodtiexick lobayor apphoe
web page to enforce the restriction on the diestice. This allows for the telephony app to be
used to contact the true owners unique contact number by an honest finder, as well as for
accessing the device and reporting its geographical movement while the display is inactivg
without the knowledg of a thief if the device was stolen and not misplacEuls, a losdevice
| ocator app is added to a speci al Awhite
Adi scoveryo mode has been enabl ed.

481. In Detailed Description Overview it statesfiExamples of apps installed on the
device that typically are not rdidted ardost-device locator appvoice over Internet protocol

117 4AC
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(VolP) app, video conference app, etc. As d isupreg thelostelalice locator appnd
tel ephony aligtpesd ,arseon Gats rteod ensure their u;
enabled by the true owner.

482. In Activating Recipient Device to Deliver Push Notifications Using
Notification Handler Run by Recipient Device i t As sueht tleesapp58a is reérred to
as a redisted app. A second category of apps, éogt;device locator appvoice over Internet
protocol (VoIP) app, video conference app, etc., is such that delivery of push notifications
app158b from the second category would cause the recipient dés@t® transition from the
inactive state into the active state prompting the user to interact with ti&&bppldentifiers of
the apps from the second category are left out of the relbfisiHerein, the notification server
is the cloudbased server being used to manage lost devices. The only way the inactive de
become active for an hondstder to attempt reaching the true owner is for such processes |
be added to a reldst.

483. Claim 10. The method of claim 1, wherein the recipient device is in the inacti
state when at least a display of the recipient device is dark while the recipient device is ru
on battery power.

484. Plaintiff discusses in great length the benefits of maximizing the battery life g
lost device; in order to increase the opportunity for the true owner to locate the device. In &
to Exhibit 8, seel65 170 185 208211, 241and244-248

485 Claim 14. A computing device comprising: one or more hardware processors

5 a g

for an

vice c:

0 not

ve

ning

f the
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- and

norttransitory computer readable medium encoding instructions that, when executed by the one

or more hardware processors, cause the one or more hardware processors to eotifiestian

handler that performs operations comprising: receiving a first push notification for a first

application while the computing device is in an inactive state; determining that delivery of the

first push notification would cause the computing deub transition into an active state witho
prompting a user associated with the computing device to interact with the first application
wherein the operation of determining that delivery of a push notification would cause the

computing device to trartgn into the active state without prompting the user to interact with

first application comprises: parsing a record of restricted application identifiers stored at the

computing device, the restricted application identifiers corresponding to appiEatstalled on
the computing device for which delivery of push notifications would cause the computing d

to transition into the active state without prompting the user to interact with the respective
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installed application, and finding an identif@rthe first application among the restricted
application identifiers of the stored record; in response to determining that delivery of a pu
notification would cause the computing device to transition into the active state without
prompting the user tanieract with a particular application, storing the first push notification &
the computing device; receiving a second push notification for a second application while {1
computing device continues to be in the inactive state; determining that delitkeysafcond
push notification would cause the computing device to transition into the active state prom
the user to interact with the second application; and in response to determining that delive
the second push notification would cause the aging device to transition into the active stat
prompting the user to interact with the second application, delivering the received second
notification to the second application and the stored first push notification to the first applic
486. Causngacomputing device to transition into an active state without promptin
user associated with the computing device to interact with the first applicatioonly method
to ensure both that the location of a lost device can corfiinuecordinggeographicharted
timestampsvhile a thief has possession, as well as allowing an honest finder to contact the
owner if found. It has the benefit of reducing battery drain by only allowing a few processe
applications to execute whenthedevice i n | ost Adi scoveryo n
Exhibit 8 and alsdl65 170, 185, 208211, 241and244-248 This is whyplaintiff described
using the battery sparingly unti/l itdés d
indefinitely if i1itds detected that a pow
487. Parsing a record of restricted application identifiers stored at theutorgp

device, the restricted application identifiers corresponding to applications installed on the

computing device for which delivery of push notifications would cause the computing devi¢

transition into the active state without prompting the usertéwact with the respective installeq
application, and finding an identifier of the first application among the restricted applicatior]
identifiers of the stored rembis depicted with identifiers communicating with the server in
Exhibit 12.

488. Storingthe first push notification at the computing device; receiving a second
notification for a second application while the computing device continues to be in the inag
state(determining that delivery of the second push notification would causmihputing devicq
to transition into the active state prompting the user to interact with the second applisation

shown by plaintiff in the example lock screen with messaging for an honest finder to reach
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true owner irExhibit 12. Image 1 & 3of theapplication show this same process outlined.

489  Claim 15. The computing device of claim 14, wherein the operation of

determining that delivery of a push notification would cause the computing device to transition

into the active state prompting the useinteract with the second application comprises pars|ng

the record of restricted application identifiers stored at the computing device without finding the

identifier of the second application among the restricted application identifiers of the stored
record.

490. Parsing restricted application identifiers is accomplished by user record mapping

against the cloud or notification serverdrhibit 10 andExhibit 12. Similarly, if an honest

finder pressed an operative button to interact with the device, it would cause an active state to

present the lost messaging screen and telephony application process on the deviéeatisplay
because the first push notificationtza$ r eady enabl ed | ost fAdi s

causing the restricted application identifiers to be enforsdess technical explanation is that

co

the device doesndt begin to enf oingdeclaredbst [r e s
by the true owner and | ost f#Adi scov@dhisylaimisio d e
explaining that when the device i s restrictedo|r ma:

application identifierswhile explaining how its reessarily enabledn theory, while not as

practical, another application (not for finding lost devices) could send a similar instruction o an

—

inactive device using a cloud server to manage such notificafibissis why a VOIP applicatiot
is another exaple cited by the application.

491 Communicating with an honest finder follows this process as outlined by plaintiff

generally, as even their intervention with the buttemshe physical device has already been

predicated by restricted application idéetis. Otherwise, the honest finder could potentially

activate other applications or processes on the device; including access to the contents of|the

device if no passcode had been enabled by the true owner.
492 Claim 18. The computing device of claim 1&herein the operations further

comprise transmitting, via a public IP connection to a notification server associated with the

notification handler process, a copy of the record of restricted application identifiers generated b

the computing device, suthat the notification server can (i) temporarily store, at the notification

server, push notifications for applications installed on the computing device that have appljcatior

identifiers included on the copy of the record of restricted application figesitiand (ii)

opportunistically push the stored notifications along with a notification for an application
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installed on the computing device that has an unrestricted application identifier.

493 The notification serverepresents the conduit which a padP connection is
derivedby the devicewith appropriate notification handlers. This is explained in the process
Exhibit 8, the connection path and user record mappirigxinbit 10 andin practical operation
in Exhibit 12.1 t 6 s | mp oappodaunisticallymushimgnbtéications can also ocas a
result of executing remote command instructions, as previously detailed in previous paten

494, Claim 20. The computing device of claim 14, wherein the operations further
comprise removing the record of restricted application identifiers from the computing devig
storage upon detecting that the computing device transitions from the inactive state to the
state.

495 When the true owner of a device disabtet i ddovery mode it requires that
the cloud server depicted in plaintiffs notes signal to the lost device that applications and r
functionality can now be restablishedHerein, the list oapplication identifierss thus no longef
enforced and normalperation is restored to the active devilieis also restores normal
notification service for applications and the OS itself, as such functionaffiyinsarily, but not
limited) to locatng the devicggeographicallyand communicatg with an honest finder.

496. Claim 23. The computing device of claim 14, wherein the computing device i

5 of

e's

active

egular

5 in

the inactive state when at least a display of the computing device is dark while the computing

device is running on battery power.

497. This is thestate most devices are in when declared lost by the true owner an

discussed ifexhibit 8, with an example depicted Exhibit 9. The iPhone is obviously operatif

on battery power while moving throughmpteh

Process Ul O generally assumes the device
Count 12 Patent 8,670,748

Remotely locating and commanding a mobile device

498 T h &48patent includes the following claims plainiifizented, specifically, 5,
6,8,9,11, 12, 14, 16, Bnhd 28as listed belowEvidence is supported laxhibit 1, Exhibit 2,
Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 and
Exhibit 12.

499 Claim 1. A computerimplemented method performed by a specified mobile

device, the method comprisingccessing, by the specified mobile device, a notification serv

on a server separate from the specified mobile device, the notification service hosting a pl
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of command collection topics, where each of the plurality of command collection topics is

subscribed to by a unique mobile deviaecessing, by the specified mobile device, one of the

plurality of command collection topics that is subscribed to by theifsgd mobile device, the
accessed command collection topic including a plurality of command nodes, each corresp
to a remote command typeolling, by the specified mobile device, each of the plurality of
command nodes of the accessed command tolhetpic to determine whether one or more rj
remote command messages have been received by the accessed command collection toy
retrieving, by the specified mobile device, from a remote lock command node included in t
plurality of command nodes, amote lock command message, where the remote lock comn
message comprises a lock command and a locking passatdeg, by the specified mobile
device, the specified mobile device using the locking passcode in response to the lock cor
setting, bythe specified mobile device, an unlock passcode associated with the specified nj
device; andyenerating, by the specified mobile device, an acknowledgement message in rg
to the remote lock command message.

500 The cloud server depicted and désed in plaintiffsExhibit 1, Exhibit 8, Exhibit
9 (which shows the server login page) and also directly showmhibit 10 i sa notification
service on a server separate from the specified mobile dekixieibit 12 shows the server in a
block diagramThe cloudbased recovery server handles a plurality of programmatic functio
accomplishing the goal of reliably locating a lost device and giving an honest finder a reas
opportunity to contact the owner. Thetifications discussed throughout this patent generally
relate to notifications for the lost device or server relating to the dynamic location of the de
including the remote command functions the true owner may execute using another comp
device) logged into the server with the same crederbgilsg used on the lost device when los
Adi scoveryo modeds actuated.

501. A plurality of command collection topicselate to functions a true owner may
utilize after declaring their device lost andngsthe cloud server to actuateo sliscovéry
mode. An example function is shownBmhibit 12, with the server in a block diagram, and, ar
example remote command shown in an example screéngiimability to allow an honest findg

to call the owner usmthe deviceExhibit 9 also shows a remote command notification in

actiord the dynamic traveling location of the lost device is presented on a map in real time,.

502. Moreover,Exhibit 9 showsthe remote lock command message comprises a Iq

command and Bcking passcoddocking, by the specified mobile device, the specified mobi
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device using the locking passcode in response to the lock comseitialy, by the specified
mobile device, an unlock passcode associated with the specified mobile devigenarating,
by the specified mobile device, an acknowledgement message in response to the remote
command messagg.n d er A E x a mp IseepiBted@ turcson to ddaté and lock a
missing device, with the corresponding example Ul for the logteeshown in Exhibit 12,
noting the field explicitly for a locking passcodexhibit 11 is mostly concerned with a narrativ
of how to |l ock and unlock a device when
the device and invalidate thegsaode while privileged modeisins e. 6 Even a
doesnét contain the el ement of copy Appl
exampl e herein. ltds clear to an objecti
impossible to file this and the other applications without working from a photocopy of plain
note® which were available to many Apple employees, including the two executives respg
for implementing the feature, and, who had no knowledge o€timisept, idea or implementatid
before plaintiffs disclosures xhibit 3 andExhibit 5.

503 Claim 5. The computeimplemented method of claim 1, wherein generating a
acknowledgement message further comprisetuding a time stammdicating a time at which
the remote lock command message was retrieved.

504 The importance ofisingaremote command message wittinae stamp indicang
(for examplewhen a lost device was physically at given locations on a map was disclosed
plairtiff as discussed &7, 111, 159 163 214216, 218 234, 252, 257-260, 290, 361, 363 Using
a time stamps for querying battery life operations was disclosed by plairitif®at73 208 210
and230.

505 Claim 6. Thecomputerimplemented method of claim 1, wherein locking the

specified mobile device further compristxcking a display associated with the specified mohi

device such that access to one or more of information stored on the specified mobile devig
functionality of the specified mobile device is blocked.

506. Plaintiffs narrative explainingisfunction of locking access toformation stored
on the specified mobile device almaiting (or otherwise suppressing) fisnctionalityhas been
extensivelyiscussed throughout the complaint, includin@z@®, 172 175 177, 183 187, 206
264, 275and281

507. Claim 8. A nontransitory computereadable medium, tangibly encoding a

computer program product comprising instructions operable to cause a datssprg@pparatug
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comprised within a specified mobile device to perform operations compraiogssing, by the

data processing apparatus, a notification service on a server separate from the mobile de

notification service hosting a plurality obmmand collection topics, where each of the plurality

of command collection topics is subscribed to by a unique mobile dagicessing, by the data
processing apparatus, one of the plurality of command collection topics that is subscribed
the spedied mobile device the accessed command collection topic including a plurality of
command nodes, each corresponding to a remote commangalpey, by the data processing
apparatus, each of the plurality of command nodes of the accessed commandrtadipitito
determine whether one or more new remote command messages have been received by
accessed command collection topi&trieving, by the data processing apparatus, from a rem

lock command node included in the plurality of command nodesmate lock command;

locking, by the data processing apparatus, the specified mobile device in response to a lo¢

command included in the remote lock command messagguimighing, by the data processin
apparatus, an acknowledgement message to thecatitifi service.

508 A notification service on a server separate from the mobile device, the notifig
service hosting a plurality of command collection topics, where each of the plurality of conj
collection topics is subscribed to by a uniqgue mobile degicegssing, bthe data processing
apparatus, one of the plurality of command collection topics that is subscribed to by the spg
mobile device the accessed command collection topic including a plurality of command no
each corresponding to a remote command iypepicted and/or disclosed by plaintiffExhibit
1, Exhibit 3, Exhibit 8, Exhibit 9, Exhibit 10 (wherein the server is depicted being separate
from mobile devices in an example flow diagraaxhibit 11 and finally Exhibit 12, which
features a beforeméoned flow diagram depicting the server hosting the notification servicg
a unique mobile device, and, a remote co
Lock ScreendhWhen Lost o

509, Claim 9. The computereadable medium of claim 8,rftier operable to cause
data processing apparatus to perform operations compridemgifying a passcode specified by
the remote lock command messagetecting that the specified passcode does not comply w

security constraint implemented by the@ped mobile device; andetermining, in response to

the detecting, not to reset an unlock passcode associated with the specified mobile devics.

510 Enforcing a passcode as specified by a remote command instruction has alrs

been interrogated in preais claims, with examples 44, 114, 157, 172, 175, 180, 181, 264,
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275 278 285 297and348

511 Claim 11. The computereadable medium of claim 8, further operable to caus
data processing apparatus to perform operations comprisaking thespecified mobile device
by locking a display such that access to one or more of information stored on the specifieg
device and functionality of the specified mobile device is blocked.

512. This is the computereadable versioof Claim 8 thatwasadded for patent
applicationambiguity and was interrogatedpraat 508

513 Moreover,wvnen | ost f@Adiscoveryo mode has
|l ocks the device until itds been di s abbee
unable to access tleformation stored on the specified mobile deyme enable functionality o
the device. An honest finder would only
enabled previously. No other functionality can be realizetieven the telephone cannot be us
to dial any other numbexxcept he pri vil eged contact. Whi
the device is effectively disabled and cannot be restored to escape this restriction. The da
processing apparatus on theutl server enforces this policy and is a solution to the longstar
problem of preventing mobile deviceth®ft he r esul ting device h
been disabled using a cloud server by the true owner; even if the device was jusepunelas
the day before.

514  Claim 12. The computereadable medium of claim 8, further operable to caus
data processing apparatus to perform operations comprisahgding a time stamp in the
acknowledgement message indicating a time at whickethete lock command was executed

515 This is both demonstrated and necessary in ord@istog one common, simple
example hereinghart the location dynamically of a lost device over time and present a trail
showing past static movementspid a i sorigindl gdmbodiment, the lost device is locked wh
|l ost Adiscoveryo mode has been enabl ed b
notification server in the applicatioBeel7, 36, 67, 150, 159 160 163 183 201, 210 213216,
218, 222,234, 252, 256-260, 264, 290, 361and363

516 Claim 14. The computereadable medium of claim 8, further operable to caus
data processing apparatus to perform operations comprestajlishing a connection to the
notification service over a wireledsita connection.

517. Plaintiff clearly depicts a computer readable medastablishing a connection tg

the notification service over a wireless data conneatiéxhibit 10. Further, plaintiff depicts ar
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iPhone using both cellular and switched Internet wirelessly to connect to the notification se
in separate flow diagramBxhibit 12 also depicts a notification server being connected to a
iPhone via both cellular (deted by baseband) and wireless Internet mediums.

518 P a i rexhibif 10 dearly depictsestablishing a connection to the notificatiof
service over a wireless data connection. PhWi-Ri@ i s depi cted bein
Internet and cellularesvice providers networks and the cloud server; depicted in the applica
as a notification service.

519 Claim 16. A mobile device comprisingorocessor electronica;storage medium
storing instructions executable by the processor electronics totb@usecessor electronics to
access the notification service on a server separate from the mobile device, the notificatio
service including a plurality of command collection topics, where each of the plurality of
command collection topics is subscriiedy a unique mobile devicagcess one of the
command collection topics of the plurality of command collection topics hosted on the
notification service and subscribed to by the mobile device, the command collection topic
subscribed to by the mobile deeiincluding a plurality of command nodes, each command r
corresponding to a remote command typa} each of the plurality of command nodes of the
accessed command collection topic to determine whether one or more new remote comm
messages havmeen received by the accessed command collection tefrieve, from a remote
lock command node included in the plurality of command nodes, a remote lock command
messageppen the remote lock command message, the remote lock command message
comprising dock command and a locking passcodek the specified mobile device in resporj
to the lock commandset an unlock passcode associated with the specified mobile device tq
locking passcode; anuliblish an acknowledgement message to the notificativicse

520 Each of these elements have previously been heavily interrcggieasl including
t hroughout previous counts and featuring

521 Claim 17. The mobile device of claim 16, wherein ihstructions are further
executable by the processor electronics to cause the processor electramobsde:in the
acknowledgement message an indication confirming that the unlock passcode has been s
locking passcode and a time stamp identifya time at which the remote lock command mes
was retrieved.

522 The | ost device thatods been placed

cloud server at what time it was successfully placed in a locked Btégeallows for the starting
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point for forensic and map location charting by the cloud server, as well as providing a dat

for remote command instructions;, $eey can be properly executdthe discussion supporting

Claim 12 explains the importance of the timestamp from the missing device being recorde

thecloudservel. t 6s al so practical for calcul ati

memory contents of the lost devicérom a predefined amount of intect passcode attempts.
Count 13 Patent9,277,530

Remotelyreceiving & communicating commands tomobile device

523 T h &530patent includes the following claims plaintiff invented, specifi@li;
10, 11, 20, 22and B as listed belowEvidence is supported lxhibit 1, Exhibit 2, Exhibit 3,
Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.
524.  Apple filed for this patent oMay 30, 20146 which wasb months before

A

wrongfuly terminaing plaintift. | t 6 s i mpossi bl e t o auch eadierp |
invention, as documented in his I ab note
until a recent trip to the PTO ilexandrig ard, over a year after filing this litigation. Apple
failed to join the plaintiff to this app
other phondinding patentsThis last patent plaintiff discovered was the first phone finding
patent Appé should have propergnjoined hind while still employedhere

525 Claim 6. The method of claim 4, further comprisitrgnsmitting, via a public IP
connection to a notification server associated with the notification handler process, a copy
recordof restricted application identifiers generated by the recipient device, such that the
notification server can (i) temporarily store, at the notification server, push notifications for
applications installed on the recipient device that have applicatgmnifiers included on the coy

of the record of restricted application identifiers, and (ii) opportunistically push the stored

n poin

] using

ng

ai

b o«

of the

Yy

notifications along with a notification for an application installed on the recipient device that has

an unrestricted applicanadentifier.

526. Herein, this claim (as many others) uses a cloaskd notification server to
enabl e, disable and execute remote comma
Adi s cov é&mwhiah usepagebic IP connection from theudserver. The application
identifiers described are simply used to
necessarily placing all other applications on a blacklist; which continues temporarily until tl
owner has deactivated theafare. This allows the lost phone to have the selective use of pa
functionality, useful for an honest finder attempting to communicate with the true owner, th
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ability to record device location and movement, conserve battery resistance and reraseely
the contents of memory. An unrestricted
application)simply pertains to applications which have previously been programmatically s
be on a whitelist. Push nosttedcatmphy ae
programmatic method (using the Objective C programming language unknown to the misj
inventors) for drawing a message on a device in response to an &ht®accurs also without
requiring a user notification, which isseful when a remote command instruction is executed
remote device. It allows for a transaction to be executed without being stuck in a continual
loop, which is helpful for conserving resistance and memory footprint.

527. The use of softwarendustry terms like blacklist and whitelist for referring to
rights differentiation i s present i n man
this application. Yet again, Apple was ¢
common theme among the pheiimeding patents) notes correctly, just salvaging the overall
concept without describing correct detail.

528. This was confusingly declared again by Claim 16 in the patent in count 6. Cl
discusses the notification senasrd the concept of notification events and explains (yet agai
why the phondinding patents took so long to approve and required additional examiners, \
is very rare with such simple patents. Again, this stems from misjoinder inventors not
understanithg the plaintiffs notetheycopied or, how objectoriented programming works.

529. The narratives supporting the patent in count 6 apply herein to this claim ang
been interrogatedd nauseud i t ndtsriecessary to burden the Court with duplication.

530. Claim 7. The method of claim 2, further comprisirgmoving the record of
restricted application identifiers from the recipient device's storage upon detecting that the
recipient device transitiorfsom aninactive state tanactive state.

531. Thisis simply terminating the event loop which programmatically allows the
device to enforce the application whitel
the device is found, the instructitmom the cloudserver (called a notification server herein)
which disables the lost functionality also returns the applications on the device to normal
operation. 't woul dndét be novel to still
function again after its been found by the true owner. Even the overall concept of ambiguit
patent applications (which adds some duplication of function to other things) questions the

for this claim, however, the one technical reason for this nabdesdby Apple is that a device
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whi ch i s (ab6dpefullyoaregptomosition) needs to remain locked so that its resale v
null, and, so that a determined thief ca
compromise the passcodred gain access to the device.

532.  Given plaintiff worled | Eon issuepotentiallyinvolving national security

interestgnot appropriate for disclosure per NDA) it was a realistic corljjj| | | | d@| MEEEE o ¢

I - dincreasingsuccess I -
I -0 d allowapplication datgnormally encrypted when connected to
another deviceto be accessible and potentiatlguse unnecessary loss of libg, seriousnational
security implicationslf an iPhone was lost with sensitive informatji  EGTcTNGEGEE_

I - <\ could very easilgain access to classified information.
I n plaintiff s 0oftendodored inlhopsa protetipe wdule bevett s

unattended, which resulted in security providasgort during certain conditionsven when

travelling between Apple building| GGG
4 |&
. [&

Thus, the application blacklist has critical reason for being enforced in perpetuity
the true owner deemsitfourl.p p | e d o e s n 6 prcirg xhe dpplication blackdist is &
key method of ensuring a device has no resale value even when new; which is a longstan
problem plaintiff solvedamong other€Even in a usage case where there was no passcode,
having the applications inaccessibbn still prevent the device being reimaged and repurpos

Given plaintiff doesndt know and neve
doubt they likely had no experience or familiarity with the espionage potential with a stoler]
device including national security information, or, highly confidentidlexeord intelligence. In
contrast, plaintiff has found feaomputingdevices over 30 years beo u | compéoiniseEven

before plaintiff worked for Apple, he had considerable experience dealing with users losing

devices with confidential information, partiarly for the California State University. Moreovef

plaintiff had recovered data from lost devices that had failedeoeevenseized by law

enforcement. In one case, plaintiff defeated Apple File Security encryption on a PowerMag

and recovered intéionally encrypted data resulting in a serious criminal convidbothe

accused employe# restrictive application identifiers had been invented by the plaintiff back

t hen, itds uncertain the same met hollhge h e

worked, for example.
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533. Claim 10. The method of claim 8, further comprisitrgnsmitting, via a public IP
connection to a notification server associated with the notification handler process, an inst
to remove a copy of the recordrektricted application identifiedsprovided by the recipient
deviced from storage at the notification server.

54. Herein the true owner is disabling

they had previously used to enable the functionality. Thidteegsno need to continue enforcing

restricted application identifieennd a return of normal functionality for the device.

535. Claim 11. The method of claim 2, wherein the recipient device is in the inacti
state when at least a display of the ramipidevice is dark while the recipient device is runnin
on battery power.

536. Herein this claim means that the ability to vsstricted application identifiefse.
a blacklist) and execute remote command instructions does not require the displagtioebe
This makes sense, as otherwise a person would have to push buttons on the device after
before any restriction policy or remote command enforcement occurs. It also helps retain
resistance while still allowing remote command interactidmch is an important consideratiory
not disclosed by Apple. A device may have low resistance when lost, or, may potentially n
found before depletion. This was an important consideration plaintiff explained previously
stemmed from his previous woon battery signaling across different power states at Apple.

537. Claim 20. The computing device of claim 18, wherein the operations further

comprise transmitting, via a public IP connection to a notification server associated with the

notification hauller process, a copy of the record of restricted application identifiers genera
the computing device, such that the notification server can (i) temporarily store, at the noti
server, push notifications for applications installed on the cangpdevice that have applicatio
identifiers included on the copy of the record of restricted application identifiers, and (i)
opportunistically push the stored notifications along with a notification for an application
installed on the computing devidsat has an unrestricted application identifier.

538. This claim simply discusses the lost device sending a list of its application
restrictions tdhecloudb ased noti fication server when
As already explainedingrea det ai | | part of the novel-t)
server ensures enforcement of policies on the lost device; largely so a thief has no methog
disabling or otherwise overcoming such protection after being enabled by the truelbalser.

ensures that the device cannot be restored and overridden by connecting it physically to &
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computer device using a physical cabled connection. While restoring an iPhone using iTu
computer is what most users might identify as the typicainsef repurposing a device, both
historically and currently hackers, intelligence services and rogue actors also use physical
connected devices to overcome and use fib
Around the time of this cases iwitifiling, law enforcement agencies began purchasing expe
devices which circumvent Applebs device
becomeeasifdd espi t e Appl eds r anc or )an@appleationeestticson
pdlicy enforced by a clouderver helps ensure the local data is inaccessiidm local sabotage
has beensuccesstuin d 1 sndét di scl os.&rdm a user persgedtiedagempl
to launch a Mail or Notes application will still fail and wgdully fibounc® when launched; as i
the application was already open when it
data hives; while preventing the saboteur from simply copying the application bundle to an

similar device and agairitampting to access the dalis.unfortunate Apple failed to disclose or

explain this the patent would vbeen issued much soonand wo u | d babhtonfbseng ad
incomplete.

539. Claim 22. The computing device of clainD2wherein theperations further

comprise transmitting, via a public IP connection to a notification server associated with the

notification handler, an instruction to remove a copy of the record of restricted application
identifier® provided by the computing devigdrom storage at the notification server.

540. Again,lostidiscoverymo d ddyesn beemlisabled by thérue owneyusingthe
cloud-basedotificationserver.The notification servethan removes the event loop for remote
command instructions, which remowég application blacklist initially received from the devid

541. Claim 23. The computing device of claim 16, wherein the computing device i

nes on

ly
rut
nsive
p a:
ab

19 p |

0s
other

50N

the inactive state when at least a display of the computing device is dark while the computing

device is runmg on battery power
542. Herein is another case of ambiguity for the application, simply reinforcing the
principle discussedupraat 537 applies to inactive states after initial detection and blacklisti
Count 14 Patent10,257,709

Bypassing security authentication scheme on a lost device to return the device to the own

543. T h &09matent includes the following claims plainiifizented, specifically, 4,
8,9, 13, 14, 15, 1and D as listed belowEvidence is supported axhibit 1, Exhibit 2,

Exhibit 3, Exhibit 4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 and
131

4AC
4:18-CV-05928JST




© 00 N o o b~ w N P

N NN NN NN NN R P R R R R R R R
0o N o oo A OO N P O O 0O N oo oMW N O

Exhibit 12.

544. Applefiled for this ptent onAugust 18, 2013 almost 3 years after the 2014
wrongful termination of plaintiff.

545, Fittingly, Applebs misjoinder inve
copiousinvention notes and narrativéor reliably finding a lost devicgeand communicating with
an honest finder. This requiradubsequent continuation application of ghégent from
2014/019996@riginally filed in 2013, and, disclosed previously in earlier causes of abfioch
of the reason for this continuation patent wasajhgarentealization thirdparty applications
could be used by an honest finder to communiadtte a privileged contaét telephony and
messaging apps by third parties could be usgdaoe of the default ones provided by Apple.

546. Plaintiff mentioned this important distinction to several peaylde advocating
his inventionand explained hissage casef using VOIP servicgvhen traveling on Apple
businessvith his iPhone and Mad he concern was that a lost device could be configured by
default to receive telephony communication over a wireless connection; even if the wireleg
network was avéable and connected, it needed to be established as a communication meg
in the software for locating a lost device. Otherwise, an honest finder could attempt to dial
privileged contact when | ost #Adi sc bavetthey 0
equivalent of dial tone.

Thecellularbaseband connection on mobile devices is always the default for teleph
service, irrespective of the hardware vendor. The software controlling the devices operatig
the operating system or telephaapp) must be cognizant of this secondary communication |
this allows the incoming and outgoing telephony to occur independent of just the cellular
baseband, allowingist a wireless internet connection to receive and transmit. The risk plair]
fearedwas a lost device being able to connect to a wireless network for VOIP that was byp
in favor of the traditional baseband connection all mobile phones use by default. A particu
usage case was the iPhone user traveling ovgrseavh o 6 d s wiVOIP balird) to @awoid
costly international roaming from their home cellular provider, or, those who had ac@ésEitg
but had unsustainable cellular service in outlying areas. Several national parks in America
had this issue, for example. A stgWi-Fi connection might be available from a building with
wired connection, but cellular service for some (or all) carriers may be nonexistent or unre
Sadly, this reasoning fortee ed of thi s conti nuati on tigna

by Apple; not surprisingly because he was no longer at Apple.
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A new misjoinder inventofnot present on other phofiading patents)s named solely
hereinf urt her explaining the confusing narrtr
Instead of making this simple explanation, Apple instead discloses the need to switch to te
messaging apps for communicating with an honest finder. This is the exact same problem

augmenting the devices useWf-Fi instead of the cellular baseband coliér, butunexplained.

ati
Xt

with

Apple continues to beat a drum discussing chéregween using telephony and text messaging in

the user interface instead.
Understandably, when one copies something given them, they miss important distif
about thaarchitecture and functionality inherdotthe original creatoSince none of the
misjoinder inventors actualipventedanything, their application disclosures were confusing :
uncertainThe heart of this patent lies in allowing the mobile device to use a different trans
ot her than cellular baseband. Most text

messages using wireless Internet, instead of available cellular conrseétipnp | e 6 s r a

narrative in the applicatiofin re switching between telephony or text (SMS) messaging in the

user interfacenecessarily depends on the device being configurbygdass the baseband
connection. Otherwise, nothing works; the device continues to be lost and unreachable. N
i s novel about switching c¢ ommuwforadeaignipaterdor m
the GUI declared. Given design patent applaraifor GUI and user interface element design
the PTO have grown considerably and allows for overcoming the hur8eW@8C §101, this
further exposes the confusion AppPGfomnomi
understanding innovatioit wholly stole from plaintiff.

547. Claim 1. A method comprising: displaying, while a device is in a locked mode
which a plurality of services are unavailable on the device, a selectable user interface (Ul)
the device for enabling a perstmoperate the device to communicate with a privileged contd
while the device is in the locked mode; upon selection of the Ul item, displaying a list of

privileged contacts while the device is in the locked mode, wherein the list of privileged co

1ction:

and
bort
me ¢

mp

pthing
et t

at
S
b in
item

\Ct

ntacts

includes an owner of the device; displaying, upon selection of the privileged contact from the list

of privileged contacts, a list of different communication types for initiating a communicatior
the privileged contact, the displayed list of differemtnenunication types being exclusive of

communication types for initiating a communication with other privileged contacts; and init
the communication with the privileged contact selected from the list of privileged contacts,

communication having @mmunication type selected from the list of different communicatig
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types.
548. This claim discusses the basic function and operability gbthea i mhomef f

finding invention. Operating the device in a manner that an honest finder can have a teasq
chance to reach the true owmeevident repeatedly ip | a i mdsdriptibnsadd invention note
Pl aintiff has a EkhibieSstsspeagificallgdeal wita this praklem; allowing
the true owner to (at the very least) display contact information on the device when lost

Adi scoveryo mode has been enabled by the
differentiates betweenusinglae f aul t | ost <contact messagse€g

by the true owner with additional parameters. Even one not skilled in the art can easily dis

plaintiffds invention was copi edExhbitd2. | sl t
obvious that Appleds | ater Ul matches pl
mentions in a note that, Auser record al

is so that the clouderver carenforce this message withouteéntention locally by a thief, who
wi shes to instead maintain the false i ma
to dynamically change their contact info. A perfect example is the lost phone during a vaca
the addition of the locdlotel number may be easier for the true finder tadiphrticularly if
either the | ost phone or honest findersé

surprisingly, Apple fails to disclose this important consideration and focus simply on the

privileged contact statically declared by the true owner previously, before the device is losj.

Pushing the telephone number onscreen is useless if the device cannot reach that numbe

service provider has configured the device for that region.

549. Claim 4. The method of claim 3, wherein the selected privileged contact is the

owner of the device.
550 Thisis patently obvioua mongst pl aintiffds inve
particularly inExhibit 8 andExhibit 12. The example Ul in Exhibit #br locating and

communicating with a lost device also shows the default privileged contact is the true own

discussiornin re law enforcement tracking iBxhibit 11 even (to a lesser extent) reinforces this

concept, especially the sixth bullet podaincerning the privileged user being used to then att
to track the lost device. The true owner thus has no issue verifying their displayed contact
the lost device for law enforcement if recovered.

551 Claim 8. A nontransitory machine reatlee medium storing a program which

when executed by at least one processing unit of a device bypasses a device security pro
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communicate with a privileged contact, the program comprising sets of instructions for:
displaying, while the device is mlocked mode in which a plurality of services are unavailab
on the device, a selectable user interface (Ul) item on the device for enabling a person to

the device to communicate with the privileged contact while the device is in the locked mo

le
bperat
de

upon selection of the Ul item, displaying a list of privileged contacts while the device is in the

locked mode, wherein the list of privileged contacts includes an owner of the device; upon
selection of the privileged contact from the list of privilegedtacts, determining a
communication type of a plurality of different communication types for initiating a
communication to the privileged contact based at least in part on a configuration of the de
and initiating the communication with the privilebeontact selected from the list of privileged
contacts, the communication having the determined communication type.

552  Again, plaintiff demonstrates an example Ul in Biibit 12 invention notes

which shows thisclaimbda ct i on. The fAeexm MPH een Lloacskt o5 co |

vice;

1 0O W

with a dialog box allowing only the operationtbe telephone to reach the true owner, using the

devices baseband connection to dial-#88-7890.An option for the true owner to unlock the
device is depicted below, hower, a plurality of services is unavailable on the devscelearly
occurring. Herein, a picture is worth a significant amount of words. Plaintiff also illustrates
Exhibit 9 how the true owner of one device could theoretically also be defined as a privileg
contact on yet another device, illustrating tharagle of a minors phone listed along with the
plaintiffs and his spouse as available devices using plaintiffs credentials; registered with th
server; which Apple sometimes also calls a notification server. This shows in reverse actig
theplant ff coul d be the privileged contact
Exhibit12e x ampl e Ul ) when | ost fAdiscoveryo m
553 Claim 9. The nontransitorymachinereadablenedium of claim 8, wherein the
program further amprises a set of instructions for receiving the selection of the privileged

contact from the list of privileged contacts before initiating the communication.

554. As previously interrogatesupra the list of privileged contacts is received by th
lostcevi ce when | ost fAdi scoveryo -basedserveh dniike b
Appl eds unsure application, plaintiff al

provided the proper credentials are ugedibit 10 shows in more detail hoe user record is
joined with the devicebds hardware ident.i

plaintiff performed higeduction to practicever two years before the misjoinder inventors
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named on the phornding patents using the sanveatservers internally callJiand

I ) - osolved the media access control (MAC) address v

his . Mac user account . This all owed t he

vith

S el

credentials should attempat &ccess. It has the added protective benefit of eliminating unsolicited

traffic from Applebdbs servers (and fluste
which dondét bel onaglsdtem stulme st mce | @wme raffom &
cloud-server user account (iCloud today) from too many attempts to discover a lost Hevice
should be noted that none of the misjoinder inventors had access to the two servers calleq
- . /hich were necessary to develop tieiature, and, for its everyday
use; particularly as security restrictions forbid anyone without a need to know being involv
with production assets handling sensitive user data.

Somemisjoinder inventorarenot thought to even been employed at Apple when plai

invented Find my iPhone. Not one misjoinéenployeehad a required nondisclosure on file for

- o anything in the .Mac or Mobile Me infrastructun®ne of them
ever attenddcros§ uncti onal me e t i n g disclosédr envolved and they g

had no access to use, wark or otherwiseven knowvhat assets were necessary. Nobody wi
worked with plaintiff during his nearly decade tenure at Apple (hundredsmbgees) knew an
of these misjoinder inventgrany suggestion to the contrary would necessitate investigation
the DOJ, as it would raise serious questions about espiantg&pple infrastructurePlaintiff
was so concerned about tracking customercgs without their knowledge, he refused to
demonstrate the feature to others using devices other than his own, despite the zeal of se
employees who were very excited about his inverdimh wanted to see their own device be
locatedon-screen.

WhileAppl ebs current adverts feature iP
state in their demurrers that the misjoinder inventors performed an earlier reduction to pra
whi ch wasnoét pdngwoultnacessitatenyestigason loylthe DJif it were true
Having members of the public whob6re not
sensitive production servers) accessing extremely sensitive assets || jjjiland
IR < cessitates espionage investigation and igably untrue, however, this reality m
become necessary if Apple continues to disregard undisputed facts. Moreover, plaintiff wa

only person in his entire division who had acce 2R and, it was

granted by engineering mareagent specifically so he could help VIPs like Rush Limbaugh,
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those working with the Office of the CEO including journalists, and, to substantiate reports
emerging user issues (bugs and service disruptions) before they became an impact to mo
Pa ntiffs man agacesstiEE < the misjoinder
inventors wereno6t even known tsmmfrastrbceureand g i
may not have been employed by Apple in some cases. In this country, @anlietteduction to
practiceis recognizedn patentlaw, however, Apples repeategpositionslemonstrate thestill
dondt know h o w;abembasrassmeridricustonsersemployees and
shareholderd. f Appl e could substantiate even a
contact the DOJ and temporarily shut down iCloud worldwide; a very serious forensic prog
that may require disclosingaprivdoyr each t o all Apple custo
to argue that plaintiff did NOT perform a much eartiggduction to practicénvolving assigning g
privileged contact to a potentially lost devexed using remote commands,.&to be clear, agair
thereds no waegedtcontacatAppiewithout |GG

555  Claim 13. The nontransitory machingeadable medium of claim 8, wherein the
list of privileged contacts comprises a set of automatically generated privileged contacts.

556. As discussedupra thecloud server is capable of automatically generating the
of privileged contactfor the lostdevicevh en | ost Adi scoverhbhythe mg
true owner as described iExhibit 10.

557. Claim 14. A device comprising: a memory; and at leasé processor configured
to: display while the device is in a locked mode in which a plurality of services are unavailg
the device, a selectable user interface (Ul) item on the device for enabling a person to ops
device to communicate withpivileged contact while the device is in the locked mode; upor]
selection of the Ul item, display a list of privileged contacts while the device is in the locke
mode, wherein the list of privileged contacts includes an owner of the device; and initiate g
communication with the privileged contact selected from the list of privileged contacts, the
communication having a communication type selected from a plurality of different
communication types determined based on a configuration of the device

558 Heren t his claim describes the | ost
enabled by the true user using a cloud server. The device becomes unusable and commu
with the true owner is the only operation either an honest finder or thief alike ineg. 0the
AExampl e Lock Scr Exbibit 12\8heve thit cgcairting tadtion. i n

559 Claim 15. The device of claim 14, wherein the at least one processor is furthg
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configured to receive a selection of the privileged contact froriisthef privileged contacts
before initiating the communication

560. This claim is merely for application ambiguity and is reinforcing that a lost de
(with at least one processor) may receivepitidleged contact from the list of privileged
contacs beforean honest findenitiatesany communicatiorwith the true owner.

561 Claim 19. The device of claim 14, wherein the configuration of the device dog
not support cellular communications.

562 As discussed several timgegprg a lost device mayiraply use WiFi to connect tq
the cloud server and doesndt require a ¢
tablets and Mac computers all fall into this categbryractice, even a Bluetooth PAN
connection to an active switched networkkdkod be used, however,
before it was lost in most cases, as the ability to use a VNC is disabled proactively using
application identifiers; meaning the tru
new PAN connectioif the device had been moved after being declared lost.

563 Claim 20. The device of claim 14, wherein the at least one processor is furthg
configured to initiate the communication comprises a set of instructions for using-pattyd
application tomitiate the communication.

564. As discussed several timgegprg athird-party applicatiormay be usetb initiate
the communicatiob et ween an honest finder and the
invention The biggest example is VOIP applications, which are particularly cost effective w

traveling abroad in foreign countries; where a separate (and more expendivg ptah is

required by the true ownero6és cellul ar se
internationally, he used a VOIP application, as Apple forbid him from having an AT&T
international calling plan. This claim simply allowsaV@RP pl i cati on t hat

re-route normal telephony from the cellular baseband to (typically)-&i\Wetwork. While this is
the common usage ¢ as e :partyapplisatioa ecotld atlse He ysedofar s
telephony.

Count 15 Patent 10,447,839
Device Locator Disable Authentication

565. T h 839matent includes the following claims plaintiff inventedecifically all
twenty claimsas listed belowEvidence is supported lxhibit 1, Exhibit 2, Exhibit 3, Exhibit

4, Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.
13¢
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566. Claim 1. A method comprisingieceiving, by a mobile device, a request to disg
a device locator mode of the mobile device in which ancaizttd requesting device can receiy
location information related to the mobile deviappn receiving the request to disable the de
locator mode of the mobile devicgending, by the mobile device, a hardware identifier of the
mobile device to a serxdn response to a determination that the hardware identifier is asso
with a user account, receiving, by the mobile device, from the server, a challenge for creds
of the user accounteceiving, by the mobile device, credentials through aingsrface;
sending, by the mobile device, the received credentials to the sexaing, by the mobile

ible
e

ice

Ciated

bntials

device, from the server, an indication that the received credentials match the credentials of the

account associated with the hardware identifiedia response to receiving the indication,
disabling the device locator mode; dotlowing disabling the device locator mode, entering, |
the mobile device, an activation operating mode, wherein the mobile device is configured 1
enable one or moffeinctions in the activation operating mode.

567. Di sabling the device | ocator herei
plaintiffs original phone finding invent
APr ogr es sExhiwtd.dvibreowen, the most common way of disabling the device log

(which assumes the lost devices true owner has regained possession; or at least knowled

an honest finder the device is safe) can be accomplished using the cloud server, with &n g
Ul present irExhibit9. Once the device | ocator has |
Devicesdo radio button changes state to t

loops corresponding with it; including remote command execution.

568. This claim then discusses the method and apparatus used for configuring th
device locatarboth initially and then wheits functionality is desired by the true owner of s lo
computing or telephony devicExhibit 9 shows an example Ul which has begmolly
duplicated by Apple; both functionally, and, herein the patent application claims. The user
authenticates with the cloud server and then has access to other devices which have beer
registered using the same credentials. This comprises the devgtolivn by plaintiff in his
much earlier fAExample Process Ul o0 alread

569. Exhibitl0shows a bl ock diagram that sh
unique for a corresponding computing or telephony device is joined withutlee tro wn e r
account, creating a unique user record as depicted. Moreover, plaintiff discloses both IME

MAC address reconcil i at i o rkexhieit X2alterbatively discloses
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the cloud server using various communicatiotwoek types to communicate the information
contained in the unique user record essential for solving this longstanding pyollaoh
plaintiff did much earlier than Apple, while Apple claims his sole inven(tioay wholly copiedl
was prior art disclosedyp No ki a, which coul dndét be fur
illustrations continue to use many of the same images from previous applications; all of wh
very similar (or identical) copies of plaintiffs dated, much earlier invention noteboo&sefiom
August 30, 2008.

570 Claim 2. The method of claim 1, comprisinghile in the activation operating
mode, sending, by the mobile device, to the server, information related to a new account t
associated with the hardware identifier and cnéidés corresponding to the new account.

571 As definedsuprag Exhibit 9 depicts three iPhones which have bassociated
with the hardware identifier and credentials corresponding to the new ac€bisnis further
reinforced by the user record mapping block diagram in plaiiifgbit 10.

572 Claim 3. The method of claim 2, comprisinghile in the activation operating
mode, enabling the device locator mode.

573 As also defineduprg Exhibit 9 illustrates this exact moment; when the device
|l ocator mode (or | ost Adiscoveryo mode)
user account also registered wi thdinvéntors iPltohg
hasben sel ected in the device |list; with |
This is the same process adopted later by Apple, both with the Ul and programmatic funct
The device | ocator mode i s t housb uetntaobnl desd
same button than changes states and reveals messaging akin to stopping the device locat
and ending | ost fAdiscoveryo mode.

574. Claim 4. The method of claim 3, wherein the device locator mode is enabled

t he

ich ar

D be

20 U C
he

on.

wehpe

or mo

using

the information related to the new account and the credentials corresponding to the new accoun

575  As also definedupra Exhibit 9 illustrates this exact moment about to occur.

576. Claim 5. The method of claim 1, wherein the request to disable the device lo
mode is received through a user interface element displayed on the mobile device.

577. In plaintiffs Exhibit 12, a method for disabling the device locator by using the
correct passcode is clearly depicted in f
interface element is presented on the display of the lost iPhone, as the messaging above |

passcode fieldtates that the users iPhone is lost, and, provides adelemumber for an hones

14C 4AC
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finder to communicate with the true owner.

578. Alternatively, plaintiff also discloses the ability and need (for some users) to
disable the correct passcode of the lost device temporarily when they have enabled lost
Adi scmedeyand are attempting to | ocate i
plaintiff states in the first item that,
while privileged mode ishu s e . 0

579. Claim 6. The method of claim 1, whereihe hardware identifier includes a has

generated based on one or both of a media access control (MAC) address and an international

mobile equipment identity (IMEI) of the mobile device.

580 As statedsupraat569for claim 1,Exhibit 10 shows a block @igram that shows
how the hardware identifier thatods uniqu
joined with the true owner6s user accoun
plaintiff discloses both IMEI and MAC addresgrenc i | i ati on wi th th
To further reinforce the point of a MAC address being used to enjoin a hardware device w
user account inaonvolatilerecord pl ai nti ff represented th
MACO t oe thantleitrwe @wner and their lost devices hardware address were enjoing
known by the cloud server, as the sole point of authority.

581 Claim 7. The method of claim 1, comprisinigefore receiving the request to
disable the device locatarode, enabling the device locator mode using the credentials of th
account associated with the hardware identifier.

582 Exhibit 9 depictsthisimct i on, whereas the AEXa

plaintiffs iPhone chosen from a list of devices; whiclo dave him designated as a privileged

contact. The 0Fi nithprdd3sons skoarsas connactied to théworkftove with

an arrow, as ienabésand executethe device locatowhen actuated by the true own&he samg
credentials forthisaccont ar e descri bed in the AUser
in Exhibit 10. Onenotskilled in the art can easily discern that the lost iPhone and known
computer share the same common user record.

583 Claim 8. A nontransitory computereadabé medium comprising code that, wh
executed by a processor, causes a device to perform operations comatgiving, by a
mobile device, a request to disable a device locator mode of the mobile device in which ar
authorized requesting device can regedocation information related to the mobile device;

upon receiving the request to disable the device locator mode of the mobile derdiag, by
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the mobile device, a hardware identifier of the mobile device to a servesponse to a
determinatiorthat the hardware identifier is associated with a user account, receiving, by th
mobile device, from the server, a challenge for credentials of the user acecaiving, by the
mobile device, credentials through a user interfaeading, by the mobilgevice, the received
credentials to the serveeceiving, by the mobile device, from the server, an indication that {
received credentials match the credentials of the account associated with the hardware id¢
andin response to receiving thedigation, disabling the device locator mode; &vitbwing
disabling the device locator mode, entering, by the mobile device, an activation operating
wherein the mobile device is configured to enable one or more functions in the activation
operatingmode.

584 This longwinded claim simply states that when the true owner wishes to disg
|l ost Adiscoveryo mode (called device | oc
ensuring that the unique user account credentials are validatée foortect lost device, using
the hardware identifier to confirm the operation. In other words, the process ends by rever
path exactly as it was enabled.

585. The reasoning isno6t clear in Apple
necessaryo perform the same audit to end the process as is used to Begot gurprising wher
di scl osures dondét include the putative i
feature remains actively locating a lost deyieeen if another persamith physical access to
another one of the true ownersd computer
the locator. Cases involving espionage can mirror themselves technically as being no diffg

than an angry (or intoxicated) acquamta turning off the device locator after hiding the origif

e

he

pntifiel

mode,

ble
at

sing

0s
|

nv

S
rent

nal

device from the true owner. Another consideration relates to a longstanding problem with lost

devices plaintiff solved; that a thief will surely attempt to disable any locator to ensure they

repurpose the device to mirror goods not stolen. A consumer who purchases a device with

plaintiffds | ocator invention stil!/l runnji

vacuum sealed, but, contains rocks instead of the actual proddet mmatching the box.
Moreover, this claim prevents a thief (or unscrupulous finder) from simply disabling the log
as soon as its been wrongfully converted.

586 Claim 9. The computereadable medium of claim 8, wherein the operations

comprisewhile in the activation operating mode, sending, by the mobile device, to the ser\

can

>
1~

ator

er,

(

€

(

information related to a new account to be associated with the hardware identifier and credentia
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corresponding to the new account.

587. Herein this claim simply reinforces that when the device locator service is set
for the first time by the devices true owner, that the user name credentials they present to
cloud server are enjoined with the hardware identifier present on the device they chooée t
in which they have also authenticated with the same user account credentials. The unifica
these two data types into the user record managed by the cloud server happens initially w
adding a new device to that users registered device list. Futwessiwe operations simply aug
this information from the cloud server record, until such time as the true owner may decidg
remove the device from their registered
pur posed i nt o ragisteredvdevice list @ith therrownrudes account, for exam

588 Claim 10. The computereadable medium of claim 9, wherein the operations
comprisewhile in the activation operating mode, enabling the device locator mode.

589  This claim reinforce the concept that the functionality may be used as soon 3
user record and hardware identifier have been reconciled into the cloud seovebyethe true
owner, and, thadctivation operating mode necessary before adgvice locator modéor other
remote command execution) may occur. The true owner of the device must declare their g
device lost and login to the cloud server with the correct credentials, before they can then
the device | ocator by ut onlinEzhibin9gFutndangentdily then
true owner could setup a new device to use the device locator with the cloud server and th
utilize the functionality immediately afterwards. A great example heraetigig up a new
device and then having it disappeaunder a sofa cushion a s
stop the true owner from immediately using a secondary computer or device to login to thd
server (effectively iCloud herein) and execute the device lataton i c hdo |l | s how
atthe true owners own location.

590. Claim 11. The computereadable medium of claim 10, wherein the device loc
mode is enabled using the information related to the new account and the credentials
corresponding to the new account.

591 This concephas largely been interrogatedpraat 589and elsewhere. This clain

was not necessary (like some others amongst the gimoiieg patents) and involves duplication;

~

from confusion by the misjoinder fAinvent
conventional application ambiguitytoirenf or ce mul t i pl e fAmet hod

extended period of examination time for some of these patents highlights examiner confug
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592. Moreover, anybody with even a basi
not particularly skiled in the art can easily discern that user recommits are available
instantaneously; even by multiple handlers or sources making similar requests. If plaintiff I
been correctly joined, t heiteerdfthegreviouswoclaims 6
simply reinforcing that the device locator could be activated and deactivated immediately §
being setup. Thatdos a technically accura
exercise to create as many claims as possible fortsétmen g t he mi sj oi nd
unsure. One of many scary trends emerges from such examples, heseimtgjoindeare
unsure of how databases have worked for decades and make the assumption to the PTO
plaintiffs invention ig(also)novel becase the user record can be used after its created, whic
does explain the serious quality and usa
know what t hey Exgesienéethas nmsdbstitute tn aoftvdare innovation.

593 Claim 12. The computereadable medium of claim 8, wherein the request to
disable the device locator mode is received through a user interface element displayed on
mobile device.

594. Herein, this claim reinforces for ambiguity that a request to disable decai®io
can be received throughuaer interface element displayed on Ilthet¢ mobile deviceThis is
useful for situations where a lost device is located by the true owner, especially in close
proximity. A lost device discovered under a sofa or table itrtteo w n ehon@esor office ia
perfect example of a usage case whereas

returning to another device and using the cloud server. The earlier exahp@oat worker

discovering their lost device in tmaiehicle after already enabling the device locator, but, afte

leaving the office computer area for the near future is a common reason for this functional

nad
Ve
fter
t e,

er

that
h
bil

the

ty.

Another example would be a mobile device being used to execute a device locator on angther

mobile device. Each of these usage cases was carefully considered by plaintiff in 2008 an
seen by examining APr es e rkxhibinlg. PRiatitf depiatsfusin @
web browser on a computer, an application on mobile devices, hoatipp on computers and
finally, using a custom user interface inside a devices own system preference choice. The
how Apple implemented Find my iPhone, with the ability also being always available from
iCloud server using a web browser, daigr, Apple developed a discrete application for Find
iPhone; which was then morphed into use with Mac computers and other iOS devices, su(

i Pad tablets. Yet again, Apple foll owed
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595 Claim 13. The conputerreadable medium of claim 8, wherein the hardware

identifier includes a hash generated based on one or both of a media access control (MAC

address and an international mobile equipment identity (IMEI) of the mobile device.

596 As statecsupraat569and again ab80for claim 1,Exhibit 10 shows a block
diagram that shows how the hardware iden
telephony device is joined with the true
depcted. Moreover, plaintiff discloses both IMEI and MAC address reconciliation with the {
owner 6s user record. To further reinforc
hardware device with a user account in a nonvolatile record, plaepiftsented the cloud serv
as the ARecovery User MACO to indicate t
address were enjoined and known by the cloud server, as the sole point of authority.

597. Claim 14. The computereadable medium of clai 8, wherein the operations
comprisebefore receiving the request to disable the device locator mode, enabling the de
locator mode using the credentials of the account associated with the hardware identifier.

598 This was already interrogatedpraat584and585for claim 8.As also discussed
suprawith claim 11 at92 this claim (again) provides unnecessary duplicatiae disabling
the device |l ocator, or, |l ost Adiscoveryo

599 Claim 15. A system comprisinga processor; ananorttransitory computer
readable medium comprising code that, when executed by the processor, cause the proce
perform operations comprisingeceiving, by a mobile device, a request to disable a device
locator mode of the mobile device in which antherized requesting device can receive locati

information related to the mobile deviagon receiving the request to disable the device loca

mode of the mobile deviceending, by the mobile device, a hardware identifier of the mobile

device to a swer;in response to a determination that the hardware identifier is associated
user account, receiving, by the mobile device, from the server, a challenge for credentials
user accounteceiving, by the mobile device, credentials througbex interface;

sending, by the mobile device, the received credentials to the sexsing, by the mobile

o

ce

SSor t

DN
\tor
with a
of the

device, from the server, an indication that the received credentials match the credentials of the

account associated with the hardware identiadin response to receiving the indication,
disabling the device locator mode; dntlowing disabling the device locator mode, entering, |
the mobile device, an activation operating mode, wherein the mobile device is configured {

enable one or moreifictions in the activation operating mode.
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600. Herein we encounter another claim with unsure duplication; with information
already contained in the first claim. Apple again reinforces that the cloud server user recot
containing the user account credalstiand the corresponding hardware address identifier arg
audited when the true owner enables or disables device locatorondded st A di s c (

601 Claim 16. The system of claim 15, wherein the operations comprise:
while in the activation opetiag mode, sending, by the mobile device, to the server, informat
related to a new account to be associated with the hardware identifier and credentials
corresponding to the new account.

602 This is simply the ability to registernew device and usetith the cloud server;

from the device itself, as opposed to usji

Potentially, this could also be used to change or supplement a privileged user contact with
exi sting one t hat 0Bomihe deeice.tifExlyibitB,@asercaulslt a b |
theoretically add or change user entries using a user interface on the devicasifsedf/iously
discussedupraat 594.

603 Claim 17. The system of claim 16, wherein the operations comprise:
while inthe activation operating mode, enabling the device locator mode.

604. Herein we see more claim duplication. The device locator mode can be enal]
once the true owner has authenticated with the cloud server; using the same user account
have previougl registered their computers and devices with. Additionally, as previously
discussedupraat59land592 Appl e di dndt r ei rMwaesodn adtheas
record has been established i n t hiemediatelybe
enabled and then disabled by the true owner. The Ul usability is also no different; as soon

device hash and password have been provided to the server, the user record exists and c

used. In theory, a user could setup the devicatto on a mobile device and then enable it usv,\irg a
n

computer (or other mobile device in their other hand) before they even finish setting it do
605 Claim 18. The system of claim 17, wherein the device locator mode is enablg
using the information rated to the new account and the credentials corresponding to the ng
account
606, We see yet more duplicatidrerein;enough plaintiff was concerned there were
typos in theonlinePTO applicationAs discussedupra plaintiffs AEXal

Exhibit 9 show this claim iraction. While its clear that two other iPhones have already beer

configured for device |l ocator support usji
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i Phone could have just beenviemdased erda cainad

s Lett

active state and accepting user impression, it means the user record was created succesgfully a

that the device locator service is active. In theory, the plaintiff could also have had all threg

devices already setup previogshaving simply logged into the cloud server. Since the devic

arendét ordered al phabetically in the devji

is showing instead the order that the devices were initially registered with the etead & the
event that a user had a large plurality of devices (particularly in an institutional or lab

environment) they could discern what the
the device names have little hura@adable differeces between them, such as one number.
Anybody who has been an administrator of large numbers of institutional dewesg familiar

with such issues identifying unique units. One may not want to stop a computer or telepho

\14

device from working normallyas a result of the device locators purposeful design) because they

really meant to enable the device locator for another unit.

607. Claim 19. The system of claim 15, wherein the request to disable the device
locator mode is received through a user fam¥ element displayed on the mobile device.

608 Disabling the device locator mode is possible from both the lost mobile devig
and, using another mobile device in which the true owner has the dame user account regi
with the cloud server. This has been interrogatgataat 594and602

609 Claim 20. The system of claim 15, wherein the hardware identifier includes &
generated based on one or both of a media access control (MAC) address and an internat
mobile equipment identity (IMEI) of the mobile device.

610 Appl e 6 s fnjoys thé mostiurmecessary duplication again hefein.
defined suprazxhibit 9 depicts three iPhones which have been associated with the hardwg
identifier and credentials corresponding to the new account. This is further reinforced by tk
record napping block diagram in plaintiff&xhibit 10. Moreover this has already been heavily
interrogated ab69for Claim 1,571for Claim 2,580for Claim 6,582for Claim 7,587 for Claim
9,592for Claim 11,596for Claim 13,598for Claim 14,600for Claim 15and602for Claim 16

Count 16 Patent Application 2018/0337974

Remotely Locating and Commanding a Mobile Devie

611 T h 874pgatentapplicationincludes the following claims plaintiff invented,
specifically2, 3, 520and 21 as listed belowClaim 1 was cancelled by the defendant, pursua

thePTOapplication.Evidence is supported kyxhibit 1, Exhibit 2, Exhibit 3, Exhibit 4,
147
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Exhibit 5, Exhibit 6, Exhibit 8, Exhibit 9, Exhibit 10, Exhibit 11 andExhibit 12.
612 Pl aintiffds counsel propounded a d

phonefinding patent misjoinder/nonjoinder on November 2, 2®&intiff filed litigation
August 13, 2018. Apple filed for this patent May 17, 2018 and it was published on the PTQ
website November 22, 2018.

613 Not only was it impossible for plaintiff to have known about this patent direct
relating to his phonéinding patentsvhen he filed litigation, Apple intentionally filed for this
patentin badaithd havi ng di stinct evidence and pri
novel invention at the heart of this litigation.

614. Surprisingly, Applepreviouslyobjected tdboththis patent application (ar@lother
patent$ included in this amended complaint on the grounds plaintiff exercised bad faith; de
not revealing them (or any information, whatsoever) period during discovery, and, with full
knowledge thathere was no way plaintiff could have known about this patent application; s
it was not yet published on the PTO website when plaintiff filegpfiossec o mp | ai nt .
instructive and worrisome to notetdppekst
former employee and plaintiff; who simply seeks correction of ownership to help repair his
reputation Apple damaged.

615 The first claim is typically the most important in any patent and was cancelle
Apple. This further reinforcgs | ai mtrigluim@ést t hat Appl el di df
invention when it wholly copied it. No PC submits an application to th@ &t sees them
cancel the very first claim. All the other phefieding patents heavily utilize the first claim as {
foundation for the overall patent; hanging successive claims off of the success of the first (
Given this application was wrongfulgubmitted after Apple had already been put on notice ¢
plaintiffs much earlier invention and no
than cancelled by Appl e. One doesndt k-no
finding patems feature unnecessary duplication and an excessive reliance on the same dia
and illustration sheets; all of which closely resemble plaintiffs 2008 invention notebook eng
thatanybodywots ki | | ed i n the art can dwesrewodrking fronh
a facsimile.

616 It 6s no surprise Appl iareplantfft witinthie st
application filed after it kn eExhibitiBlMorewer,l

Apple is continuing the remarkablegmedent it set for intentionally exercisibgd faithin patent
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cases earlier this year Apple Inc. v. Qualcomm In@8;17-CV-00108(S.D. Cal 2019Wherein
Appl eds unethical and wrongful tactics (
exposed by th&Vashington PostAppl e6s criticism of Qualc
|l awsuits around the world and influenced
favor. The documents also raise questions about the methods Apple usiidttpain on
Qualcomm and whether Apple really believed its own arguments to lawmakers, regulators
and juries when it tried to change not just its lstending business agreement with Qualcom
but the very laws and practices that have allowedrntors to profit from their work and

investmentsThe real pain, according to Qualcomm, came when Apple instructed its contract

manufacturers, which build its iPhones, computers and other products, to stop paying Qua

royalties for patent licensing egements. Qualcomm argued Apple had also planned this mg
ahead of time and had even |l aid out the
infringement, tortious interference and

wrote in its royalty reduction plad® Apple clearly cannot believe its own arguments presen
already in this case, which is evident in not understanding how either thefpiting or
Passbook inventions work in their pleadings.

617. More problematic foApple is the duty of disclosure to the PTO Apple willfully

ignored; both generally with all patentsgnestion and more specifically, with this application|.

Apple knew it had intentionally committed nonjoinder of plaintiff for two ydmforesubmiting
this application37 C.F.R. 8L.56was seemi ngly codi fi edcachor
individual associated with the filing and prosecution of a patent application has a duty of ¢

and good faith in dealing with the Office, which includesutydo disclose to the Office all

information known to that individual to be material to patentabégydefined in this section. The

duty to disclose information exists with respect to each pending claim until the claim is carj
or withdrawn fromconsideration, or the application becomes abandoiguple instead
exercised bad faith and considerably poor judgment; understanding Apple can afford the \
PC in the world and still intentionally abandoned its duty to disclosure. Moreover,dtespr
Appl eds hodgepodge counsel from external

with Appleds own counsel. This reality <c

BApple said Qualcommés tech was no go o dVashiBgioh Postn
April 19, 2019https://www.washingtonpost.com/technology/2019/04/19/apald qualcommstechwasno-good
privatecommunictions-it-wasbest/
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executives named in the original complairttus, Apple has no defse and cannot plead
ignorance to its continued bad faith herein.

618 Apple intentionally and willfully submitted this patembnjoinder of plaintiff.
Worse, Apple spent a considerable amount of time reviewvihga i rdumsélsf natdearlier
demand letter; which was delivered with disclosed electronic read reicelptibit 23 to the
former GC Bruce SewelExhibit 24 showsforensicallythe 11 computers inside Applesee
Exhibit 25) which reviewed the demand letter (dated Noven2h@016)from Exhibit 13. Apple
filed this patent application May 17, 2018 with fgtbss impliednalice Given Senior Director
Deborah Rice promised an investigation on November 17, 2016 Apple never performed as
promised inExhibit 14, there can be no néusion or misunderstanding.

619. The putative inventor and plaintiff describe a preferred method of practicing {
invention not realized in Appleds applic
unnecessary duplication occurs; the misjoindenp | e ment or s are not
understand the breadth and underlying purposes for the inve3BidhS.C. 8l112was
di sregarded by Appl e, wher e assbjettinedgliefsaboutl e
which modeis best and any asgteof making or using the invention that materially affects the
properties of the claimed inventiarBayer AG v. Schein Pharmaceuticals,.]r801 F.3d 1306
(Fed.Cir. 2002)at 1320. This is noteworthy because Apple should have included the plaint
the declarations and disclosures of this application and willfully refused.

620. Wor se, Apple didndot reveal the exi
during discoveryThi s amended compl aint woul dnét g
Similarly, if the plaintiff had eveaccidentallyfailed to disclose even the most moot minutia,
Apple would cause the Court to both compel and sanction him. Apple remains inonbee
interests of justice and continues to intentionally prejudice the plaintiff, PTO, other employ
(current and former) and patent law itself. If Apple was willing to follaws wherein it does
businessthis litigation and much of what regularly faces would be nonexistent.

621. Claim 2. A computesimplemented method of commanding a remote devime
method comprising: abénticating a credential associated with a user accdetgrmining a
remote device associated with the user account, wherein the remote device is uniquely idé
presenting one or more remote command enabled for execution at the remote devioe atvhe
least one command of the one or more remote commands has been enabled for executior

at the remote device; receiving input selecting a remote command from the one or more rg
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commands; and transmitting, to the remote device, an instruotexecute the selected remote
command.

622. This claim contains materials from previousphéne ndi ng patent s
been heavily interrogated. The reasoning for duplication herein is questionable, and, reflegts
poorly on the fact Apple withdretie first (and most important) claim. This second claim reads
like it should behefirst claim butis contained in other previously granted phéinding patents
contained in this complaint.

623. Authenticating a credential associated with a user acewasmtovered in Count 1,
Claim 12 at1l24and125 Count 4, Claim 1 @&262-264 also previously discuss thias well as
Claim 8 at277and278 Count 7 Claim 1 at332335also discuss this exact concept already.

624. Determining a remote device associated with the user account, wherein the femot:
device is uniquely identified has also been duplicated unnecessarily in previous pafgats,
Count 4, Claim Hlreadycovers this a62-263 Claim 6 a271-273 Claim 8 4276-278and
Claim 10 a279-282, as well as generally 884, 340-341 The duplication continues with Count
15, Claim 1 ab66-569, Claim 2 at570-571, Claim 6 at579-580, Claim 8 at583-585, Claim 13
and 14at595598 Claim 15 and 16 &98602, and, daim 20 at609-610.

625. The ability and usage of one or more remote commbaasisilso been duplicated
unnecessarily in previous patergapra Count 1, Claim 1 covers this alreadyld0D-115 as well
as Claim 18 at32133 and, Claim 19 at34-135 Count 6, Claim 1 covers this 306-307, as
well as Claims 24 at308-313 Claim 10 at320-322and Claim 16 aB27-328 Count 7, Claim 1
covers this aB32-336, Claim 9 at344-345 348 Claim 15 a353-359 Claim 1719 at360-365
371and Claim 22 a872-373

626. Claim 3. The computeimplemented method of claim 2, wherein the transmitting

comprises concurrently transmitting multiple commands to the remote device.

627. Multiple commands can be transmitted to the remote dewitee n | ost | i d
mode is active. This has been heavily interrogatgatain the 12 different entries 825
Moreover, plaintiff shows visual evidence of at legaseeremote commands which could be
transmitted simultanedusl ¢ oinkxhbitbe di Exa mp|l e

628 Claim 5. The computermplemented method of claim 2, further comprising
receiving location information from the remote device in response to a locate command.
629 The fAExampl e Pr o d&ehibis9 depictsbaotletberradia butioa fr i r

the | ocate command, and, the OExample UI|0 ¢
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being Afoundd in Los Gatos; after having

Moreover, inExhibit 8 the plaintiffex p| ai ns how fAl ocation dat

the true owner A[user] activates discove
AMessageoO section, plaintiff states, ADi
webdisplg . Show device in map on web app or

path of the lost device will be charted whenever it moves.
630 Claim 6. The computermplemented method of claim 2, wherein a commaind
the one or more remote commands is enabled by default for execution by the remote devi
63L. Once | ost Adiscoveryo mode has bee
using the cloud server, the supported remote command messages are therfanaseds they

are not enabled otherwise for execution. A user could not utilize any of the other 3 remote

command radio buttons depicted in plaintEshibitO u nt i | l ost Adisco
enabl ed; which is accompviiicsehsedd rbayd ipor ebsusti
Process Ul 0 exampl e. I n the plaintiffds
di sabl ed, because the AFind Deviceso ra

shows this claims defaulkecution by clear examplélternatively, once the locator has been
enabled using the radio button, the plaintiffs example Ul depicts three additional remote
commands, which may even be transmitted simultaneously.

632 Claim 7. The computemplemented méiod of claim 2, wherein the remote
device is selected from a plurality of remote devices associated with the account.

633 Pl ainti ff s HExibeat9 vistaly depicts threée eligible devices
associated with the trtue Oneemapr 6bsel va
has been selected amongstthetwosther speci fi cally W@ANicol ed

634. Claim 8. The computemrmplemented method of claim 2, wherein presenting o
or more remote commands enabled faaaition at the remote device comprises presenting d
commands that are enabled for execution by the remote device.

635 Exhibit9s hows four total remote comman
Process Ul 0O exampl e, whi c leomathedostsemetedevice. Ore
aspect of not showing all possible commands that the cloud server could send to a registg
device when the locator is activepgocessor limitatiomnd battery depletioconsiderations.
Herein again the pitfalls of expence benefit plaintiff and befall Apple.

636. In addition b the device locatonotyetbeinact uat ed yet i n
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example, another reason relating to this claim is the problem of not overly exerting the pro
with multiple commands unnecessarily, as it can potentially deplete the available resistang
quicker than a standard predietidemand curvéts unknown what apps / processes are activg
volatile memory or what resistance threshold a lost device may have when the logaatn ésl

orl ost Adi s cAllowiagayroe ownerdveho may be understandably quite anxious
potentially deplete the available resistance on the lost device prematurely and thus increas
percentage itolll become unresponsive bef

method of allocating the space for remote commands and rotth@a t hem al | a

notes were a memory pointer to remind him of thénafiortant user experience problem. While

the iPhone in 2008 could handle multiple commands, there was a very real possibility that
older devices could have diffitty (for various technical reasons) and might support most or
some potential commands instead. Plaintiff had experience disabling features for performa
the Mac and knew that not presenting some commands in this interface was the correct
progranatic method to accomplish this.

637. This was also a consideration for discrete event haiddsya device which had
reached a predetermined resistance parameter could disable intensive command workloa
problem is exasperated when a cellular cation is being used instead of wireless Internet,

which causes command interactions to potentially deplete resistance faster. Since the har

identifier is known by Apple for all its products, this allows the cloud server to be cognizant

devicesvhoepr ocessors donodt support certain c
allowed to perfornrepetitive commands after a certain threshold. It also helps differentiate

devices which only have a cellular connection, as opposed to just wirelesgtinde both. The

CESSO
e

2 in
to
5ing th
Or €
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hardware identifier recorded during manufacturing is matched to the bill of materials and also

handles custom configurations. A customer who ordered a cellular circuit for a computer o
mobil e device which waeadHigudaton forsatel far dxandple,iwouldt

still be accounted for programmatically. This also allows Apple to adjust the parameters off
remote command functions with a roastomer facing software update on the cloud server

whenever desired. It might logscovered that some remote commands need performance of
security changes in production that dono
supported devices. One distinct possibility was that future devices would have better powd
managemerncapability and larger batteries, performing more intensive execution potential.

last decade, mobile phone batteries have increased consideriablgnany devices now having
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low power performance states as part of their CPU directives. Plaiasftencerned with the
ability to add support for newer devices without compromising any chance of public expos
before announcement by Apple. By enforcing the execution state of remote commands us

cloud server the true owner was already intergatiith, it allowed for support to be handled

ure

ing the

completely on the server. It also allows a method to issue corresponding support for new rremote

commands on older devices, without needing to qualify a dedicated local update. This was

important for iPhone, asrmware updates are only applied going forward and not backwards in

version. Having the ability to augment remote command support from the cloud server wa
critically important for supporting older devices with new functionality.

638 Claim 9. The conputerimplemented method of claim 2, wherein the selected
remote command causes the remote device to generate an output.

639, The most obvious example of this claim herein is presenting a map overlay
the dynamic location of the lost device, whiclpé&formed as a remotely executed command
after the |l ost devices true owner enabl e
radi o button in the nEBEbh®.| eT hPer oficEexsasmpU | ed
depicts location output geneedtby the true inventors lost iPhone, which has been present i
cities of Los Gatos, Saratoga and Cupertino. Noténthges inSheet 10andSheet 11both
depict a near identical copy o fExhipit9ald ankt e &
is no different than Daorrineothéiss | Phone i n

640 Claim 10. The computeimplemented method of claim 2, wherein the output
comprises a message to be presented on the display or a sound to be output from a spea

641. The fdnpElxeanL ock Scr iaExhibitWhcentaind amstualaiser
interfaceexampleof a message being presented on an iPhone display that dtsthat the
message presented much later by Applgheet 12uses near identical messaging.

642 Claim 11 The computeimplemented method of claim 2, wherein the selecteq
remote command causes the remote device to be locked or to be wiped.

643 Thex &@mpl e Lock ScrEkbit l128toesthe iPbose beingi
locked, with an opportunitytoenteraddi gi't passcode to unl ock
iPhone inSheet 13s identical to plaintiffs. Additionally, ifexhibit 11, under f@ita
Whil e Stoleno the first point says, nwe
privileged modeisimu s e . 0

644. Claim 12. A computing device comprising: an input interface; an output interf
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awirelessnetwork connectiona processorcoupledto cause the computer apparatus to:
authenticate a credential associated with a user account; determine a remote device asso

with auser accountwherein the remote device is uniquely identified; preseathe output

ciated

interface, one omore remote commands enabled for execution at the remote device, wherein a

command of the one or more remote commands has been enabled for execution by input
remote device; receive,a/ihe input interface, input selecting a remote command frorarteer
more remote commands; and transmitkie wireless network connection, an instruction for {
remote device to execute the selected remote command.

645  Plaintiffs Exhibit 10clearly depictsa hr ee computi ng dev
Mac computer) comprising: an input interface; an output interface, and the network conneg
the processor configured to cause the computer apparatus to: authenticate a credential ag
with a user account; determine a remote device associated witbethaccount, wherein the
remote device is uniquely identified; present, vis the output interface, one or more remote
commands enabled for execution at the remote device, wherein a command of the one or
remote commands has been enabled for execuyiamplt at the remote device; receive, vis th
input interface, input selecting a remote command from the one or more remote command
transmit, vis the wireless network connection, an instruction for the remote device to execl
selected remote camand. They are connected to the cloud server using a cellular connecti
Internet, or both. The user record required to both authenticate and provide the other necs
tasks is depicted below using a block diagram. Each of the three devicesiswidgntified to

denote their using hardware identifiers in the corresponding user records.

646. Claim 13. The computing device of claim 12, wherein the processor is further

configured to ause the computing device to transmit, concurrently with theucigin for the
remote device to execute the selected remote command, an instruction for the remote dey
execute one or more additional remote commands.

647. As stated a627for Claim 3suprg multiple commands can be transmitted to th
remote devicewhen | ost fidi scoveryo mode (or the
interrogatedsuprain the 12 different entries cited @25 Moreover, plaintiff shows visual
evidence of at least three remote commands which could be transmittedrsaowstisg in the
AExampl e Proceskhblt9.0 contained in

648 Claim 14. The computing device of claim 13, wherein the selected remote

command and the one or more additional remote commands are associated with a predet
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order of execution.

649 Lost Adi scoveryo (theaeviee lovatogafindiihe degicea b
before one or more additional remote commands can be exeduatddhe lost device has been
initially |l ocated usingpt be ofgRd dnddinizetyv i c e
(depicted inExhibit 9) the plurality of other remote commantsmot physically execute even

@
~

S O

if they were instead transmitted first. In other words, a true owner cannot lock the passcode or

remotely wipe the contents of a lost device untilas been locatedbr example. Once the locat

has been successfully actuated, successive remote commands may than be executed.

650 Claim 15. The computing device of claim 12, wherein the processor is further

configured to cause the computing deviceeterve location information from the remote devi
in response to a locate command.

651 Herein we observe unnecessary duplication of Claim 9, as interrcsygissht
638639,

652 Claim 16. The computing device of claim 12, wherein a command of therone
more remote commands is enabled by default for execution by the remote device.

653 The only remote command which is enabled by default for execution by the
remotedevices t he device | ocator, which id&t katog
depi cted using the 0iFIExhbtIDeWhcéeéeoitaddi enb
of other remote commands which may be executed after the lost device has been located
contain the same commands that a true owner sees availal#e inulrs er i nt er f &
possibility of enforced performance directives potentially being enforced for some devices
characterized &36.

654. Claim 17. The computing device of claim 12, wherein the remote device is
selected from a plurality of neote devices associated with the account.

655 Herein we observe unnecessary duplication of Claim 12, as interrcygoesht
644-655. Plaintiff demonstrates a plurality of remote device associated with the same user
account inExhibit 9 and also irExhibit 10. Note plaintiff also included a computer in his mug
older, original invention entries. Apple only used his invention initi@tiPhone; before later

expanding it to iPad and then Mac computer support much later.

656 Claim 18. The computing device of claim 12, wherein presenting one or more

remote commands enabled for execution at the remote device comprises presentingaialy

commands that are enabled for execution by the remote device.
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657. This is largely duplication of Claim 8 and reinforcing (seemingly) that this
happens on the remote device, as opposed to only with the cloud server. This has been
interrogatedsupraat 635-638 The mechanism for showing which remote commands are
executable on the lost device is programmatic and cognizant of the current event loop rest
(if any) and the unique hardware properties inherent from the unique identifier; which dsistc
the user record. As such, ambiguity is necessarily duplichgogin and moot.

658 Claim 19. A nontransitory computereadable medium, storing instructions
executable to cause one or more data processing apparatus to: authenticate a credaated §
with the user account, wherein the remote device is uniquely identified; present one or mo
remote command enabled for execution at the remote device, wherein a command of the
more remote commands has been enabled for execution by inpetratrtote device; receive
input selecting a remote command from the one or more remote commands; and transmit
instruction for the remote device to execute the selected remote command.

659  This is near exact, unnecessary duplication of Claim 5624655.

660. Claim 20. The nonrtransitory computereadable medium of claim 19, wherein t
transmitting comprises concurrently transmitting multiple commands to the remote device.

661 This claim simply states the programmatic instructions for remote command
instruction execution have been stored in memory.

662 Claim 21 The nonrtransitory computereadable medium of claim 19, wherein ¢
command of the one or more remote commands isletdy default for execution by the remg
device.

663 As with the previous claim, this claim simply states the programmatic instruc
for any default remote command instruction execution have been stored in memory.

ARGUMENT

A. Nonjoinder Claims Are Factually Plausible

664 Without pl ai nt i f fthémtentso questiormio uh a n & this @

claims represergnablingtechnologyWi t hout pl ai nt i f f s#6262845theres

would beno interestor, methods for Apple to have pursued; notwithstanding the topic of pa
applications. Two executives thought it was an excellent idea, with Apple having no proof
explain where its purported innovatiotherwisederived.Si mul t aneous | angq
possibilityin re patent® one needs dated evideneéich Apple cannoprovide.Lindemann
Maschinenfabrik GMBH v. American Hoist and Derrick €80 F.2d 184 (Fed. Cir.1984).
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Plaintiff provides dated, written evidence which validates the da¢egssey for conception

665 Plaintiff presentaindisputableevidence thaboththe remote command
functionality and overalinethodandapparatugor reliably finding a lost mobile device was his
novel and original work produabccurring before Apple ever filiefor the said patents.

666. Plaintiff presents plurality of strong evidenagemonstratingne devised a methg
and apparatu® redeem virtual tickets on a mobile deviadull decade before Apple had any
interest in developmentr, filing a patentBoth the death of Mr. Jobs and lack of an Apple
smartphone when plainti@iriginally explained his idea to him explainsgtimelinewell.
Additionally, plaintiff had been devising a solution for mobile ticketing problems as a direct
result of his former jb; for an extended period of time

667. Plaintiffs complainstatesvalid claims for patentnisjoinder,nonjoinderand
reputational damagen its own merits; even without beimgewed in thecustomarylight most
favorable to the plaintiffGreat Plains Trust Co. v. Morgan Stanley Dean Wig#&8 F.3d 305,
312 (5th Cir. 2002)As such, the Courteed nostrain to find inferences favorable to the plaint
and al so, daeptcondusoryredgatiahs, tnwarranted deductions, or legal
conclusionsn its determinationR2 Invs. LDC v. Phillipg01 F.3d 638, 642 (5th Cir. 2005)
(citations omitted)Ac cor di ngl y, pl ai nt idremeréthasadequatente n
state a claim upon whiatelief can be grantedilann v. Adams Realty C656 F.2d 288, 293 (5t
Cir. 1977)andDoe v. Hillsboro Indep. Sch. Disf1 F.3d 1395, 1401 (5th Cir. 1996), eesel on
other grounds, 113 F.3d 1412 (5th Cir. 1997) (en banc).

668 Appl eds negtigewcewingnewve | PAG6s i
contractually bound to recognize claims ie Bassboolpatentplaintiff declared and invented
prior to joining Apple Otherwise A p p | beed@cledits owncontract which is an undisputahle

669 While plaintiff has compelling, dated proof of his innovations before the patef
applications were filed, obviousness can also assist the Court. Such consideration can sel
r e | e wmdicia bf oliviousness or nonobviousnessa n d mi g h to give éghtdothe |
circumstances surrounding the origin of the subject matter to be pate@etham v. John
Deere Co. of Kansas Ci883 U.S. 1, 1718 (1966). The Court further stated this may include
commercial success, lofglt but unsolved need, and the failureottiers. Other factors
recognized by the Federal Circuit af@ahaminclude whether the prior art teaches away fro
the invention, whether others have copied the invention, and whether the invention has re

industry acclamatiorcolochem, Inc. v. Sthern California Edison Ca227 F.3d 1361Hed.
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Cir. 2000)with cert. denied, (2001) 532 U.S. 974t 6 s undi sput abl e t R
along-felt but unsolved needboth for phondinding and redeeming virtual ticketGoogle
copied plaint f f 6 s | n undustty acelamatiofwri Apple deterring mobile device theft
being quite high as well as for Google locating abduction and kidnapping victims.

670 Google subsequently released a AFI
201 ittoo wasnbdt possible without plaintiff
anticipation by equivalent3ate Eng. Inc. v. U.§1973) 477 F.2d 1336, 1342. Apple has

funcleanhands from wi l |l fully preventing Yaai nt|i

ImClone Systems Iné143 F. Supp. 2d 570, 638.0.N.Y.2006).Rather than solicit multiple
patent disclosures from plaintiff, it was decided to wrongfully terminate him instead.

671 Plaintiff never deceived Apple and encouraged patent prote&temh. v.
Advanced Magnetics In@19 F.3d 1551, 155@-éd. Cir.1997). Plaintiffs burden of proof has
clearly been mePannu v. lolab Corpl55 F.3d 1344Ked. Cir.1998). Accordingly, the Court
may order the PTO to issue a certificate of correction ug@é6. This is an undisputable fact.

B.Pl ai nti ffsd Prior Di scl osures Are Enabl

672 Pl aintiffsd6 contributions included
problem ofreliably locating a lost smartphonehile giving an honest finder an opportunity to
return the device to the true own&he remote commands and their accompanyingtsesul
executed on a mobile device procegswoiconjunction with a cloud serveare also novel.
Further, plaintiff laid the necessaigundationfor the redemption of virtual tickets using a mok
device.Without such disclosusof enablementApple coulddt have devel op
functionalityfor its products; nor could it have filed for patent protection

673 35 U.S.C8112(a) requires an inventor to describe it in such terms that one g
in the art can make and use the claimed invention, asirtpiaihf s & di scl os uf
determining whether the enabl eNimenal$ Sepamipn i
Ltd. v. Hyde242 U.S. 261, 270 (1916), which asked if the experimentation needed to practi
invention was undue or unreasohab . Even today, this stand
supportitOne skilled in the art of software ¢
methods and apparatuses; in fact, this is exactly what happened. Nine different etiggneers
plaintiff has never mamplemented his novel photimding invention, calling it their own. Thre
other different engineers the plaintiff has never met implemented his novel invention for

redeeming virtual tickets on a mobile device. If twelve engin&dppge obviously considers
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skilled in the art couldndét i mplement pljair

litigation would have no purpose for existing; the patents would not have been filed and neither

innovative feature would Appleave r el eased. I rrespective

of

nonjoinder case where the enablement was so clear and convincing it represents theft. Good

artists copy, great artists steal. Apple did both.

674 1t 60s been i nt er p rclaimes chvention be enapled so that any
person skilled in the art can make and use the invention without undue experimelmtaigon.
Wands858 F.2d 78 (Fed. Cir.1988) andJnited States v. Telectronics, 11857 F.2d 778, 785
(Fed.Cir1988). (AiThe test of enabl ement i s W

or use the invention from the disclosures in the patent coupled with information known in th

at

h et

e art

without undue experimentation.tad)n.g Apmlieatprfc

from his disclosures, and then, filed for patents without him. The method of finding and reporting

the location of a lost smartphone, as well as creating and redeeming a digitally issued ticket on ¢

computing device were notimpe vi ous art, or, known to Appl
675 |t 6s beyond doubt to those both skii
prosecuted the phosiending patents solely from poor interpretations of his notes. The persistent

inconsistacies and unsure statements in the applications stem from the misjoinder inventars

lacking a fundamental understanding of how authentication, basic arrays for storing responses c

commandsbatteriesand unique hardware identifiers necessarily operatekipfrom five
pages of notes shows itself throughthutteenpatent applications; which, among other things

share nearly the same exhibits for drawings and figures, even using the same numerical grder.

676. Any part of the specification can supportearablingdisclosuré even a
background discussing (or disparaging) the subject matter disclosed tGaibanate v.
Wadsworth Mfg., Inc427 F.3d 1361, 77 USPQ2d 104#Ekd. Cir.2005). The test of enablement
is not whether any experimentation is necgsdaut whether, if experimentation is necessary,
was it undue™ re Angstadb37 F.2d 498, 589(C.C.P.A.1976). Per 164.01(a)undue

experimentatiorsuggests whether undue experimentation factors are undue. Many factors gre to

be considered when detammg whether sufficient evidence to support a determination that a

disclosure does not satisfy the enablement requirement applies, and, whether any necessp

ry

experi mentation was fAundue. 0 These facto|rs

(A) The breadth of the claims;

(B) The natureof the invention;
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(C) The state of the prior art;

(D) The level of one of ordinary skill;

(E) The level of predictability in the art;

(F) The amount of direction provided by the inventor;

(G) The existence of working examples; and

(H) The quantity of experimentation needed to make or use the invention based on
content of the disclosuré re Wands358 F.2d 78 (Fed. Cir.1988)

677 The breadth of the claims is relat
nature of he invention is software engineering and tausatter of followinghe steps outlined if
plaintiffsartPr edi ct abi |l ity doesndét apply, as ot
already been solved. Plaintiff had already completed a reduction@&do@t i ce usi n
existing cloud server infrastructure, so, this could be heralded as a working example, how
this existence may not have been known by those named in the said patents. The level of
experimentation required by the misjoinder implatoes was thus nonexistent, or at the very
least, extremely minimal. More experimentation was afforded the thfreence e nt or s
patent as its evident they were not aware of plaintiffs previous disclosures and incredible
diligence in solving théongstandingirtual ticket redemptioproblem. Herein it could be
reasonably assumed that parallel inventorship occurred by two parties who worked for Ap
the same time, but, di dn dhedikeneoce alane in thetqhabdy
the background narr at ilatheformer dade ef thé ghdfinding t e

the

ed

he

bver,

of

hle at
Wi ¢

nt

patents, those listed on the patent applications are misjoinder; based largely on the fact they

simply i mplemented pl ai nt wdrdirstide patenteafiidaitaitisat
the invention was solely theirs, when in fact, they simply copied plaintiffs work. As explaing
supra the inconsistencies and instances of assumed magicsevbmliapplications help
credibly establish this reality. dfeover, despite his very best efforts, plaintiff was unable to
provide direction to anybodgxcepthe two responsible executives, and, the Apple counsel v

decides wht Apple will consider for patent protection. While none of the implementors rece

any direction from the plaintifthose most responsibier the features development and patent

applicationdid. The considerable delta herés difficult to argue andwggests intentional

mal i ce by Appl e. Herein this example of
Apple allowed this matter to go to litigation; after much good faith by plaintiff and his coung
over an extended period of time. Otherwisp, Al e 6s acti ons (coll e
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interpreted as an admission of guilt with malice, as opposed to an honest mistake. The thr
individuals(whom plaintiff issued directigrserved in the very highest positions at Apple; wit
absolute authorityo make any decisioim re what Apple develops and patents. There can
otherwise be no misunderstanding as to the predicament Apple caused to the plaintiff and
inventor of twohugely successful innovationshich have brought Apple great acclaim.

678. No prior art existed for the patents in question, as nobody had solved either
problem ofreliably finding and retrievinglost smartphone, oredeeming virtualickets. The PT(
woul dndt have grant ed slaveejecredApel nghdssenot her
applications. Several software engineergabfeast)prdinary skill named on said patents
foll owed t he p@muraktyosdisdloaurspolsave inoth iprbbledas different times
Predictability i s aplantifaprovided enaugh direationtinhhis disclosa

—

putati

the

rést e

to make solving the problems easily possible by others, else considerable evidence disputing thi

from those named on the patents wopdvidué v e
objectiors.

679 No experimentation was necessary afteuecessful reduction to practice occur
by plaintifi. The deter mination that fAundue exp:¢
and use the claimed invention is not a single, simple factual detemninRather, it is a
conclusion reached by weighing all the above noted factual considerations, 26 @8,
2164.05(a), 2164.05(b), 2164.03, 2164.02 and 216h06.Wands358 F.2d 78 (Fed. Cir.

A

1988) Apple cannot meet the steepburdee qui r ed herein; 1 tds ¢

art that plaintiffs&6 pr evi ouS¥hestrikingesimibastyim e
the example user interfaces and diagrams show that evéhirthparty professional
draftspersonstwvo wer e gi ven a descr i pt istlldepibtedshe d
same things; hence being clear and convi
no other manngrom whichto accomplish the said goal of the pateifite briliance of

pl ai mtoivfefif 5snet hod shoul dndét be here overs
accomplish said gosilhence no purpose or reason for undue experimentation to exist.

680. If at least one method is declared for making and usingldireed invention that
bears a reasonable correlation to the entire scope of the claim, then the enablement requi
35 U.S.C. 11@)is satisfiedIn re Fisher427 F.2d 833, 83 (C.C.P.A.1970). One skilled in the
art should be able to make and use ¢laimed invention using the disclosures as a guide, wh

Apple clearly did herdn re Brandstadte#84 F.2d 1395, 14067 (C.C.P.A.1973).In essence,
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Apple was able to work from photocopies and derive the same remiltg many of the exact

same uer interface examples plaintiff depicts in his disclosures for both the feature itself, and, th

corresponding patent applications it filed nonjoinder.

68L Moreover, nothing in plaintiffds I
constituted prior dr as no novel solution to solve either the problemebébly finding lost
mobile devicesor, redeemingf virtual ticketspreviously existedCoda Dev. S.R.O. v. Goodye
Tire & Rubber CoNo. 5:15CV-1572 (N.D. Ohia2016, opinion corrected on otheraunds on
deni al of reconsiderationéwhere the pate
[ all eged as plaintiffdéds contribution] as
inventions to be constituted asablingtechnologiesso excellenin quality that the
implementors were falsely credited as inventors.

C.Laches Donot Apply

682 8§ 256 claims havsix-year lachegrom discovery of nonjoindeAdvanced

Cardiovascular v. Scimed Life Systems,Inc( 1993) 988 F. 2d at 11
di scover such patents wuntil November 201
application disclosuresior v. Chu(2012) No. 111540. Another case and poverty precluded

filing even sooner #n three years, eleven montkaupel Textiimaschinen KG v. Meccanica
Euro Italia SPA(1991) 944 F.2d 870.

683 Apple wono6t incur damages any diff
sooner, despitechesnot applyingA.C. Aukerman Co. v. R.L. @ides Const. C9960 F.2d
1020, 103233 (1992) Apple would have, in fact, incurred far less damages if it would have
a certificate of correction in the nearly two years plaintiff and his counseltiyarg to negotiatel
a settlement in good faitsince none of the lam re patents and 856 matters would have beg
applied any differently two years ago, no claim for laches can be made.

684 The Court removethchesas a defense 2017against claimfor patentcass
brought within the si®year camages p&vd in 35 U.S.C256in SCA Hygiene Products
Aktiebolag v. First Quality Baby Products, LI(£017)580 No. 15927, slip opinion. Even if the
plaintiffs ti me Ilackescanaadapplyandthisémiattero e en met |,

D. Conception & Patentinventorship

685 A coinventor need not contribute to every claim of a patent; contribution to o
claimbés enough. AThe cont r i bplusfonctiorocfaimalanyent
is a joint inventor as to that claim, unless one assertilegrseentorship can show that the
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contribution of that means was simply a
concept."Ethicon Inc. v. United States Surgical CA®b F.3d 1456, 14663 (Fed. Cir.1998).
The electronics technician Ethicon, who contributed to one of the two alternative structures
define "the means for detaining” in a claim limitation was held to be a joint invenfucker v.
Naito 188 USPQ 260, 263 (1975) it was found inventors need not "personally construgstan
their invention.” Further, "it is not essential for the inventor to be personally involved in car
out process stepséwhere i mplementation o
skill." In re DeBaur687 F.2d 459, 45(C.C.P.A.198).

686. Herein the plaintiff did test his own pheofiading invention before revealing it tg
other Apple employees. As such, plaintiff contributed to a plurality of the claimssixiaién
patents. Even in the c as eintff cannotlateach&amé previaus
conception to involve the proximity fence. The proximity fence exists only from smartphong
which didndét exist a decade earlier; whe

687. As a general matteragpents must list all of the true inventofsovan Ltd. v.
Sokymat SA, Iro299 F.3d 1292, 130Féd.Cir2002) . A Conception i
invention, and it requires a definite and permanent idea of an operative invention, includin
featureof t he subject mat neNerldoefd88M3d 1362 1TFed. Gia
2018) (nternal quotation and citation omitted). A definite and permanent idea, in turn, exis
Awhen the inventor has a specific, sett]l
just a gener al g.dcitdtion omitted).e sear ch pl an. 0

688 Hereini t béen well established plainttfied a specific, settled idefar both the
longstanding phonénding problem, and, the problem of redeeming virtual tickets with a ma
device. A particular solution existed enough that Apple filedHfoteenpatents for phone
finding, with onlythreefor the unique solution of redeeming virtual tickets on a mobile devig
Curiously, many Apple employees (potenti
finding notes, whereas only Mr. Jobs saw pgifsxmore extensive notés re virtual ticket
redemption. One couldndét help wondering
plaintiff had been properly joined for the application disclosures alredtulyrat

689 In order for an inventioto haveca nvent ors, they fAne
together or at the same time,d Omake the
contribution to the subj ecVYapamRointtLeQv. Mobrheadv

832 F.3d 13431349 fed. Cir.2016) quoting 35 U.S.C. 816. Rather, a joint inventor must:
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(1) contribute in some significant manner to the conception or reduction to practice
invention, (2) make a contribution to the claimed invention that is not insignificant
quality, when that contribution is measured against the dimension of the full inventig
and (3) do more than mer e lkgowrconcdpts and/or th
current state of the ath re VerHoe®888 F.3d 1362, 135(Fed. Cir.2018) (quoting
Panny.

690. Herein plaintiff contributed in the most significant manner possible to both th
conceptiorandreduction to practicdor the phondinding patents, enough the misjoinder
inventors can no more claim that they were explainingpthea i mnventibrf t@patent counsel
Anything Apple could argue as being added to his inventions are insignificant in quality,
especially with respect to the phefmeding patentsand the dimension of the full invention.

69L Finally, the issuance of a patent
are the true &thiconomnl3y IFnwBaentadr ss4®0. But
co-inventor of the invention aimed in an issued patent who was not listed as an inventor ot
patent may bring a cause of action to correct inventorshifistect Court under 35 U.S.C. 8
2 5 6Vapor Point LLG 832 F.3d at 1348 (quotirigi Lilly & Co. 376 F.3d 1352, 135F€d. qr.
2004)). To overcome a pr es u-ingehtororcengehtorsonust
prove their contribution to the concept:i
Ethicon 135 F.3d at 1461.

692 Clear and convincing evidencaom not el sewhere be de

1%

fAcr
fi a

1 the

rec

on

i

helpful for identifying a previous disclosure later being copied by others as their own invention.

Plaintiff has dated, written communication from two vice presidents and the senior patent ¢
at Apple, with espect to ta phonefinding patentsHaving evidence with written responses an
positive remarks, followed by very strong, dated lab notebook entries pairs well with the na
provided in the introductigre s peci al 'y concer niantgThé&/seminald o
guestion the overwhelming evidence plaintiff demonstrates asks is why Apple still chose td
devel op and patent AFind my i Phoneo if h
compelling?Acknowledgment from both the principal vice poesits(laterinvolvedin the
features developmertt)h at t he plaintiff had a very ¢
guestionable, both in scope and purpose. In other termisarder to identify a bigger
contradiction in any 856 casgirrespetive of the industryor, productathand

693 The | egal definition of an Ainvent
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dependent on theonceptiorof the patented idea. Any individual who contributes to the
conception of patented ideas should be listed as a patent inventor. What quatibiesegdion
has been specifically outlined by the CGZonceptions the touchstone of inventorship, the
competi on of the ment al part of invention
definite and permanent idea of the complete and operative invention, as it is hereafter to b
appl i ed iConcgptiodscdmipleteonlpwhen the idea i dearly defined in the
inventoro6és mind that only ordinary skill/l
without extensive research or experimentation. Because it is a mental act, courts require
corroborating evidence of a contemporanegiaslosure that would enable one skilled in the g
to make the inventiorthus, the test fotonceptioris whether the inventor had an idea that wa
definite and permanent enough that one skilled in the art could understand the invention; t
inventor mus prove his conception by corroborating evidence, preferably by showing a
contemporaneous disclosui@n idea is definite and permanent when the inventor has a sp4

settled idea, a particular solution to the problem at hand, not just a general igsalanch plan

he hopes to pursue. Thenceptormnal ysi s necessarily turns

his invention with particularity. Until he can do so, he cannot prove possession of the com
mental picture of the invention. These sinsure that patent rights attach only when an idea
so far developed that the inventor can point to a definite, particular invériomoughs
Wellcome Co. v. Barr Laboratories, In#0 F.3d 1223, 12228 (Fed. Cir.1994) andBard
Peripheral Vascularinc. v. W.L. Gore & Assocs., Ine9 F.3d 1572(Fed. Cir.1996).
694. Plaintiff passes the test foonceptiorwith both his inventions by a wide threshg
given his corroborating evidentgroving he made a significant contribution to both patente
inventions.Coleman v. Dine$54 F.2d 353, 22@-ed. Cir.1985) andGeneral Electric Co. v.

Wilkins 750 F.3d 1324, 133@€d. Cir.2014). Examples of successful corroborating evidence

include, but arendét | i mited t omuoitatonstand d
invention disclosure form®laintiff herein includes a plurality of charts, drawings, his dated
notebook entries, diagrams, dated email communications, and, his invention disclosure fo
Apple, or IPA. Plaintiffs significant contriti@ns to both inventions can thus be measured wit
confidence from the strorgprroborating evidenc®laintiff reduced to practice before Apple.
695 Thepl ai nt i f f nole efreaspia stdvdakurkae v. @.R. Bard@9 F.3d
1572 (Fed. Cir.1996) Price v. Symse888 F.2d 1187, 11953-éd. Cir.1993).The rule of reason

testis clearly passed here by the plaintdghis significantly earlier disclosures, narratives ang
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reduction to practice have demonstrated. In secwangeption plaintiff had b work through the
experimental problems associated with the actions and determinations both an honest fing
thief simultaneously might take when finding a lost computing deVicep | a i msttomgf f Q
evidence also helps to pass overwhelminglyfiiée of reason t e st .

696. With the Passbook patent, plaintiff had to similarly resolve the experimental
problems inherent with both managing the several technical needs and requirements for
independat ticket sales online, but more importantly, the problems associated with redeen
such tickets with autonomous authorityhich could reduce labor constraints and speed up tf
duration needed to seat a waiting audience for an event. Having a regioeasitynwith
extensive free and paid performing arts and music performgngegosed with sporting event
and thirdparty events such as NCAA baseball tournaments and festivals was the ideal lab
which to observe and study the inherent problemsceeted withvirtual ticket redemption. Ever
astubborn protagonist must concede plaintiff passh rile éfreason t est mer e
working in such an ideal environment for developing a reduction to practice leading to act
andnot simplyforper sonal achi evement. Il tds i mport
role to actively support the electronic needs of the performing arts and sports ticketing ope
already inu s e . I n this sense, plaint i hahdteoltafira d
longstanding carpentry issue he encountered from regularly building intricate woodworks.
innovation in the focused area of ticketing is no different than inventing a hammer or screy

697. Herein plaintiff is no different thaan engineer (Mr. Sturman) who worked on
residual magnetismintii®60sand secured an 6898 patent
then worked for Cummins Engine Co. on fuel injector valves, where he developed one usi
residual magnetic latching. Whiinder a more lucrative IP agreement than plaintiff had at
Apple, Mr. Sturman had contracted with Caterpidlad thersketched an idea for an integrated
spool valve employing residual magnetic latching. Caterpillar rejected the idea; however,
Caterpillarengineergslid recognize that Sturman's integrated spool valve design had "treme
potential."Contemporaneous memoranda indida@aterpillar begamsteadexploring the idea
of using an integrated spool valve for a hydraulically actuajedtor. Unlke Apple, Caterpillar
requested Mr. Sturman be included in one of two patents their counsel filed with the PTO,
breakdown over royalties caused him to refuse signing the disclosure. One application wa
abandoned (since it correctly had no jointesnwt or s) whi |l e t he ot he
The appeals court reversed summary judgment for Caterpillar (among other things) and af
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Mr. Sturman as the sole inventor of two pate@tsterpillar Inc. v. Sturman Ind8B87 F.3d 1358
(Fed. Cir. D04). Plaintiff was already a subject matter expert in battery and networking
technology before inventing the phefiieding patents; having been awarded a battery patent
Apple. He similarly and solely developed a novel solution for virtual ticket retiemg decade
beforeApplein his previous employment with the California State University; which, he deg
inhislPAnot unl i ke Mr. Sturmands joint deve
While Apple executives had positive feedbatke the phone finding patents as a feature, the
CEO had taken the additional step of brainstorming the virtual ticket redemption problem
plaintiff. Plaintiff never heard from any stakeholders again, with his only discovering he wa
nonjoinder orsixteenpatents after being wrongfully terminated, and, his counsel recommen

research. At | east Caterpillar tried to

derive royalties from said patent svankeda Mr|.

by

lared

| o

vith

=%

correction ofownershipwhich Apple promised his counsel to investigate and was then ignored

for two years.

698 Nonjoinder reputational damage alone satisfies constitutional stafR@iryniarz
v. RamireANo. 3:13CV-01064CSH(D. Conn 2015). The consent of others named on said
patents also isnbét necessary for a lowaStatee
Univ. Research Foundation v. Honeywell.ldd4 F.2d 404" Cir. 1971).Again, Apple could
have issued a certificate of correction without the consent of those already named, and,
independent of the District Court. This would have allowed plaintiff an opportunity to rehab
his excellent reputation whichpple destroyed, but they demurréd impartial observer not
skilled in the art could reasonably dedu

E. Reputational Injury Sufficient Alone for 8256 Correction

699 A plaintiff not named as a jot inventor on several patents has standing to
maintain an action to correct inventorship und@g6§, despite the fact they previously assigne
all rights in the patented inventions to a former empldybukh v. Seagate Technology, LLC
803 F. 3d 659 (R Cir. 2015) This decision recognizes that an omittedrogentor has an
enforceable interest in correcting inventorship based on evidence that such correction woy
enhance the inventorods reputation. i tBeeis an
mar k of success in oneobds field, comparab
1359 We r e a pecuniargconsehuarices imay well flow from being designated as ar

i nv e rd This is garticularly true when the claimed inventor is employed or seeks to be
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employed in the field of his or her claimed invention. If the claimed inventor can show that
named as an inventor on a patent would affect his employment, the allpgtdiomal injury
likely has an economic component sufficient to demons#stele 11l standing.

700. Given the facts here, plaintiffs reputation will be considerably rehabilitated by
correction of ownership fa@ixteenpatent® for two technologieb e | awf ul |y i
generated industry acclaim, notoriety and profit for Apple. Overly negative public scrutiny q
plaintiff in so many news storia@s re this case is a fine example of additional reputational
damage. Such a correction would igate this.

701 Plaintiff will realize betteremployment prospects in being named an inventor
said patents, after being wrongfully ter
caused plaintiff to be awathedppld Inndyators Anarslhis
award requires 5 awarded patents and wou
consi der abl yastelRdaad highlyivdlued employee |A ke t he e my
company Apple had wrongfully firdd Popescu v. Apple In&l040508 Cal.App.4(2016.

702 Factors bearingop | a i rredibility aadwhethehis testimony has been
adequately corroborated ggmven beyond a reasonable dodibtre Reuterat 1021andsupra
(1) Delay between thevent and the tridiave been solely the result of Apple ignoring its writt
promi se on November 17, 2016 by a Direct
Exhibit 14; with plaintiff not being aware of his nonjoinder previous to Apple whalhg
terminating hind which avoided issuing him th&pple Innovators Award?2) Interest of
corroborating witnessesill be established at tria{3) Contradiction or impeachmenertainly
applies; else Apple would have issued a certificate of corregion promptly learning of
plaintiffs nonjoinder and sizable evidence in 2016. Herein Apple has and continues to argu

against undisputed fgatontrary to the plurality of written evidence to the contrdgreover,

those unskilled in law or technology wdutonclude ample evidence existed for Apple to return

plaintiff to full-time employment; as he obviously performed a rueaded work produdty the

high standards demanded by the CEO anfbuader. Mr. Jobs would have promptly removed

plaintiff from hise mp|l oy i f hedd demonstrated anyt hi

of measurable work with exceeding attention to dg@)iCorroborationexists in the form of a
plurality of dated, written evidence; which includes lab notebooks displplang nt i f f 0
conception and inventorsipp n one case predating App®Bedq

The corroborating withesses' familiarity with details of alleged prior strudtree s n 6 t 3
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the Court explained Apple has no burden to providéesce from the misjoinder invento&ee
ECF No. 39 Nonethelessa compelling narrative exists showing that one (or more) employe
Appl e photocopied plaintiffsd notes cont
misjoinder inventors to have anything to claim in the patent disclog@)dmprobabiity of prior
use considering state ofthelar s b een Appl eds only def en:;:
inventions are simply prior &twhen one unskilled in the art can compare his notes with the
patent applications and make the independenttamséne work produé mostly identicalOther
than the case of the Passbook patent (which contains GPS proximity fence claims other A
empl oyeebs unknown to plaintiff invented
ofp | ai nvork pfodudt.§7) Theimpact ofboththe inventios on the industrys sizable. The
longstanding problem of reliably retrieving a lost mobile device from either an honest finde
thief has been so well received by customers its spawned efforts to help lagesrdot stop
abduction and kidnapping, as well as prosecute those who steal mobile devices from the t
owner.

703. The Find my iPhone app alone was named thee$6iPhone application of all
time, receiving a maximum score for cultural impatt. t s ®ved by Apple customers that
thousands of donated iPhones regularly become uselessmawetty, becauseell-meaning

donors forgot to tfist?h off H[AFind my i Phon

704. Redeeming virtual digital tickets has fundamentally pednanently changed the

event ticketing industryThe resulting time saved from efficienoffset alonds too immense to
calculate, withdailhai r port boarding | ines around tH
invention as well as being usedrfthe most popular concerting and sporting events by the
market leader in Ticketmaster. A sizable revenue stream which Mr. Jobs and plaintiff devis
selling media and ticketing online was abandoned by Agple could easily forecakist
ticketing rezenuein excess of one billion dollars per ye@he global market for live music

ticketingalone (not counting sportis predicted by grow by an average of 7% annuailty

2021, with an estimatedalue of US$24.55 billion in 2028porting ticketing iexpected to raise

from $49.26 billion tdb62.31 billion in 2021, with movies increasing from $45.71 billion to

20The 100 Best iPhone Apps of All Time
https://mashable.com/2015/12/08/1€stiphoneapps/
2! Thousands of usable iPhones trashed by one Colorado firm becauseewaeeln i ng donor s f or
my i Phoneo
https://coloradosun.com/2019/04/17/recvel|akionestrals7h€dﬁnd-my—iphone/
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$60.68 billion in 202122 Even if Apple took a very small commission for processing ticket
transaction for service provideiss his inventiomlso allovs, the revenue potential is too
enormous to ignore. One percent of the 2017 digital ticketing market of $113.44 billion is $
billion and represents an e x amplrheeelatmfshig o s
between witness and alleg) prior &er has been sufficiently identified as emplegemployee.
705. One unskilled in the art may reasonably conclude Apple followe8Hhi&h
pl aybook; deciding that wrongfully ter mi
was better than following the Constitutiandawarding him thépple Innovators Awardl5
patents and pendingpatent applicationdue Shukh was only vangfuly omitted fromthe
inventorship of 6 patents and 4 pendpagent applications. The reputational damage plaintiff
suffered herein exceeds that of Shiskimderstanding they both experienced negative econo
consequences, harm to their reputations as leilabentors, and, a false reputation for

employment conduct he did not engage in.

22 Concert tickemarket to togh24BN by 2021
https://www.igmag.net/2017/02/concetitketmarkettop-24bn2021technavio/#. XMOA4y My3A
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PRAYER FOR RELIEF

WHEREFORE, Darren Eastman prays for judgment and relief as follows:

A. An entry of judgment holding the defendant liable of patemjoinder;
B. A PTO certificate of ownership correction writ for sikteenpatents named;
C. An order to the defendant to issue corresponding patent award plaquisplie

Innovators Awardand, corresponding IP cash awards clugentApple employees;

D. An award to plaintiff foractualandpunitivedamages;

E. A finding thaeptihosalcasand sammeawar
previous attorneysod f@8s, as provided
F. Such further and other relief as the Court may deem proper and just.

Respectfully submitted

Dated: April 29, 2020

By:  /S/ Darren Eastan

DARREN EASTMAN

17z
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Darren Eastman demands a jury trial on all issues so triable, pursuant to Rule 38 of the Fe

Rules of Civil Procedure.

Dated: April 29, 220

DEMAND FOR JURY TRIAL

17z

By:

Respectfully submitted

/S/ Darren Eastmd

DARREN EASTMAN
Pro &
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10/1/08 4:28 PM Darren Eastman:

* SUMMARY

We could leverage the GPS in (i} and/or IP triangulation data for (i} to provide a location
(or estimate) in Google Maps, which would be launched in Safari by selecting "Locate
iPhone" in iTunes. This would require a Mobile Me account and having push activated, as
the location registration can be leveraged via (B Since we can use Edge, we avoid
needing to be NAT-PMP or UPnP compliant to "phone home"and could locate the phone
wherever there's a signal until the battery was fully depleted.

* STEPS TO REPRODUCE

1. Lose your (B or @R

2. Launch iTunes on your synching computer
3. Choose "Locate my iPhone" in iTunes

* RESULTS
Safari is launched into Google Maps with the (relative) position of the device; from the last

time it "checked-in" with (| D

* REGRESSION

1. We do this for resolving DHCP across networks for BTMM, so if a Mobile Me account is
required, we can leverage this functionality.

2. The only physical impediment to blocking this from working would be physical (no service)
or when the battery had been fully depleted. "Sorry, X's iPhone could not be found."

3. If push is necessary, it can be enabled when the feature is enabled, which would likely be
the "Devices" pane of iTunes preferences, or, the phone could be registered in Mobile Me
prefs / Sync / Advanced.

*NOTES

1. We could also send (via push) a registration / fetch request when "Locate iPhone" is
chosen.

2. Please add me to the security list of this bug.

10/6/08 3:17 PM Darren Eastman:
S cntion in this bug should actually be substituted with (D

17/t 4AC
No. 4:18-CV-05923JST
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From: Darren Eastman deastman@apple.com
Subject: Radar 6262545.
Date: October 7, 2008 at 5:44 PM
To: Jeff Lemas jlemas@apple.com

Hi Jeff,

Can you add me to the security list for this bug | originated? 1'd like to address the "security" concern raised because we've (my
team) worked very hard to re-educate the world that BTMM is secure (it uses IPSec and Kerberos) and is only prone to having a
weak password; along with physical access, these 2 elements are the only part of our overall security model we can't control, but,
users can.

Since this would be launched (ideally) from ones synching computer, and, they would be logged in with their Mobile Me account,
it would be entirely elective and require that (given the user doesn't have a weak or nonexistent password) that they perform the
"find" action only by themselves. This allows us to provide an extremely valuable feature/service value-add none of our
competitors offer that could even be made "OFF by default" so that consumers could elect to activate it if they so desired.

Currently, a BlackBerry customer could remote wipe their device if it's lost (that's been around longer than iPhone) but they have
no way to find the device once it's lost. Not only does this give us an edge (no pun intended) that no other smartphone
competitor has over us, it also provides an opportunity for revenue generation in selling Mobile Me memberships. The fact that
we allow (theoretically) a customer to protect their investment by ensuring there's a very good chance they can quickly recover it
if it's lost makes a $200-300 purchase decision very easy, don't you think?

| think it's a great tool to both gain market share AND provide an outstanding customer sat experience; the latter of which has
helped AppleCare win the Consumer Reports "Highest CSAT" award for over 5 years straight now. Perhaps if there's a problem
adding me back to the bug because it's in a component now that I'm not disclosed to see, you might fwd this along to the nice
person who commented this morning in the diagnosis field.

I'd also welcome the chance to discuss the nuances of this in-person (or offline) if the opportunity should exist. I'm sure you have
many other things to scope and prioritize, so | want to thank you very much Jeff!

cheers,

Darren

P.S. The story behind how | devised this is quite interesting if we ever chat about this one in-person you should ask.

4AC
No. 4:18-CV-05923JST
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From:
Subject:
Date:
To:

Eddy Cue cue@apple.com

Re: Radar 6262545

January 27, 2009 at 3:57 PM

Darren Eastman deastman@apple.com

This is a really good idea and something we have on our list to consider.

Thanks!
Eddy

On Jan 27, 2009, at 3:02 PM, Darren Eastman wrote:

Hi Eddy,

| was curious what your thoughts were about this bug and if you might support such a feature?
<rdar://problem/6262545> I Vethod to "Locate iPhone" via iTunes

My proposed feature is a rare opportunity to not only increase MM and iPhone sales revenue (by providing a compelling
argument why our $199 phone is an easier justiy ctian than anything in it's class) but it also would help supportability
while increasing CSAT. Since this idea is a little different than anything we've done before, | understand it might require
the sponsorship of somebody in your position to move fwd; as you manage both the iTunes and MM teams necessary
to accomplish this.

Ideally, this feature would ship OFF and could be enabled by a user with a MM account who choses to do so; we'd
leverage | to Y o your iPhone in the same manner we do now for Macs using Back to my Mac. This would
open a Google Map in Safari with your iPhone's current location on your primary sync computer when you chose the
"Locate my iPhone" menu option in iTunes. It means we'd never have a lost iPhone again and could expand the feature
to the Touch later.

Thank you very much Eddy!

cheers,

Darren

4AC
No. 4:18-CV-05928JST
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From: Scott Forstall forstall@apple.com
Subject: Re: Radar 6262545
Date: February 18, 2009 at 9:44 PM
To: Darren Eastman deastman@apple.com

Good suggestion.

--S.

On Feb 18, 2009, at 8:09 PM, Darren Eastman wrote:

Hi Scott,

| was curious what your thoughts were about this bug?

<rdar://problem/6262545> | Vethod to "Locate iPhone" via iTunes

While simultaneously beney ting supportability and increasing MM revenue, this feature provides a very compelling
argument for anyone considering their next smartphone purchase; the ability to "get your life back" if you've misplaced

iPhone. Our competition can't do this and it would likely require zero carrier-facing development or interaction. Thank
you very much for your consideration / guidance.

regards,

Darren

181
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From:
Subject:
Date:
To:

Darren Eastman deastman@apple.com
Re: Radar 6262545

March 18, 2009 at 7:39 PM

Scott Forstall forstall@apple.com

May | ask my assigned IP person in legal about the possibility of presenting this for future patent protection? Thank you
very much Scott.

regards,

Darren

On Feb 18, 2009, at 9:44 PM, Scott Forstall wrote:

Good suggestion.

--S.

On Feb 18, 2009, at 8:09 PM, Darren Eastman wrote:
Hi Scott,
| was curious what your thoughts were about this bug?

<rdar://problem/6262545> _ Method to "Locate iPhone" via iTunes

While simultaneously beney ting supportability and increasing MM revenue, this feature provides a very compelling
argument for anyone considering their next smartphone purchase; the ability to "get your life back" if you've misplaced
iPhone. Our competition can't do this and it would likely require zero carrier-facing development or interaction. Thank
you very much for your consideration / guidance.

regards,

Darren

18

(3]
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EXHIBIT 6

(Filed under seal, ECF No. 19)
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70473
Intellectual Property Agreament Eastman, Darren

This Agreement sels forth the acreernsats between you and Appie Computer, Inc. {Apple), concerning any
inventions you may make In zonnecrlen wirh your employment by Apple anc yous treatrment of apple's
confidertial and praprietary nformation, Apple bas ag-esd to employ you or continue to employ yo.J with
ihe agrazment that you zgree o 2nd will abide by the following tenms und cond-tions far the tenure of your
employment by Apple imctuding, bur not limited Lo, any teave af abrence, sabbatical, ard other lime off)
and thereaftor,

TOMVENTIONS. A5 used in trus Agreament, the 16 “inventons’ mezns any and all ‘nvantions. kleas, and
dizcoveries, inclucing improvements, ongiil works of sutherstip, designs, formulas, processas, carr puter
prog-ams or portans thereof, databases, 1ace sacrats aod proprelsry fonmalion, documentztion, and
materials made or coniceived sotely by you or joirtly with otrers or whelly o¢ in part oy you,

i, Your Rights n Inventions

lii Previcus Employee inventicne, Inthe space prov ded belew, or ori o separate sheet attached ta this

Agreerrent, yau may list all mventions {2) that yeu rmade privr 1 your employmett by Apole: (B} that you

ceiin belong te you, or that vou claim an owazrship ints-est in, or that vou claim any ether legal righs

ar titie; (7 that raizte to Apple's business or praducts, or artual or derconstraby anticipated rescarch or
ueve\upmem. and (d} in which yow wish o rerain all claimad ewaership ot gther legal rights isee "Employee
inventions”y. IF yau <o list such Emploves lrvensions, you agree [o y art Lo Appie a revaily hve license t any
Emnplayer invention which is infiinged by an Apple product, process, ar misthon of doing buziness (hereinafter
“Apple Product if: {i} you waere directly irvalved in the davelopment or imokensentstfen of that portion of the
Apple Procictr which infrirges your Employee Invention, or (il vou zequiested or peunitied othor Appis amp oyees
16 utiiize yous Lmpleyee lnvertion in the course of ther development or implenrentation of tie

Applz Procuct, or (il uoon first learning of Apple's use of your Zmployee Inverition vau 42 not immed glely

wity inwriing you- Apple Yice President of Apple’s infeirging use of your Employee invention and the need for o
o Employes

icense tharetn i ya tde hot | st all Fmployec rventiens, you azknowlcdas and agres that ne
nventions exist and, 1o the exrent such Employas Inventiuns do sxist, you waive ary and afl righte or claims of
oumership to such Employee Invertons, You srdersiand that vour 'isting af any Smployes invention(s) here does

nat canstitute an ackrowledyment by Aople ot your awnership o such Employee -nventiang,
Empiovec Inventions

Icentifying number of patent, i applivable, or

7 . i . . A Vool
o5 X :'Li’i‘pw; y Syg fgj‘ﬂ’] /o z"z\? i Vj
v

Tide Date

u)h 4. )HJg S \/f; oy - !m f h f &9 fj ,»W,[u ff vy T mou. J/C Mﬂ;fj
Ern ‘Lisn\p‘m\ of \rn vention 7 \ . )
jr’} 2y)4 ny F 7,D -"1)’—‘ (!L Jf‘u ox{J X Jr(_7r ver l,"j{'f o‘f yvid c'JfJJ t/)
J = o _ T Fns ]
C"f.i)}'@ a f"ﬁﬂl'iﬂ VoV own venveé 7{70}, LALG!J 9250
Coocn pplicaliv You |
o el 5;%"%.(_,

R et pardte sheet

ting Employee Inventions ,

thpils <j,f)jfbr;~1 nevrg

BT UAT A Innel aeTus! PR A e 16T Page | of &
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Ivan W. Halpe rin

TheHal perin Law Of fices
1007 West Twenty+o urth Street
Los Angel es, Cal if ornia 90007 -1816 USA
T:+1(310)7733494 iF:+1 (310)861-8619
iwhal per in@hal per in.com

Wednesday, November 242016

Sent via USPS to:

Mr. Bruce Sewell
General Counsl & SVP
Apple, Inc.

1 Infinite Loop
Cupetino, CA 95014

Sent via email to:
bsewell @apple.com
Re  Darren Eastman & Apple/ Recognition of

US Utility Patents, Wrongful Terminetion,
and Convasion of Persond Propaty.

Dear Mr. Sewell:

| have been retained by your former software engineer, the estimable Darren
Eastman, to represent him regarding the above described claim. A copy of
his Notice of Representation and Authorization to Release Information ac-
companies this letter.

l.
The variousproblems began when Apple failed to acknowedgeMr. East-
man $critical innovation and responsbility in the creation of six US utility

patents. Our client is the principa inventor of the fiFind My iPhoned feature,
loved by millions and worked directly with Eddy Cue and Scott Forstall on

19¢
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its implementation, persondly. This act, alone has caused Mr. Eastman ex-
treme persond discomfort.

Five applicable utility patents have been filed for the fiFind my iPhoned fea-
ture and onefor the Passbook feature, noneof which indudeMr. Eastman.
Art claimed by Appleds Passhook patent was declared by Mr. Eastman in his
IPA signed in 2001, at the beginning of his employment with Apple Com-
puter.

Note the attached IPA and official email communications between Mr. East-
man and both Mr. Cue and Mr. Forstall (and other responsble paties) as
well as Radar 6262545 which was filed by Mr. Eastman as a feature request
before its development.

Once the feature began development, the bug became restricted from Mr.
Eastmanés access, even after the feature had been released, and was publicly
available. Claim 1 and 2 of the attached supporting materials list more infor-
mation. Mr. Forstall ignored requests from Mr. Eastman viaemail and tele-
phoneto ask legd about paent protection; so Applets competitors couldn&
copy it like so many other great thingsAppleds done

We disagree with Appled ex pog facto determination that Mr. Eastman was
lawfully terminated the week his find RSUs were due and, for wrongful
communication in attaching a oneline source codechangeto a Radar bug
which resolved a critical cusomer-facing qudity issuewith Disk Utility dur-
ing Yosemited development, and, for informing Apples third-party educa-
tion reimbursement company of hisintent to file asmall claims action
agang them for failing to reimburse him several hunded dollars of ap-
proved work-related education expenses at UC Santa Cruz and Stanford
University. This caused GP Solutionsto finally issue a check; after being
duefor 16 months, and, withou his requested assistance from Apple.

Mr. Eastman had his finest year ever (in nineyears) at Apple and was duean
exceptiond bonusand performance review the week of his unlawful termi-
naion. One achievement of note was unifying all three of Appled video
drivers, so that multiple display configurationsretained their postion after a

4AC
No. 4:18-CV-05923JST
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Mac computer enters sleep, restarts, shuts down or experiences a resolution
change This achievement alonetook three years to realize.

Mr. Eastman had received approva from HR for a reasonale accommoda
tion to pursue his physcian $orders to work from home, following compli-
cationsfrom arisky, but necessary neurosurgery. Mr. Eastman $manager
and Director were extremely unhgpy with his decision, especially since he
was produdng an even highe volume of qudity work than he had when be-
ingin the office every day.

Mr. Eastman did not have an appropriate work environment for his disability
and had the smallest cubicle amongg every person on his team, making it
nearly impossible to rotate in a chair completely. Less than three weeks be-
fore Mr. Eastman $wrongful termination, he received temporary authoriza-
tion from both his physcian and HR to work from home permanently until
his health improved and the facilities situation could be remedied.

Mr. Eastman declined an office from HR, as only management had them in
his building (some having even two), because he feared retaliation from his
Director. A different solution was being pursued by HR when Mr. Eastman
foundhewas no longe in your employ.

Mr. Eastman was never given a written warning and did not even know he
was subject to termination for ethically carrying out his job fundion, and,
his managers continued inability to perform. Mr. Eastman was told via per-
sond email (outside Appleds busness practices) hewas fired after telling his
manager (viatext message) tha 1S& T was hoping to have his busness email
and other services restored the next day; hetd been working from home on
an executive escalation and had no reason to beieve hewas nolonge em-
ployed, or, that hed doneanything wrong. 1t sugpect that Mr. Eastman $
three years of vested RSUG were set to be granted the day after hewas un-
lawfully terminated.

Mr. Eastman foundin Januay that he notonly had no record of awritten
warning in his personné file, but tha his manager had illegdly acknowi-
edged a performance review as him electronicallyé over a month after
he@ been fired. This was sent to Mr. Eastman by Apple HR.

20C
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Thereview was also poorand in no way consistent with previousperfor-
mance reviews. Itd slear that Mr. Eastman $manager was trying to conoeal
hisillegd behavior by performing yet more.

Mr. Eastman $developed extreme anxiety and pod-traumatic stress disorder
(PTSD) as aresult of Appleds actionsand has been unable to work. After be-
ing heavily recruited by Google and Nest (oneday after his unlawful Apple
termination) Mr. Eastmanés phydcians have not forecast a recovery window;
heds now consdered permanently disabled by the State of California.

Mr. Eastman was unéble to return to his building (Homestead 1) and reclaim
any of his persond beongings Amongthe propety conveted were many
which were irreplaceable Apple awards and expensive (persondly owned)
equipment for doing his job, like a digital oscilloscope

Mr. Eastman returmned thelittle Apple propety his managers requested by
mail and he never received any of hisitems. Mr. Eastman $manager refused
to respondto phoneor text communication and did not give him any oppor
tunity to retain his bdongngs

Further, Nicole Atkinson from HR Lega sent certified mail to Mr. Eastman
on Christmas Eve, asking for items notin his possession and failed to help
him retrieve his bdongings Ms. Atkinson stated tha Mr. Eastman $man-
ager had sent his beongings via FedEx during thetime in which hewas out
of town getting married.

Mr. Eastman $manager had previoudy approved the vacation request for his
marriage three months before and it was well known to him. Accordingly,
Mr. Eastman had no bdongings when he returned home. Apple attempted to
intimidate Mr. Eastman to return property he did rt idave, and denied him
any oppottunity for recovery or relief.

201
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Ignoting Mr. Eastman during agooddeal of nineyears in your employ (after
being persondly recruited by Steve Jobsin grad school) has created pro-
foundlosses for Apple. Below is oneof several examples.

During FaceTimeds development, Mr. Eastman asked several parties (and his
manager, in writing) to investigate previousart. Mr. Eastman $manager ig-
nored his request and did not reply to updae requests during scheduled 1:1

meetings Theresulting cost to Apple in appéllate court was a $6256 million
judgment. See the attached email communication.

* *

Please contact me to discuss Mr. Eastman $claims. An extensive amount
(13 pages) of suppoting doaumentatio rs been provided for your review;
this represents only a small total sampling of whatd been furnished.

While Mr. Eastman $strong preference is tha you and | resolve this matter

by negotiation, heds not averse to litigating the matter (if necessary) in the
Santa Clara division of the California Superior Court.

Yours very truly,

lvan W. Halperin

IWH/25

CC: Mr. Darren Eastman

20z
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November 17, 2016 e

lvan W. Halperin, Esq.

The Halperin Law Offices

1007 West Twenty-Fourth Street
Los Angeles, California 90007-1816

Re: Darren Eastman
Mr. Halperin:

This is in response to your November 14, 2016 letter regarding former Apple Inc.
employee Darren Eastman. Please send any further correspondence to my
attention. Apple will investigate the concerns raised by Mr. Eastman and will
reply accordingly. Please note that our offices are closed next week for the
Thanksgiving holiday.

Yours truly,
Deborah Rice
Senior Director, Global Employment Law

204 4AC
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From:
Subject:
Date:
To:

Darren Eastman deastman@apple.com
Re: Rush Limbaugh's BTMM issue
February 18, 2008 at 5:05 PM

lan@apple.com

Yep, it can occur on:

Upgrade installs to Leopard
Leopard A&l's

Changing the host-name to anything different should resolve this. I'm surprised I've never stepped through this one

myself.

Darren

On Feb 18, 2008, at 1:31 PM,_wrote:

If I'm understanding the bug correctly, this issue boils down to two points for the article:

1. If you upgraded from Tiger, change your computer name to anything other than what it is now if you like the name,
you can then change it back).

2. Even if you haven't upgraded from Tiger to Leopard, make sure all your computer names are different.

Does that about sum it up, or am i completely missing something?

-Artie
On Feb 15, 2008, at 6:16 PM, Darren Eastman wrote:

yeah, that would be awesome, I'm buried in other exciting nightmares today.

thanks!

On Feb 15, 2008, at 3:42 PM_ wrote:

Are you already working on a kBase for this? | see KB requested already in one of the bugs, but wasn't sure if it was
on anyone's plate yet. Give the proy d this has, | can work on one ASAP if needed

-Artie

on Feb 15, 2008, at 2:55 PM, | R vrote:

Not sure if y'all are on this list or not...
Begin forwarded message:

From: Darren Eastman <deastman@apple.com>
Date: February 15, 2008 2:51:07 PM PST

My team handled this one; Rush was experiencing an issue where his hostname was changed to 1,2,3 etc. as a result
of all his machines being upgraded to leopard from Tiger. Once we changed the hostname, he has noticed
considerable improvement and can use the feature now. This would be a good one for .Mac support to be aware of,
and a good possible SU candidate.

<rdar://problem/5469231> Seed: Sharing: wrong machine name Macintosh.local after Archive
[SystemCony gration/preferences.plist]

This is the culprit of Rush's woes, and | don't mean the Canadian rock band.

20¢
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On Feb 15, 2008, at 2:17 PM, G \'rote:

On Feb 15, 2008, at 2:09 PV, (D ote:
Anyone have any insight into this issue/
thanks,Brian

Yes, his Back to My Mac issue should be solved now.

<rdar://problem/5744842> Back To My Mac working intermittently on a Gll®

http://valleywag.com/356578/rush-limbaughs-leopard-bugs-can-you-fix-them/

Rush Limbaugh's Leopard bugs: Can you fix them?

<timemachine.png>Back to My Mac only works sometimes. Time Machine won't restore individual mail
messages. Rush Limbaugh's no newb -- he owns six Macs, and these are known problems. Have a look and
see if you can fix the bugs that made him send out a personal plea to Steve Jobs.

I'll tell you what the problems are. But it's going to be Greek to those of you who don't use Macs and | don't
want to spend a whole lot of time with this. But here we go.

+ 1. Back to my Mac, screen sharing, doesn't work. It's intermittent on occasion. Now, | got six computers
on the network, maybe it's only meant to go back and forth one computer to the next. And the second thing, and
this is the biggie, because | have found a work-around to screen sharing back to my Mac not working, direct
access to my IP address | can do it without going back to my Mac.

« 2. They've got this great new backup program called Time Machine. | primarily live in my mail application.
I use it for my word processing. The only time | open word processing is when somebody sends me something
in a Word document or whatever. | don't use the phone because of my hearing. Email is everything, and Time
Machine will not restore email mailboxes. Restores everything else but that, and ought to restore either a single
message or a whole mailbox, and it won't. On one machine, this one here in New York, | have found a way to
restore a single message or a multiple list of messages from wherever the Time Machine archive is, but on
none of my other five machines does that work. They're identical.

So, Mr. Jobs, there's got to be somebody who can -- this is major. I'm not calling it a bug. They just left it out of
the operating system. To not back up -- and, by the way, when you open Time Machine in your mail program, it
says, "click restore" to back up your in-box or to back up the message you had selected. So it was supposed to,
it just doesn't do it. And there's a whole thread at the Apple site of people having the same problem. But posting
the problem on the website is not going to solve anything. It's like filing a bug report, goes out to the ether,
nobody ever sees it, you never hear.

.Mac QA
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Milwaukee Brewers Ticketing

Milwaukee Brewers Ticketing

Children age 3 and above require a ticket for admission. All sales final. No refunds or exchanges. Game times

subject to change. Day of Game parking Rates: Friday-Sunday games $18 for Preferred parking and $10 for
General parking Monday -Thursday games $15 for Preferred parking and $8 for General parking All advance
parking rates are $12 for Preferred parking and $8 for General parking. Will Call and Print at Home are not

available for advance parking purchases. Advance parking is available for purchase online up until 7 days before

the game. To display the seat map, click here: View seat map

Please print this page for your records. For information on Brewers Season tickets including our 9 & 20 game
plans please visit brewers.com or call (414) 902-HITS. For groups of 25 or more, tailgate information, or catering

information please call (414) 902-4090.

Click here to print the page

Deliver To:
Darren Eastman

Bill To:

Darren Eastman

Cupertino, CA 95014 Ship via - Mail
USA
MasterCard
XXXX XXXX XXXX 9035
($97.00)
Order ltems Section Row/Box Seat Type Price
Pirates WEB
at Brewers 331 3 8 Regular $38.00
Saturday, Price
8/23/08
WEB
6:05PM CDT 331 3 9  Regular $38.00
Price
The convenience fee is $4.00 per ticket.
Total Convenience Fee for 2 seats : $8.00
Total Price for 2 seats: $84.00
Order Items Section Row/Box Seat Type Price
2008 Game  GENRAL  GEN1 122 Ve gg00
Day Parking - Parking
August 23
Saturday,
8/23/08
6:05PM CDT

The convenience fee is $2.00 per ticket.
Total Convenience Fee for 1 seat : $2.00
Total Price for 1 seat: $10.00

Confirmation

No:

Your confirmation number is:

BRWS - 1261659T4455598

SUMMARY

Transaction Subtotal: $94.00
Order Processing
(including delivery): $3.00

20 GAME | gmm

TICKET PACKS

brewers.com

Interestedn More Game® Click herefor theteam'sschedulepage

Click on the links below for more information:

https://onsale.tickets.mlb.com/ buy/ MLBEventInfo

221

Total: $97.00

Schadule

6/15/08 2:47 PM

~ e |
Cusiomer Service |

[EXCUUSIVEJEREEJOEEER
JEORLTICKE B UYERS]

As an added benefit your purchase includes
3 FREE months of Sports lllustrated. Enjoy
12 issues of SI 100% FREE!

Plus, if you decide to continue your subscription
after your 3 free months, you will get a
guaranteed low rate for a total of 68 issues and
be enrolled in our Automatic Renewal Program,
as described below.

records.

After your 12 issues, unless you cancel, YOU AUTHORIZE Sl to charge
your credit/debit card $49.00 for 68 issues, and in time to renew your S|
subscription, without interruption, before the start of each new annual

term at the guaranteed low rate then in effect unless you tell us to stop.

You may cancel at any time by contacting customer service and receive

a full refund on all unmailed issues. If your credit/debit card cannot be A
charged, we'll bill you directly instead.

AUTOMATIC RENEWAL FEATURES: Print a copy of this form for your O

v
YES | WANT IT!
Customer Service can be reached at www.sicustomerservice.com
or 1-888-806-4833.
Page 1 of 2
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