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November 3, 2011

VIA EMAIL: 

 

Team Telecom
U.S. Department of Justice 
950 Pennsylvania Ave., N.W.
Washington, D.C. 20530
Attn: Marilyn Shaifer and Tyrone Brown

Re: Responses of China Mobile International (USA) Inc. to Team Telecom 
Inquiry and Request for Confidential Treatment
FCC File No. ITC-214-20110901-00289

Dear Ms. Shaifer and Mr. Brown:

Enclosed please find the response of China Mobile International (USA) Inc. (“China 
Mobile USA” or the “Applicant”) to your October 5, 2011 questions relating to the above 
referenced International Section 214 application.  The response includes confidential and 
proprietary information that is highly competitively sensitive.  Accordingly, pursuant to Section 
552(b)(4) of the Freedom of Information Act (“FOIA”),1 the Applicant requests that the response 
be given confidential treatment in its entirety. 

                                                
1 5 U.S.C. § 552(b)(4).  Exemption 4 of the FOIA provides that an agency need not disclose “trade secrets 
and commercial or financial information obtained from a person which is privileged or confidential.”  



Team Telecom
November 3, 2011
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DOJ Triage Questions

Questions for FCC Applicants Reviewed by Team Telecom

Company Name:     China Mobile International (USA) Inc. FCC Application #:
Company Address: 707 Wilshire Blvd. ITC-214-20110901-00289

         Suite 5388 Place of Incorporation:
        Los Angeles, CA 90017     Delaware

This list of questions solicits information that Executive Branch Agencies, participating in a working 
group informally known as “Team Telecom” (Department of Homeland Security, Department of Justice, 
including the Federal Bureau of Investigation, and the Department of Defense), will use to address 
homeland security and law enforcement concerns on the above-referenced Federal Communications 
Commission licensing application. Your application to the FCC indicates that you are seeking Global or 
Limited Global Facilities-Based and Resale Authority.  In addition to seeking further details regarding 
your company and security-related practices, the following questions are particularly directed at 
identifying and assessing the complete scope of the equipment which you will be operating and the 
services which you will be offering should the FCC grant those authorities.  Accordingly, in answering 
questions in Section III (Company Services) and the Services Portfolio Checklist and Reference 
Questions in Section IV, please be as complete as possible with particular attention to all switches and 
routing equipment and all services offered in retail markets.

Instructions for Sections I, II & III: Please complete all Sections. When a “Yes” answer is indicated, please 
provide further information as appropriate.  Any documents or responses to Team Telecom’s triage questions 
that contain trade secrets or commercial or financial information that are privileged or confidential should be 
identified as such.

Section I: Applicant Company Details

1) Does the Applicant have existing (or planned) relationships/partnerships with any foreign 
companies and/or any foreign government-controlled companies? 
If yes, indicate whether the relationship/partnership includes a management role by any 
foreign companies. Provide the name(s) of the individuals and foreign companies and explain 
the nature of the relationship, including whether the relationship currently exists and/or is 
intended to continue in the future.
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2) Identify the total number of current employees, and planned number of employees for the 
next 12 months.

3) Will any non-U.S. citizen, including management, have access to one or more of the 
following:

a) Physical facilities and/or equipment under the Applicant’s control?
If yes, provide identity of person(s)1 and explain the type of access that will be provided.

b) Customer records, including Customer Proprietary Network Information (CPNI), billing 
and Call Detail Records (CDRs)? 
If yes, provide identity of person(s) and explain the type of access and records that will 
be provided.

c) Network control, monitoring, and/or auditing features?
If yes, explain the type of access that will be provided, and how access will be logged and 
archived.

                                                
1 For each such individual, provide name, country of citizenship, date and place of birth, U.S. alien number (if 
applicable), passport identifying information (including number and country), all residence addresses, all business 
addresses and all phone numbers.
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d) Electronic interfaces that allow control and/or monitoring of the infrastructure under the 
Applicant’s control including, but not limited to, access to actual communications content 
and data?
If yes, provide identity of person(s) and explain the type of access and control that will 
be provided.

4) What access control/security policies are in place for your production network?

5) What encryption products/technologies have been installed on this production network?
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6) Does the Applicant have any screening and/or vetting procedures which will be applied to 
U.S. or non-U.S persons who have access, remote or otherwise, to the Applicant’s 
communications network facilities, equipment, or data? 
If yes, explain all such procedures.

7) Does the company currently operate or plan to operate a website? 
If yes, provide all URL addresses for any current or known future company sites and describe 
whether the information therein is up to date.

8) Provide all addresses of the present and anticipated physical locations for all of the 
Applicant’s network equipment and infrastructure, whether owned or leased.

9) Identify each individual or entity, whether direct or indirect, holding or controlling greater 
than a 5% equity stake in the Applicant company (whether voting or non-voting), 
highlighting any foreign government entities. Please be sure to include the ultimate parent 
owner of the Applicant and any other companies/individuals owning more than a 5% equity 
stake in the chain of ownership.
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b) For each such individual or entity, provide all identifying information, as follows:

i) For individuals, provide name, citizenship, date and place of birth, U.S. alien number 
(if applicable), passport identifying information (including number and country), all 
residence addresses, all business addresses, and all phone numbers.

ii) For entities, provide country of incorporation/main place of business, general 
business type (e.g. holding company, investment firm, etc.), all business addresses, 
and related phone numbers.
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10) Has the Applicant company, any company officers/directors or any individual/company with 
10% or greater ownership interest in the Applicant company, ever been investigated, 
arraigned, arrested, indicted or convicted of any of the following:

i. Espionage-related acts, or criminal acts including violations of the International Trade in 
Arms Regulations (ITAR), the Export Administration Regulations (EAR), or other US 
law?

ii. Deceptive sales practices, violations of the Consumer Fraud Act and regulations, and/or 
other fraud or abuse practices whether pursuant to local, state or federal law?

c) Violations of local, state or federal law in connection with the provision of 
telecommunications services, equipment and/or products and/or any other practices 
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regulated by the Telecommunications Act of 1996 and/or by state public utility 
commissions? 

If yes to any of the above, please describe in detail, including name(s) of company officials 
and/or company involved, date(s), and current status or final disposition of matter, including 
any terms of settlement.

Section II: Applicant Company Operations

1) Has the company been operational over the course of the current and previous year?
  If yes, answer the following:

a) Provide separately for each year the Cost of Goods Sold (COGS).

b) What was the total amount of COGS allocated for telecommunications equipment and 
service types?

c) Describe, for all services provided to each category of customer (e.g. enterprise, 
residential, carrier, etc.):

i. Total number of subscribers;

ii. Total annual gross revenue for preceding fiscal year;

iii. Percentage of total gross revenue per category of customer for preceding fiscal year.

2)   List all expected and actual Federal, State, and local government customers including any 
classified contracts, and include a description of all services to be provided, or services that 
are currently being provided, to such customers.

3) For each member of the Applicant’s senior management team, list the names (where 
applicable) of the CEO (Chief Executive Officer), President, CFO (Chief Financial Officer), 
CIO (Chief Information Officer), CTO (Chief Technical Officer), COO (Chief Operating 
Officer), Senior VPs, and any other positions involved in exercising day-to-day management 
responsibilities:

a) Explain the nature and extent of each senior manager’s involvement in the company; and
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b) Provide each senior manager’s name, citizenship, date and place of birth, U.S. alien 
number (if applicable), passport identifying information (including number and country), 
all residence addresses, all business addresses and all phone numbers.

4) Identify a senior officer or employee (U.S. citizen or legal alien residing in the U.S. with an 
active security clearance or able to obtain one) who will be the Applicant’s authorized law 
enforcement point of contact responsible for accepting and overseeing compliance with 
subpoenas/court orders/search warrants including responding to official requests and/or 
compulsory processes from U.S. law enforcement or other U.S. government agencies.

a) For this individual, explain the relationship to the Applicant and provide name, 
citizenship, date and place of birth, U.S. alien number (if applicable), all passport 
identifying information (including number and country), all residence addresses, all 
business addresses and all phone numbers.
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b) Confirm that the Applicant will report to the appropriate law enforcement agencies, 
immediately upon discovery:

i) Any act of compromise of a lawful interception of communications or access to call-
identifying information to unauthorized persons or entities? 

ii) Any act of unlawful electronic surveillance that occurred on its premises or via 
electronic systems under its control? 

5) Will the Applicant store and/or maintain any U.S. communications content, transactional 
data, call-associated data, billing records or other subscriber information? 
If yes, please answer the following:

a) Describe what types of records will be stored.

b) Provide all addresses of locations where such records will be stored and/or remotely 
accessed/managed via electronic systems.

c) If any storage location differs from the Applicant’s address, explain the general purpose 
of the location and its function within the Applicant’s business.

d) Describe all physical/electronic security measures utilized for all locations/systems to 
protect the confidentiality of records.
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e) Confirm that the Applicant will inform the National Security Division (NSD) of the U.S. 
Department of Justice if, in the future, any record storage/access location is transferred 
and/or newly established outside of the U.S.

f) Can the Applicant agree to make any and all records not stored in the U.S. electronically 
available in the U.S. within five business days of law enforcement serving legal process 
through the Applicant’s U.S. based point of contact (identified in question 4 above)?  

6)   Describe the Applicant’s lawful intercept solution(s).  Include all lawful intercept capabilities 
of the Applicant company to include whether the Applicant uses (or intends to use) a Trusted 
Third Party (TTP) provider.  If so, please provide the name of that TPP and whether the 
Applicant has a signed agreement with that TPP. If the Applicant will use its own 
equipment, please specify the equipment and describe the functions supported.

7)   Describe the customer base of the Applicant company (business, residential, carrier, 
enterprise, etc.).
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8)   What, if any, outside capabilities via remote access will exist within the Applicant company 
to control operations over the network (e.g., audit mechanisms, record access monitoring)?

Section III: Applicant Company Services

1) Provide a general summary of the nature of the Applicant's current and planned services and 
operations, to include an explanation of the Applicant's intended overall business model and 
its relationship with any sister and/or partner companies.

2) Describe the carrier transport facilities (T1, DS3, Optical Carrier) that will enable customer 
data flow into and out of owned and/or leased equipment.

3) Will the Applicant be operating any physical telecommunications switching platforms (TDM 
and/or VoIP switches)? 
If yes, provide a network architecture diagram that shows all switches and connection points.
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4) Provide a description of any other intended network equipment and/or proposed 
infrastructure (e.g., routers, media gateways, multiplexing/cross-connect facilities, signaling 
devices, other equipment). 

5) Does the Applicant have a network topology map that shows it’s Points of Presence (POPs)
and/or a geographic footprint?
If yes, attach to Questionnaire.  If not, describe the network topology as clearly as possible.  

6) Will the Applicant company use interconnecting carriers and/or peering relationships? 
If yes, provide details and list the carriers.
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7) Will the Applicant rely on underlying carrier(s) to furnish services to its customers and/or 
resell any services?
If yes, provide details and list whose services will be resold.

8) Is the Applicant or its affiliates able to control operations at any POP and/or Network 
Operations Center (NOC) from any overseas locations? 
If yes, what is the nature of the foreign-based control?

9) What services will be delivered to customers, and how will the services be delivered?

10) Does the Applicant serve any sectors of U.S. critical infrastructure? 
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Section IV: Applicant Company Services Portfolio Checklist

Instructions: Please check all applicable boxes that reflect the types of telecommunication services the Applicant 
intends to provide in the U.S. only.  Do not select any services that will be provided outside the U.S. For each 
checked box, please provide a separate and full explanation at the end of this questionnaire, as well as answer the 
Reference Questions below the table as they pertain to the services you have indicated in the checklist.

Proposed Applicant Services 
VOICE SERVICES
VoIP (Voice over Internet Protocol)
POTS (Plain Old Telephone Service)
TDM (Time Division Multiplexing)
Voicemail
PBX (Private Branch Exchange)
Centrex (Hosted/Managed PBX)
Callback Service
Calling Card
Dial Tone Service
Issue DID (Direct Inward Dial) Local Telephone Numbers
Local Exchange Service
Local Toll Service
Domestic/International Long Distance (Interexchange Service)
Tollfree Service
IVR (Interactive Voice Response)
Conference Calling
Operator Service
Directory Assistance
Dial Around Service (1010XXX Casual Calling)
Switched Access
Special Access (Dedicated Line)
ACD (Automatic Call Distribution)
Other
INTERNET AND DATA SERVICES
ISP (Internet Service Provider)
Data/Private Line
VPN (Virtual Private Network)
Web Hosting
LAN (Local Area Network)
WAN (Wide Area Network)
ISDN (Integrated Services Digital Network) BRI (Basic Rate Interface)
ISDN PRI (Primary Rate Interface)
DSL (Digital Subscriber Line)
Frame Relay
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Email
International Voice/Data Service
Wireless/Mobile Voice/Data Services
Satellite Services
RF (Radio Frequency), Microwave
Video
Other
CARRIER / ENTERPRISE WHOLESALE SERVICES
Routing, Signaling Services
Transport Facilities
Leased Lines
Collocation Services
Other

Reference Questions:

Instructions: Answer each question below as it relates to the services indicated in the above table.

1) In what manner will the service(s) be delivered to your customers?
(Please describe typical customer transactions.  For example: How do you acquire 
customers?  How do customers contract services?  What are your terms of sale?  What 
are the products and services you provide?  How do you deliver them?)

2) What kind of network infrastructure will be utilized to deliver the service(s)?

3) What equipment will be utilized to provide the service(s)?

4) Will the service(s) be facilities based, resold or both? Please describe.





Exhibit A

HIGHLY CONFIDENTIAL 
NOT FOR PUBLIC INSPECTION 







Exhibit B











Exhibit C





Executive Branch Recommendation to the Federal Communications Commission to 
Deny China Mobile International (USA) Inc.’s Application for an International 

Section 214 Authorization 

 

EXHIBIT 3 
  



FOR OFFICIAL USE ONLY 
 HIGHLY CONFIDENTIAL 
 NOT FOR PUBLIC INSPECTION  
 
 

- 1 - 

DOJ Follow-up Triage Questions 
Questions for FCC Applicants Reviewed by Team Telecom 

 
Company Name:     China Mobile International (USA) Inc. FCC Application #: 
                             ITC-214-20110901-00289 
 
This list of follow-up questions solicits additional information that Team Telecom will use to 
address homeland security and law enforcement concerns on the above-referenced Federal 
Communications Commission licensing application.  Please respond to the following questions 
in order to clarify China Mobile’s answers to the triage questions. 
 
China Mobile International (USA) Inc. (“China Mobile”) hereby responds to Team Telecom’s 
following questions of February 28, 2012, in order to clarify China Mobile’s earlier answers to 
the triage questions.  China Mobile’s responses are provided in blue text below following each 
supplemental triage question. 
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October 7, 2013 

VIA EMAIL 
 
Team Telecom 
U.S. Department of Justice  
950 Pennsylvania Ave., N.W. 
Washington, D.C.  20530 
Attn: Tyrone Brown 
 

Re: China Mobile International (USA) Inc. Supplement 
FCC File No. ITC-214-20110901-00289 

Dear Mr. Brown: 

China Mobile International (USA) Inc. (“CMI USA”), through its attorneys, follows up 
on the status of Team Telecom’s review relating to the above referenced International Section 
214 application (the “Application”).  Because this letter includes confidential and proprietary 
information that is highly competitively sensitive, CMI USA requests that it be given 
confidential treatment in its entirety consistent with the company’s prior submissions pursuant to 
Section 552(b)(4) of the Freedom of Information Act.1   

                                                 
1 5 U.S.C. § 552(b)(4). Exemption 4 of the FOIA provides that an agency need not disclose “trade secrets 
and commercial or financial information obtained from a person which is privileged or confidential.” 



 
Tyrone Brown   
October 7, 2013 
Page 2 



\ '. 
WILKINSON ) BARKER/ KNAU ER , LLP 

I 

Tyrone Brown 
October 7, 2013 
Page 3 

If you have any questions regarding the information set forth above, please contact the 
undersigned. 

Very truly yours, 

 
Counsel to China Mobile International (USA) Inc. 
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25 September 2014 
 
 
BY ELECTRONIC MAIL 
 
Mr. Richard C. Sofield 
Mr. Tyrone Brown 
Foreign Investment Review Staff  
National Security Division 
U.S. Department of Justice  
Washington, D.C. 20530 

 
 

 
Re: Application of China Mobile International (USA) Inc. for International Section 

214 Authority, FCC File No. ITC-214-20110901-00289 
    

Dear Rick and Ty: 
 



  
 
Messrs. Sofield and Brown 
U.S. Department of Justice 
25 September 2014 
Page 2 
 



  
 
Messrs. Sofield and Brown 
U.S. Department of Justice 
25 September 2014 
Page 3 
 



  
 
Messrs. Sofield and Brown 
U.S. Department of Justice 
25 September 2014 
Page 4 
 

*     *     *     *     * 
 
 Should you have additional questions, please do not hesitate to contact Kent Bressie by 
telephone at +1 202  or by e-mail at . 

 
Yours sincerely, 

Kent Bressie 
Patricia Paoletta 
Counsel for China Mobile International (USA) Inc. 
 

cc: Team Telecom agencies 
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Principal point of contact

Kent Bressie            

Harris, Wiltshire & Grannis LLP

1919 M Street, N.W., Suite 800 

Washington, D.C.  20036-3537 

+1 202   direct

www.hwglaw.com

Counsel for CMIUSA
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Egal, Loyaan (NSD)

Subject:

 

From: Kent Bressie    
Sent: Wednesday, January 28, 2015 12:01 PM 
To: Juricic, Harry CIV (US)   
Cc:  ; Sofield, Richard (NSD)  ; Brown, Tyrone (NSD) 

 Hagar, Richard  ; Rosenthal, Daniel (NSD) 
 

Subject: 

 
This message has been archived. 

Dear Harry, 
 
  





3



4



5

 
I expect that you will have further questions regarding these issues and would be pleased to answer them. 
 
  
 
All the best, 
 
  



6

 
Kent 
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Kent Bressie, Esq. 
Harris, Wiltshire & Grannis 
1919 M Street, NW 
Suite 800 
Washington, D.C. 20036 

U.S. Department of Justice 

National Security Division 

Washington, D.C. 20530 

May 14, 2015 

Re: Application of China Mobile International (USA) Inc.for International Section 214 
Authority, FCC File No. lTC-214-20110901-00289 

Dear Mr. Bressie, 

This letter responds to your November 21, 2014, offer to share with the Executive Branch 
possible mitigation measures relating to China Mobile International (USA) Inc.'s ('"'CMIUSA") 
pending application with the Federal Communications Commission ("FCC") for an authorization 
under Section 214 of the Communications Act of 1934, as amended ("Communications Act"), 47 
U.S.C. § 214, and your November 25, 2014, request for additional information from the U.S. 
Department of Justice about issues or concerns regarding this application. We also received and 
are evaluating your January 28, 2015, message concerning your views on the workability of 
mitigation measures along the lines of a voting trust or proxy agreement. 

As you know, the Communications Act and FCC regulations require the FCC to determine 
whether a grant of international Section 214 authority is consistent with the public interest, 
convenience, and necessity. 1 In evaluating whether granting an authorization is in the public 
interest, the FCC seeks the views of several Executive Branch agencies as to whether the 
pending application poses any "national security, law enforcement, foreign policy or trade 
concerns." 

Consistent with that practice, the FCC sought the views of the U.S. Department of Justice, 
the U.S. Department of Homeland Security, the U.S. Department of Defense, the U.S. 
Department of State, the U.S. Department of Commerce, the Office of Science and Technology 
Policy, and the Office of the United States Trade Representative as to whether CMIUSA's 
application for an international Section 214 authorization raises any national security, law 

1 47 U.S.C. § 214(a); 47 C.F.R. § 63.18. 
2 Rules and Policies on Foreign Participation in the U.S. Telecommunications Market: Market Entry and Regulation 
of Foreign-Affiliated Entities, FCC 97-398. 12 FCC Red. 23,891, 23,919 (1997) (Foreign Participation Order). 



enforcement, foreign policy, or trade concerns. As you are likely aware, the U.S. Departments of 
Justice, Defense, and Homeland Security routinely coordinate, through a working group 
commonly referred to as ''Team Telecom," in assessing particularly whether an application 
presents any national security or law enforcement concerns. 

In evaluating whether a license application presents national security or law enforcement 
concerns, Team Telecom considers a range of factors, including but not limited to those 
identified below. Team Telecom is evaluating whether at least some of these factors may be 
implicated by CMIUSA's pending application. The factors identified below should be taken 
only as illustrative of the types of issues that Team Telecom considers. 

• The Applicant. Whether the applicant has a past criminal history; whether the 
applicant has engaged in conduct that calls the applicant's trustworthiness into 
question; whether the applicant is vulnerable to exploitation, influence, or control by 
other actors. 

• State Control, lrifluence, and Ability to Compel Applicant to Provide Information. 
Whether an applicant's foreign ownership could result in the control of U.S. 
telecommunication infrastructure or persons operating such infrastructure by a 
foreign government or an entity controlled by or acting on behalf of a foreign 
government; whether the applicant's foreign ownership is from a country suspected 
of engaging in actions, or possessing the intention to take actions, that could impair 
United States national security; whether the applicant will be required, by virtue of 
its foreign ownership, to comply with foreign requests (e.g., requests for 
communications intercepts) relating to the applicant's operations within the United 
States, or whether the applicant is otherwise susceptible to such requests and/or 
demands made by a foreign nation or other actors; and whether such requests are 
governed by publicly available legal procedures subject to independent judicial 
oversight. 

• Planned Operations. Whether the applicant's planned operations within the United 
States provide opportunities for the applicant or other actors to (1) undermine the 
reliability and stability of the domestic communications infrastructure, (2) identify 
and expose national security vulnerabilities, (3) render the domestic communications 
infrastructure otherwise vulnerable to exploitation, manipulation, attack, sabotage, or 
covert monitoring, ( 4) engage in economic espionage activities against corporations 
that depend on the security and reliability of the United States communications 
infrastructure to engaged in lawful business activities, or (5) otherwise engage in 
activities with potential national security implications. 

• U.S. Legal Process. Whether the Executive Branch will be able to continue to 
conduct its statutorily authorized law enforcement and national security missions, 
which ma)l·include issuance of legal process for the production of information or 
provision of technical assistance. This consideration includes an evaluation as to the 
continued efficacy of confidentiality requirements that protect information about the 
targets of lawful surveillance, and classified sources and methods. 



No factor is necessarily dispositive, and we recognize that applications can present varying 
degrees of risk with regard to many of these factors. To the extent an application raises 
identified concerns (as to the factors described above or otherwise), Team Telecom considers the 
relevant information and risk presented, and evaluates whether those concerns can be effectively 
and sufficiently mitigated through tetms negotiated with the applicant relating to the scope of the 
authority granted or governing the applicant's conduct as it carries out its activities within the 
United States. 

We hope that identification of these factors will assist you in developing proposed 
mitigation measures that you would like the U.S. Department of Justice, and Team Telecom 
more generally, to consider in evaluating whether possible national security or law enforcement 
concerns presented by your client's application for an international Section 214 authorization can 
be mitigated. 

CC: Shawn Cooley, OHS 
CC: Harry Juricic, DOD 
CC: Jonathan McHale, USTR 
CC: Douglas May, DOS 
CC: Evelyn Remaley, NTIA 
CC: Nkechi "Payton" Iheme, OSTP 

Si e ,• 

Richard C. S 1eld 
Director 

I 

Foreign Investment Review Staff 
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12 June 2015 
 
 
BY ELECTRONIC MAIL  
 
Mr. Richard Sofield 
Director, Foreign Investment Review Staff 
National Security Division  
U.S. Department of Justice  
950 Pennsylvania Avenue, N.W., Suite 6150  
Washington, D.C. 20530  

 
 
Mr. Shawn Cooley 
Director – Foreign Investment Risk Management 
Office of Policy  
U.S. Department of Homeland Security  
3801 Nebraska Avenue  
Washington, D.C. 20016  

 
 
Mr. Harry Juricic 
Team Lead 
U.S. Department of Defense 
4800 Mark Center Drive 
Alexandria, Virginia  22311  

 
 

Re: Mitigation Proposal of China Mobile International (USA) Inc. 
 
Dear Messrs. Sofield, Cooley, and Juricic: 
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Should you have any questions, please contact Kent Bressie by telephone at +1 202  
 or by e-mail at . 

 
Yours sincerely, 
 

 
Kent Bressie 
Patricia Paoletta 
Danielle Piñeres 
 
Counsel for China Mobile International (USA) Inc. 

 
Attachment 
 
cc: Team Telecom at  and  
 Douglas May, U.S. Department of State 
 Jonathan McHale, Office of the U.S. Trade Representative 
 Evelyn Remaley, U.S. Department of Commerce/NTIA 

Nkechi “Payton” Iheme, Office of Science and Technology Policy 
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