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Attorneys for Plaintiff
MICHAEL TERPIN

SUPERIOR COURT OF THE STATE OF CALIFORNIA
COUNTY OF LOS ANGELES
CENTRAL DISTRICT

18STCV09875

MICHAEL TERPIN, Case No.
Plaintiff, COMPLAINT FOR:

V. 1. CONVERSION;:
- 2. MONEY HAD AND RECEIVED;

NICHOLAS TRUGLIA; DOES ONE 3. PENAL CODE § 502 (UNAUTHORIZED
through TWENTY-FIVE inclusive ACCESS OF COMPUTERS);
4. VIOLATION OF SECTION 1962(c) OF
Defendants, THE RACKETEERING INFLUENCED AND
CORRUPT ORGANIZATION ACT (RICO);
and
5. IMPOSITION OF A CONSTRUCTIVE
TRUST

Plaintiff Michael Terpin, by and through his counsel, complains and alleges as follows
against Defendants Nicholas Truglia and Does One through Twenty-Five inclusive:

THE PARTIES

1. Plaintiff Michael Terpin has a residence in Los Angeles County, California. Mr.
Terpin obtained wireless services from AT&T Mobility, Inc. (“AT&T”) in Los Angeles County

in or about the mid-1990°s. Mr. Terpin continued at all times relevant to the allegations to
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receive wireless services from AT&T for a telephone number with a Southern California area
code.

2. Mr. Terpin is well known for his involvement with cryptocurrency.
Cryptocurency (also known as “crypto”) is digital or virtual currency designed as a medium of
exchange in which encryption techniques generate units of currency that verify the transfer of
funds through an encrypted and decentralized ledger called “blockchain.” The blockchain records
transactions and manages the issuances of new units of currency. Cryptocurrency is
decentralized, operates independently of a central bank or other regulatory authority, and is often
traded by parties through “exchanges.” Once a transfer of cryptocurrency has occurred, it is
impossible to trace or reverse the transaction without possession of certain private and complex
key numbers held only by the transferor.

3. Defendant Nicholas Truglia (“Truglia”) is an individual currently incarcerated in
Santa Clara County, California, who has been criminally charged with impersonating numerous
victims by the process of SIM swaps, as described below.

4. Plaintiff is ignorant of the true names or capacities of the defendants sued herein
under the fictitious names DOES ONE through TWENTY-FIVE (“DOES 1-25”) inclusive.
Plaintiff further alleges that each of the fictitiously named Defendants is responsible in some
manner for the occurrences herein alleged, proximately caused Plaintiff’s damages, and was
acting as agent for or in concert with the others.

5. DOES 1-25 include individuals who participated with Truglia in criminal SIM
swaps, as further alleged herein, including the SIM swap suffered by Plaintiff Michael Terpin.
DOES 1-25 include Truglia’s accomplices, who facilitated the SIM swap and persons who
assisted Truglia in intercepting messages from Mr. Terpin’s phone, assisted or facilitated transfer
of cryptocurrency to accounts under the control of Truglia or other defendants, or contacted third
parties who control or have access to information about Mr. Terpin’s cryptocurrency, e-mail,
storage or other computer accounts. DOES 1-25 further included individuals who participated in
and aided and abetted deception of cryptocurrency exchanges for the purpose of transferring Mr.

Terpin’s cryptocurrency to accounts under their control or converted Mr. Terpin’s currency to
83764-00002/3116470.1 2
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other forms of cryptocurrency, including Bitcoin. For the purposes of the RICO claims alleged
below, Truglia and DOES 1-25 constitute a criminal enterprise (“Enterprise™).
FACTUAL ALLEGATIONS

6. This lawsuit is about the unauthorized and wrongful taking from Plaintiff
of nearly $24 million in cryptocurrency. On information and belief, Truglia was at the center of
this conversion.

SIM SWAPS

7. This lawsuit involves the increasingly prevalent practice of unauthorized
SIM swaps, which is a method by which a hacker takes over a victim’s cellular phone account to
steal funds (frequently cryptocurrency) and transfer such funds to the hacker or the hacker’s
accomplices.

8. A “SIM” or “Subscriber Identity Module” (also known as a “SIM card”) is
a small card inserted into a mobile device that enables the device to communicate with the service
provider. A SIM contains data necessary to make a successful connection between the mobile
phone and the telecommunication provider. SIM cards store files that are used to uniquely identify
them.

0. A “SIM swap” is a practice whereby a hacker gains access to a victim’s
telephone account or number in order to intercept communications, including text messages, to the
mobile telephone. A perpetrator of a SIM swap typically arranges through bribery of someone
with access to customer information to change the SIM card assigned to a user to a telephone
under the control of the hacker or the hacker’s accomplices. Once the SIM transfer has occurred,
the hacker uses the hacker’s phone to impersonate the victim with service providers, such as e-
mail providers, and uses the victim’s phone number to request changes to account settings and to
reset passwords to take control of the victim’s accounts.

10. Perpetrators of SIM swap fraud, such as Truglia, frequently intercept
2-Factor Authentication” (or “2FA”) messages sent to the victim’s telephone. 2FA is frequently
used as a security mechanism for authentication purposes. Perpetrators of SIM swaps, including

Truglia and DOES 1-25, intercept the messages to gain access to the accounts owned by the
83764-00002/3116470.1 3
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victim, including cryptocurrency accounts or other accounts that provide access to such accounts.
Once the perpetrator gains access to the account, the perpetrator transfers the funds in such
accounts to an account controlled by the perpetrator.

1. The perpetrators of SIM swap fraud specifically target victims owning
cryptocurrency because of the nature of cryptocurrency transactions. The digital assets embodied
by cryptocurrency are a medium of exchange that uses cryptography to secure the transaction.
Typically, the holder of cryptocurrency has both a “public” and a “private” key or address that the
holder uses to receive, transfer or use cryptocurrency. The private key, which is individual to the
owner of the cryptocurrency, is used to write in the public ledger to transfer cryptocurrency but is
not displayed publicly. The private key is a secret number, which is typically filed in a “wallet.”
Because the key can be used to “spend” cryptocurrency, owners of cryptocurrency typically keep
such keys secure. Such keys are complex. For example, in Bitcoin a private key is a 256-bit
number.

12. Once a transfer of cryptocurrency has occurred, it cannot be reversed.
Although the transaction is displayed in a public ledger, it is not readily possible to identify the
transferor or transferee without knowing the parties’ private keys. Cryptocurrency thus makes an
attractive target for perpetrators of SIM swap fraud, such as Truglia, because the perpetrators can
transfer stolen digital assets to accounts that are not readily traced or reversed and that can be
accessed anywhere in the world free from government regulation or inspection.

13. Truglia has been identified in his criminal case as the perpetrator of SIM
swap fraud. In a hearing in Truglia’s case, it was reported that investigations had shown Truglia
had used telephone accounts obtained through SIM swap to register new cryptocurrency accounts,
including accounts on Coinbase, Gemini and Binance. On information and belief, Truglia also
engaged in money laundering efforts after his SIM swaps by moving his stolen cryptocurrency
through multiple addresses, breaking up the stolen amounts into multiple segments of smaller
amounts, structuring his transactions to avoid reporting requirements, and otherwise taking steps to

avoid due diligence and inspection.
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TRUGLIA’S JANUARY 7,2018 SIM SWAP OF MR. TERPIN
14. On January 7, 2018, Mr. Terpin’s phone with his AT&T wireless number
went dead. As Mr. Terpin’s subsequent discussions with AT&T revealed, an AT&T employee on
that date had ported over Mr. Terpin’s wireless number to an imposter. Through the hack, the
thief or thieves gained control over Mr. Terpin’s accounts and stole nearly $24 million worth of
cryptocurrency from him on January 7 and 8, 2018.

15. On information and belief, Truglia, acting in concert with DOES 1-25, was
responsible for Mr. Terpin’s SIM swap and stole almost $24 million worth of cryptocurrency
from Terpin. On December 18, 2018, the Santa Clara County Superior Court held a bail hearing
for Truglia in his criminal case. At this hearing, the Court cited evidence that on January 7, 2018,
which the Court states was the same date that Mr. Terpin lost more than $20,000,000 through a
SIM swap, Truglia told someone named Ryan O’Keefe that he had stolen a cryptocurrency wallet
with 20 million in it. On the same date, Truglia texted another individual named Sina, that “I’'m a
millionaire. I’m not kidding. I have 100 Bitcoin.” On January 7, 2018, the average price of one

Bitcoin varied between $16,033 and $17,244. See hitps.//viww.livebitcoinnews.com/bitcoin-

price-analysis-january-7th-2018-bears-control/. Truglia further boasted on the date of the Terpin

SIM swap, that “today my life changed forever” and offered to hire “porn star escorts” and take
his friends to the Super bowl.

16. On information and belief, Truglia has confessed to his friends that he
hacked Mr. Terpin and that this hack was his largest heist. On information and belief, Truglia has
stolen assets worth in excess of $80 million.

17 Due to the nature of cryptocurrency, Truglia’s assets, which include the
almost $24 million stolen from Mr. Terpin, could readily be dissipated and lost absent injunctive
and other relief preventing any transfer thereof.

FIRST CAUSE OF ACTION
(By Terpin Against Truglia, and Does 1 through 25 for Conversion)
18. Plaintiff realleges and incorporates by reference the allegations contained

in Paragraphs 1 through 17 of this complaint.
83764-00002/3116470.1 5
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19. At all times herein mentioned, and in particular on or about January 7,
2018, Plaintiff Michael Terpin was, and still is, the owner and was, and still is, entitled to the
possession of cryptocurrency worth at the time of the theft at least $24 million.

20. On or about January 7, 2018, Defendant Truglia and DOES 1-25 took the
property described above from Plaintiff’s possession as described above and converted the same
to their own use.

21. As a proximate result of the wrongful conduct of Truglia and DOES 1-25
as herein alleged, Mr. Terpin has been damaged in the sum to be proven at trial, but of at least
$24 million, with interest accruing from the date each component of said sum was converted by
Defendant. As a further approximate result of the Defendant’s acts herein alleged, Mr. Terpin has
also expended substantial sums of time and money in pursuit of the sums converted by
Defendant. Mr. Terpin is presently incurring such amounts in an attempt to recover his converted
property. The full amount and extent of those damages are presently unknown. Mr. Terpin will
seek leave to amend this complaint when the full extent and amount of said damages have been
ascertained. As a result, Mr. Terpin is entitled to specific recovery of his wrongfully converted
funds and property and any benefits derived therefrom or, in the alternative, damages in the sum
of at least $24 million.

22. Mr. Terpin is informed and believes, and based thereon alleges, that
Defendant Truglia and DOES 1-25 have engaged in despicable conduct as herein alleged with an
intent to injure Mr. Terpin and to subject Mr. Terpin to cruel and unjust hardship in conscious
disregard of Mr. Terpin’s rights and that said actions were done fraudulently, maliciously and
oppressively. Mr. Terpin is therefore entitled to punitive or exemplary damages against
Defendant in an amount sufficient to punish and make a public example of each of the

defendants.
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SECOND CAUSE OF ACTION
(By Terpin Against Truglia, and Does 1 through 25 for
Money Had and Received)

23. Plaintiff realleges and incorporates by references the allegations of
Paragraphs 1 through 22 as if fully set forth herein.

24, From January 7, 2018, Defendant Truglia and DOES 1-25 became indebted
to Michael Terpin in the amount of a sum to be proven at trial, but of at least $24 million, for
money had and received by defendants for the use and benefit of Michael Terpin.

25. Neither the whole nor any part of this sum has been paid back to Plaintiff,
and there is now due, owing, and unpaid the sum to be proven at trial, which is at least $24
million, with interest accruing from the date each component of said sum was converted by
Defendants.

THIRD CAUSE OF ACTION
(By Terpin Against Truglia, and Does 1 through 25 for Unlawful Access to Computer,
California Penal Code § 502 ef seq.)

26. Plaintiff realleges and incorporates by references the allegations of
Paragraphs 1 through 25 as if fully set forth herein.

27. California Penal Code § 502 manifests a clear policy to vigorously protect
individuals and other from “tampering, interference, damage and unauthorized access to lawfully
created computer data and computer systems.” Penal Code § 502(a). California’s strong policy
in protecting consumers from unauthorized access to computer systems is further attested by
Penal Code § 502.01 which provides for forfeiture by a defendant of property used by defendant
in committing a violation of or conspiracy to commit a violation of Section 502.

28. Penal Code § 502 defines “access” to a computer system broadly as
“gain[ing] entry to, instruct, cause input to, cause output from, cause data processing with, or
communicate with, the logical, arithmetical, or memory function resources of a computer,

computer system, or computer network.” Id. § 502(b)(1).

83764-00002/3116470.1 7
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29. A mobile telephone constitutes a “computer system” under Penal Code §
502, in that it constitutes or allows access to data process, storage functions, Internet services,
electronic mail services, electronic message services, or other uses . ..” Id.

30. By perpetrating a SIM swap against Mr. Terpin as herein alleged, Truglia
and Does 1-25 violated Penal Code § 502, inter alia, by (a) knowingly accessing and without
permission altering, damaging, deleting, destroying or otherwise using data from a computer
system to devise or execute a scheme or artifice to defraud, deceive or distort under Penal Code §
502(c)(1)(A); (b) knowingly accessing and without permission taking, copying, or making use of
any data from a computer system under Penal Code § 502(c)(2); (¢) knowingly and without
permission using or causing to be used computer systems under Penal Code § 502(c)(3); (d)
knowingly accessing and without permission adding, altering, damaging, deleting or destroying
data which resides or exists internal or external to a computer system or computer network under
Penal Code § 502(c)(4); (e) knowingly and without permission disrupting or causing the
disruption of a computer system or causing the denial of computer services to an authorized user
of a computer system under Penal Code § 502(c)(5); (f) knowingly and without permission
providing or assisting in providing a means of accessing a computer system in violation of the
section under Penal Code § 502(c)(6); and (g) knowingly and without permission accessing or
causing to be accessed any computer system under Penal Code § 502(c)(7).

31. Because of the conduct alleged herein by Defendant Truglia and DOES 1-
25, Mr. Terpin is entitled to compensatory damages and injunctive relief under Penal Code §
502(e)(1). Such compensatory damages include “any expenditure reasonably and necessarily
incurred” by Mr. Terpin as owner “to verify that a computer system . . . was or was not altered,
damages, or deleted by the access.” Id.

32. Mr. Terpin is entitled to reasonable attorney fees against Truglia pursuant
to Penal Code § 502(e)(2). Because the violations of Penal Code § 502(c) alleged herein were
willful and conducted with oppression, fraud or malice, Mr. Terpin is also entitled to an award of

punitive or exemplary damages in an amount to be proven at trial.

83764-00002/3116470.1 8
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FOURTH CAUSE OF ACTION
(By Terpin Against Truglia, and Does 1 through 25 for Violations of Section 1962(c) of the
Racketeer Influenced and Corrupt Organizations Act (RICO), 18 U.S.C. § 1962(c))

33. Plaintiff realleges and incorporates by references the allegations of
Paragraphs 1 through 32 as if fully set forth herein.

34. This cause of action arises under 18 U.S.C. § 1962(c) and is asserted
against Defendant Truglia and DOES 1-25.

35. Each of the Defendants, for purposes of this particular cause of action, is or
has been a “person” employed by or associated with an enterprise engaged in, or the activities of
which affect, foreign or interstate commerce, and as such, has conducted or participated, directly
or indirectly, in the conduct of such enterprise’s affairs through a pattern of racketeering activity
as described herein.

36. For the purpose of this particular cause of action under Section 1962(c), the
“Enterprise” consists of Defendant Truglia and DOES 1-25.

37. Since on or before 2017, Defendant Truglia, DOES 1-25 and other
members of the Enterprise, knowingly, intentionally, and unlawfully, aided and abetted, and
conspired with each other, to devise, or intend the scheme to defraud cryptocurrency investors
and others, by which they were to illegally obtain, acquire control of victims’ cryptocurrency and
other accounts, to illegally keep those assets for their own benefit and interest.

38. In furtherance of their scheme to defraud, and in order to achieve its
objectives, the Enterprise, knowingly, intentionally and unlawfully, aided and abetted to commit,
attempted to commit, conspired to commit, did commit, and caused to be committed, the below
enumerated overt and/or predicate acts of racketeering activity to illegally steal money from
victims, including Plaintiff Michael Terpin, through SIM swaps and to subsequently retain such
money.

39. From 2017 to the present, for the purpose of executing the Enterprise’s
scheme to defraud, Defendant Truglia and Does 1-25 obtained information about victims’ mobile

phone accounts, including information about security codes and other personal information. The
83764-00002/3116470. 1 9
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Enterprise then used such information, in combination with false identifications and information
obtained through phishing or the Dark Web, to port over a victim’s telephone number to a phone
under its control. The Enterprise then used their phones to intercept messages to the victim,
including 2FA messages, and accessed the victim’s accounts to obtain information about
cryptocurrency holdings, including private keys. Through this scheme the Enterprise gained
control of victims’ online accounts, including cryptocurrency wallets or other accounts, and
exfiltrated victims’ cryptocurrency to accounts under their own control. The scheme perpetrated
by Defendant Truglia and DOES 1-25 on Mr. Terpin, as herein alleged, is typical of the approach
of the Enterprise.

40. The scheme perpetrated by Defendant Truglia and DOES 1-25 took place
in interstate commerce within the United States. Through the conduct described herein above, in
furtherance of the scheme to defraud Mr. Terpin and other victims, the members of the Enterprise
knowingly, intentionally and unlawfully, aided and abetted and conspired with each other to
violate, and did violate California Penal Code § 502(c) (unauthorized access to computer) and
other criminal statues, including Penal Code §§ 487(a) (grand theft) and 530.5 (identity theft).

41. Through the conduct described herein above, Defendant Truglia,
Defendant DOES 1-25 and other members of the enterprise, knowingly, intentionally and
unlawfully, aided and abetted, conspired to, and each of them in fact did, conduct or participate,
directly or indirectly, in the conduct of the Enterprise’s affairs, through a pattern of unlawful
access to computers in violation of California Penal Code § 502(c) and Penal Code §§ 487(a)
(grand theft) and 530.5 (identity theft).

42. As a proximate cause of the Defendants’ violations, Plaintiff Michael
Terpin was injured in his property, inasmuch he has been the object of theft of his property in
violation of law.

43, The injuries suffered by Plaintiff Michael Terpin are reasonably estimated
in the amount of $24,000,000.

44, Pursuant to 18 U.S.C. § 1964(c), Plaintiff Michael Terpin shall recover

threefold the damages he sustained, i.e., $72,000,000.
83764-00002/3116470.1 10
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45. Pursuant to 18 U.S.C. § 1964(c), Plaintiff Michael Terpin is entitled to
reasonable attorneys’ fees.
FIFTH CAUSE OF ACTION
(By Terpin Against Truglia, and Does 1 through 25 for Imposition of a Constructive Trust)

46.  Plaintiff realleges and incorporates by references the allegations of Paragraphs 1
through 45 as if fully set forth herein.

47. Plaintiff is informed and believes, and based thereon alleges, that Defendant
Truglia and DOES 1-25 maintained funds, inter alia, in bank, brokerage, and cryptocurrency
accounts in their names. Although Plaintiff is informed and believes that converted funds are
maintained in such accounts and possibly under other names, Plaintiff has no information
regarding such accounts at this time. Plaintiff will seek leave to amend when, and if, he
ascertains further information regarding such accounts in which converted funds have been
transferred.

48, Plaintiff is informed and believes, and based thereon alleges, that Defendant
Truglia and DOES 1-25 purchased property with the converted funds rightfully belonging to
Plaintiff.

49. By virtue of the wrongful acts alleged herein Defendant Truglia and DOES 1-25
held the property described and all profits and benefits derived therefrom above as a constructive
trustee for Plaintiff’s benefit.

WHEREFORE, Plaintiff prays for judgment against Defendants, and each of them as
follows:

1. For the value of the property converted in the sum to be proven at trial, but of at
least $24 million.

2. For interest thereon at the legal rate from the date of the conversion of each
component of the foregoing sum.

3. For additional damages for time and money properly expended in pursuit of the

converted property, according to proof.
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4. For a declaration that Defendant Truglia and other Defendants hold the converted
property in trust for Plaintiff Michael Terpin.

5. For an order requiring Defendant Truglia and other Defendants jointly and
severally to return to Plaintiff Michael Terpin all assets, funds and other property derived from
such transactions, as well as any benefits or profits derived therefrom, and to pay Michael Terpin
any consequential damages caused by said transactions.

6. For an order compelling Defendant Truglia to reconvey legal title and possession
of the converted property to Plaintiff Michael Terpin.

7. ll"or an order requiring Defendant Truglia and other defendants to be enjoined
during the pendency of this action, as hereinafter set forth.

8. For a temporary restraining order, a preliminary injunction, and a permanent
injunction, all enjoining Defendant Truglia and the other defendants, and each of them, and their
agents, servants and employees, and all persons acting in concert with, or for them from
transferring, liquidating, or withdrawing any of the converted funds or property purchased with
the converted funds;

9. For punitive damages in an amount sufficient to punish Defendant Truglia and
DOES 1-25 and make a public example of them.

10. For treble damages pursuant to 18 U.S.C § 1964(c).

11. For attorney fees pursuant to 18 U.S.C. § 1964(c) and California Penal Code §
502(e)(2).

12. For costs of suit incurred herein; and,

13. For such other and further relief as this Court may deem just and proper.

DATED: December 27,2018 GREENBERG GLUSKER FIELDS CLAMAN &
MACHTINGER LLP

b, ity ) Jolay -

TIMOTHY J. TOOHEY
Attorneys for Plaintiff MICHAEL TERPIN
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