
VIRGINIA:

IN THE CIRCUIT COURT OF FAIRFAX COUNTY

VERISIGN, INC.,

Plaintiff,

V.

CENTRALNIC LIMITED,

XYZ.COM LLC

Serve; Paracorp Incorporated, Reg. Agt.
318 N. Carson Street, Suite 208
Carson City, NV 89701

-and-

DANIEL NEGARI,
205 South Camden Drive
Beverly Hills, CA 90212

Defendants.

Civil Action No. CL 2015-3519

FIRST AMENDED COMPLAINT

COMES NOW the plaintiff, VeriSign, Inc. ("Verisign"), bycounsel, and for its

first amended complaint states the following:

Parties

1. Verisign is a corporation organized and existing under the laws of the

State of Delaware, having its principal place of business in the Commonwealth of

Virginia.

EXHIBIT
/I
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2. Defendant CentralNic Limited ("CentralNic") is a corporation organized

and existing under the laws of the United Kingdom, having its principal place of

business in London, England.

3. Defendant XYZ.COM LLC ("XYZ") is a limited liability company

organized and existing under the laws of the State of Nevada, having its principal

place of business in the State of Nevada.

4. Defendant Daniel Negari is a natural person who, upon information and

belief, is a resident of the State of California. Upon information and belief, Negari

owns and/or controls XYZ.

Jurisdiction and Venue

5. This Court has subject matterjurisdiction over this action pursuant to

Virginia Code § 17.1-513.

6. CentralNic, XYZ and Negari are subject to personal jurisdiction in this

Court pursuant to Virginia Code § 8.01-328.1(3 & 4) in that, as set forth herein,

CentralNic, XYZ and Negari have caused tortious injury by acts in this

Commonwealth; and have caused tortious injury in this Commonwealth by acts and

omissions outside this Commonwealth and regularly do or solicit business, orengage

in other persistent course ofconduct in this Commonwealth. In addition, as setforth

herein, CentralNic, XYZ and Negari have tortiously interfered with contracts which

provide for jurisdiction and venue to lie in this Court.
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7. Venue is appropriate in thisCourt pursuant toVirginia Code §8.01-262.

Inaddition, CentralNic, XYZ and Negari, by tortiously interfering with the KBE MSA

and Symantec MSA (as defined below), consented to venuein this Court,

Facts

The New gTLD Program

8. In 2008, the Internet Corporation for Assigned Names and Nimibers

( ICANN ) approved a program for the launch of new generic top level domains

("gTLDs") in the Internet's addressing system. A top-level domain ("TLD") is, in

simple terms, the letters to the right of the "dot" in a domain name, e.g., <.com> or

<.org>. Unlike a country-code TLD ("ccTLD"), which generally is assigned to a

country, sovereign state or dependent territory (e.g., <.uk>, <.cn>), a gTLD is one

associated with a "generic" term suchas <.com> or <.org>.

9. As part of ICANN's new gTLD program, persons and entities were

permitted to apply, for a fee, for the rights to serve as the exclusive registry for

proposed gTLDs. Some ofthese applicants were brand owners, seeking a gTLD for

their brands (e.g., <.bmw>, <.suzuki>). Others applied for gTLDs that might have a

broad appeal (e.g., <.web>), while others applied for gTLDs that might appeal to

groups with special interests (e.g., <.attorney>, <.tires>).

10. Each applicant for a gTLD was required to demonstrate to ICANN that

it was able to provide technically competent registry services for its proposed gTLD.

11. Verisign is, and has since 2000 been, the registry operator for the largest

gTLD, <.com>, together with a number ofother TLDs. For some ofthese TLDs such
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as <.com> and <.net>, Verisign has direct agreements with ICANN to operate the

registries. Inother cases, Verisign operates the registries under agreements with the

parties authorized to operate the TLD (e.g., <.gov>, <.tv>).

12. As a result ofVerisign's expertise as a registry operator, it has entered

into agreements with applicants for some ofthe new gTLDs to provide certain back-

end registry services for the applicants' new gTLDs.

The KBE Agreements

13. On April 12, 2012, Key Brand Entertainment, Inc. ("Key Brand")

entered into a 'Verisign Master Services Agreement" ("KBE MSA") with Verisign,

which set forth various terms relating to Verisign's general provision ofservices to

Key Brand and itsAffiliates (as that term is defined in the MSA), and contemplated

service orders between Verisign and Key Brand andits Affiliates. Acopy ofthe KBE

MSA was filed under seal herein on May 13, 2015.

14. On April 12, 2012, KBE GTLD Holding, Inc. ("KBE Holding") (together

with Key Brand, "KBE") entered into a "Verisign New gTLD Services SO" Service

Order (the "KBE Service Order") withVerisign which, in conjunction with the KBE

MSA, sets forth various terms relating toVerisign's provision of"New gTLD Services"

(as defined in the KBE Service Order) with respect to KBE's apphed-for gTLDs. A

copy ofthe KBE Service Orderwas filed under seal herein on May 13, 2015.

15. Under the terms of the KBE Service Order, Key Brand agreed to

"guarantee^ the performance and payment obligations ofKBE Gunder the [KBE]

MSA, this SO, and each order form hereunder."
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16. Pursuantto, andattachedto, theKBE ServiceOrder,KBE executedand

dehveredorderformswith respectthegTLDs<.broadway>,<.bway>,<.theater>,and

<.theatre>.

17. OnJune13, 2012,KBE appliedto ICANN to betheregistryoperatorfor

all four oftheseapplied-forgTLDs.

18. KBE subsequentlywithdrew its applicationsfor the <.broadway>,

<.bway>,and<.theater>gTLDs. As aresult,theparties'obligationsundertheMSA

and theServiceOrderwith respect theretowereterminated.

19. Pursuantto theKBE MSA andtheKBE ServiceOrder,KBE purchased

Verisign'sNewgTLD Services(asdefinedin theKBE MSA) for thegTLD <.theatre>

(hereinafter, the"KBE gTLD").

20. TheKBE ServiceOrderalsoincorporatesbyreferencetheServiceGuide

for New gTLD Services(the "ServiceGuide"),which is attachedto theKBE Service

Order.

21. TheServiceGuideprovidesthatKBE "shallnotchangeanyinformation,

data or documentprovided by Verisign or fail to use the responsesprovided by

Verisignfor thequestionsregardingTechnicalandOperationalCapabilityoftheTLD

(as describedherein) [in its applicationswith ICANNl without Verisign's prior

written consent."
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TheKBE Applications

22. Onor aboutJune13, 2012, KBEsubmittedits initial applicationfor the

KBE gTLD to ICANN.i A copy of this applicationis attachedhereto,incorporated

herein,andmarkedasExhibit 1.

23. As requiredby the KBE Service Order, KBE's initial application to

ICANN for the KBE gTLD identifiedVerisign as the exclusiveproviderof back-end

registry servicesfor the KBE gTLD, and included Verisign's specificationsand

responsesregardingtechnical and operationalcapability of the KBE gTLD that

Verisignpreviouslyprovidedto KBE pursuantto thetermsof theKBE ServiceOrder.

24. KBE's applicationto ICANN for theKBE gTLD passedICANN's initial

evaluationprocesson June7, 2013.

25. On or aboutOctober10, 2014, KBEsubmittedto ICANN a requestto

changeits applicationfor the KBE gTLD. A copy of this amendmentis attached

hereto,incorporatedherein,andmarkedasExhibit 2.

26. In its changerequestattachedheretoas Exhibit 2, KBE removedthe

referenceto Verisign as the provider of back-endregistry services,and deleted

Verisign'sspecificationsandresponsesregardingtechnicalandoperationalcapability

of theKBE gTLD.

27. In its changerequestattachedhereto as Exhibit 2, KBE identified

CentralNicastheproviderof back-endregistryservices,andsubstitutedCentralNic's

1This applicationstatesthattheapplicantis "Key GTLD Holding, Inc." Thisappears
to bea t3TDographicalerror.
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specificationsandresponsesregardingtechnicalandoperationalcapabilityof the

KBE gTLDwhere Verisign's previously had appeared.

28. ICANN approvedKBE'schangerequeston December 19, 2014.

TheSymantecAgreements

29. Effective as ofAugust 9, 20101,S3anantecCorporation("S5anantec")

enteredinto a "Verisign MasterServices Agreement" ("OriginalSymantecMSA")

with Verisign, which set forth varioustermsrelatingto Verisign's general provision

of services toS5anantecand its Affiliates (as that term is defined in the Original

SymantecMSA), andcontemplatedserviceordersbetweenVerisign andSjmaantec

and its Affiliates. The Original SymantecMSA was amendedby "Amendmentto

VerisignMasterServicesAgreement"effectiveas ofApril 2,2012(the"Amendment").

Copies oftheOriginal SymantecMSA andtheAmendmentarebeingfiled underseal

at the time of the filing of this First AmendedComplaint.Together,the Original

SymantecMSA andtheAmendmentwill hereinafterbereferredto asthe"Sjnnantec

MSA".

30. EffectiveasofApril 2,2012,Symantecalsoenteredinto a "VerisignNew

gTLD ServicesSO" ServiceOrder (the "SymantecService Order")with Verisign

which, in conjunctionwith the SymantecMSA, setsforth varioustermsrelatingto

Verisign's provision of "New gTLD Services"(as defined in the SymantecService

Order)with respectto Sjnnantec'sapplied-forgTLDs. A copyoftheSymantecService

Order is being filed under seal at the time of the filing of this First Amended

Complaint.
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31. Pursuantto, and attached to, the Symantec Service Order, Symantec

executedand delivered order forms with respect thegTLDs <.protection>and

<.security>(the"SymantecgTLDs").

32. OnJune13,2012,SymantecappliedtoICANN to be the registry operator

for theS5anantecgTLDs.

33. Pursuantto the SymantecMSA and the Symantec Service Order,

Symantec purchased Verisign's NewgTLD Services(as defined in the Symantec

MSA) for theSymantecGTLDs.

34. TheSymantecService Order alsoincorporatesby referencetheService

Guide,which is attachedto theSymantecServiceOrder.

TheSymantecApplications

35. On oraboutJune13, 2012,Symantecsubmittedits initial applications

for the SymantecgTLDs to ICANN. A copy ofthe applicationfor <.protection> is

attachedhereto, incorporatedherein, and marked as Exhibit 3. A copy of the

applicationfor <.security>is attachedhereto,incorporatedherein,and markedas

Exhibit 4.

36. As required by the Symantec Service Order, Symantec'sinitial

applicationsto ICANN for the S5anantecgTLDs identifiedVerisign as the exclusive

provider of back-end registry services for the SjnnantecgTLDs, and included

Verisign's specificationsandresponsesregardingtechnicalandoperationalcapability

of the SymantecgTLDsthatVerisign previously provided toSsonantecpursuantto

thetermsof theSymantecServiceOrder.
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37. In or around September2014, Symantecsought to terminate the

SymantecMSA and the SymantecService Order, without any permissiblebasis

undertheSymantecMSA or the SymantecServiceOrder.

38. After terminatingtheSymantecMSA andtheSymantecServiceOrder,

on oraboutFebruary9, 2015,Symantecsubmittedto ICANN requeststo change its

applicationsfor the SymantecgTLDs. A copy of the amendmentwith respect to

<.protection>is attachedhereto,incorporatedherein,and markedas Exhibit 5. A

copy ofthe amendmentwith respectto <.security>is attachedhereto,incorporated

herein,andmarkedasExhibit 6.

39. In its changerequestsattachedheretoas Exhibits 5 and6, Symantec

removedthe referenceto Verisign as the providerof back-endregistryservices,and

deletedVerisign'sspecificationsandresponsesregardingtechnicalandoperational

capabilityof theSymantecgTLDs.

40. In its changerequestsattachedheretoasExhibits 5 and6, Symantec

identified CentralNicas the providerof back-endregistryservices,andsubstituted

CentralNic's specifications and responsesregarding technical and operational

capabilityof theSymantecgTLDs whereVerisign'spreviouslyhadappeared.

41. ICANN approvedSymantec'schangerequestson April 3, 2015.
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Why KBE andSymantecDeletedVerisignFromitsApplication

42. KBE decided to selland transferits applicationfor the KBE gTLD to

XYZ.

43. Symantecdecided to sellandtransferits applicationfor the Symantec

gTLDs to XYZ.

44. XYZ and Negari demanded,as conditions to XYZ's agreementto

purchasethe KBE gTLD application,thatKBE breachthe KBE MSA andthe KBE

ServiceOrder. A copy of a PurchaseAgreementbetweenXYZ andKBE Holding,

whereinXYZ requiredthat KBE Holding breachthe KBE MSA and KBE Service

Order, is being filed under seal at the time of the filing of this First Amended

Complaint.

45. Upon informationandbelief, XYZ andNegaridemanded,asconditions

to XYZ's agreementto purchasethe SymantecgTLDs applications,that Symantec

wrongfully terminate and breachthe SymantecMSA and the SymantecService

Order.

46. XYZ, at the insistenceof Negari, hasenteredinto an agreementwith

CentralNicto provide back-endregistryservicesfor the KBE gTLD, andto remove

Verisignastheproviderof back-endregistryservicesfor theKBE gTLD.

47. XYZ, at the insistenceof Negari, hasenteredinto an agreementwith

CentralNic to provide back-endregistry servicesfor the SymantecgTLDs, and to

remove Verisign as the provider of back-endregistry servicesfor the Symantec

gTLDs.
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Count1

TortiousInterferencewith Contract~KBE ^LD

48. The allegationsin paragraphs1 through47 areincorporatedhereinas

if fully setforth.

49. The KBE MSA and KBE ServiceOrder were and are valid contracts

betweenVerisignandKey BrandandKBE Holdings.

50. CentralNic,XYZ andNegari, at all timesrelevanthereto,knew of the

existenceof the KBE MSA andKBE ServiceOrder, andthat Key BrandandKBE

Holdingswereandareobligatedto useVerisignastheexclusiveproviderof back-end

registryservicesfor theKBE gTLD.

51. CentralNic, XYZ and Negari intentionally, willfully and knowingly

causedandinducedKey BrandandKBE Holdingsto breachtheKBE MSA andKBE

Service Order by replacingVerisign with CentralNic as the provider of back-end

registryservicesin the applicationsfor theKBE gTLD.

52. As aresultof CentralNic's,XYZ's andNegari'stortiousinterferencewith

Verisign's contractswith KBE and Key Brands,Verisign hasandwill continueto

sufferdamages.
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WHEREFORE,Verisignrequests:

a. That judgmentbe enteredin its favor, and againstCentralNic,

XYZ and Negari,jointly and severally, inthe principal sum of $175,000, plus

prejudgmentandpostjudgmentinterest,pluscosts;and

b. That the Court afford it suchotherandfurther relief as maybe

appropriate.

Count2

TortiousInterferencewith Contract- SymantecgTLDs

53. The allegationsin paragraphs1 through47 areincorporatedhereinas

if fully setforth.

54. The SymantecMSA and SymantecServiceOrderwerevalid contracts

betweenVerisignandSymantec.

55. CentralNic,XYZ andNegari, at all times relevanthereto,knew of the

existenceof theSymantecMSA andSjonantecServiceOrder,andthatSymantecwas

obligatedto useVerisign as the exclusiveproviderof back-endregistryservicesfor

theSymantecgTLDs.

56. CentralNic, XYZ and Negari intentionally, willfully and knowingly

causedand inducedSymantecto breachthe SymantecMSA andS5miantecService

Order by replacingVerisign with CentralNicas the provider of back-endregistry

servicesin the applicationsfor the SymantecgTLDs.

57. As aresultofCentralNic's,XYZ's andNegari'stortiousinterferencewith

Verisign'scontractswith Symantec,Verisignhasandwill continueto sufferdamages.
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WHEREFORE,Verisignrequests:

a. That judgmentbe enteredin its favor, and againstCentralNic,

XYZ and Negari, jointly and severally, in the principal sum of $332,500, plus

prejudgmentandpostjudgmentinterest,plus costs;and

b. That the Court afford it suchotherandfurther relief as maybe

appropriate.

Count3

BusinessConspiracy(Va. Code§§18.2'-499.-500) - All Defendants

58. The allegationsin paragraphs1 through57 areincorporatedhereinas

if fiilly setforth.

59. XYZ, Negari and CentralNic combined,associated,agreed,mutually

undertookandconcertedtogetherfor thepurposeofwillfully andmaliciouslyinjuring

Verisignin its business,by seekingto circumventKey Brands',KBE Holdings'and

Symantec'scontractualrequirements;by underminingVerisign'scontractualright to

be the exclusiveproviderof back-endregistry servicesfor the KBE gTLD and the

SymantecgTLDs; andby breachingand inducingbreachesof the KBE MSA, KBE

ServiceOrder,SymantecMSA, andSymantecServiceOrder.

60. As aresultof XYZ's, Negari'sandCentralNic'sconspiracyas aforesaid

and their tortious interferencewith Verisign's contractswith KBE Holdings, Key

BrandsandS5rmantec,Verisignhasandwill continueto sufferdamages.

61. Pursuantto Va. Code§ 18.2-500,Verisign is entitledto recovertreble

damages,costs,attorneys'fees,andis alsoentitledto injunctiverelief.
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WHEREFORE,Verisignrequests:

a. That judgmentbe enteredin its favor, and againstCentralNic,

XYZ and Negari, jointly and severally,in the principal sum of$1,552,500,plus

prejudgmentand postjudgmentinterest,plus costs, plusits attorneys*fees;

b. ThatCentralNic,XYZ andNegari be enjoined fromparticipating

in any combination, association,agreement,mutualundertakingor concerted action

injuring Verisignin its business;

c. ThatCentralNicbepreliminarilyandpermanentlyenjoinedfrom

providing back-endregistryservices inthe application forthe KBE gTLD and the

SymantecgTLDs; and

d. That the Court afford it suchotherandfurther relief asmay be

appropriate.

Demandfor Attorneys'Fees

Pursuantto Rule 3:25, Verisign demandsan award of its attorneys'fees,

pursuantto Virginia Code§ 18.2-500.

VERISIGN, INC.
By Counsel
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HYLAND LAW PLLC
1818Library Street,Suite500
Reston,Virginia 20190
(703)956-3566
Facsimile (703) 935-0349
Email thyland@hylandpllc.com

edwyer@hylandpllc.com

imothyB. Hyland(VSB No. 31163)
ElizabethA. Dwyer (VSB No. 87486)
Counselfor Verisign

CERTIFICATEOFSERVICE

I HEREBY CERTIFYthat true copies ofthis FirstAmendedComplaintwere

handdeliveredthis 15thday ofJuly, 2015, to:

Kevin B. Bedell,Esquire
GreenbergTraurig,LLP
1750TysonsBoulevard,Suite1200
McLean,VA 22102

JoannaL. Faust,Esquire
Cameron/McEvoyPLLC
4100MonumentCornerDrive, Suite420
Fairfax,VA 22030

imothy B. Hyland

-15-

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 15 of 123 PageID# 19



COMMONWEALTH OF VIRGINIA
CIRCUIT COURTOF FAIRFAX COUNTY

4110CHAIN BRIDGE ROAD
FAIRFAX, VIRGINIA 22030

703-691-7320
(Press3, Press1)

Verisign Inc vs. Key BrandEntertainmentInc etal.

TO: Key BrandEntertainmentInc.
' Serve:Corporationservicecompany

2711 CentervilleRoadSuite400
Wilmington DE 19808

CL-2015-0003519

SPS

SUMMONS- CIVIL ACTION

The party uponwhomthis summonsandtheattachedcomplaintareservedis herebynotified

thatunlesswithin 21 daysaftersuchservice,responseIs madeby filing in theClerk'soffice

of this Courta pleadingin writing. In properlegal form, theallegationsandchargesmaybe

takenasadmittedandthecourtmayenteranorder,judgmentor decreeagainstsuchparty

eitherby defaultor afterhearingevidence.

APPEARANCEIN PERSONIS NOT REQUIRED BY THIS SUMMONS.

Donein thenameof theCommonwealthof Virginia, on March 18, 2015.

JOHN T. FREY, CLERK

Bv: lU-
^ DeputyClerk

Plaintiffs Attorney: Timothy B. Hyland
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VIRGINIA;

IN THE CIRCUIT COURTOFFAIRFAX COUNTY

VERISIGN, INC.,

Plaintiff,

V.

KEY BRAND ENTERTAINMENT, INC.,
Serve: CorporationServiceCompany

2711CentervilleRoad,Suite400
Wilmington, DE 19808

KBE GTLD HOLDING, INC.,
Serve: CorporationServiceCompany

2711CentervilleRoad,Suite400
Wilmington, DE 19808

CENTRALNIC LIMITED,
35 - 39 Moorgate,6thFloor
London EC2R 6AR

UnitedKingdom

MATTER STRATEGICADVISORS, LLC,
Serve: MatthewRussotti,Agent

420 LexingtonAve., Suite2750
New York, NY 10170

-and-

ENTITYDOE,

Defendants.

Civil Action No.
2015 -03 51 9

" o

-:.y

v.?^0

•1* "ly •

o

—f

zs

CO

:s:
m

COMPLAPOT

COMESNOW the plaintiff, VeriSign, Inc. CVerisign"),by counsel,andfor its

complaintstatesthefollowing:
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Parties

1. Verisign is a corporationorganizedandexistingunderthe laws of the

Stateof Delaware,having its principal place of businessin the Commonwealthof

Virginia.

2. Defendant Key Brand Entertainment, Inc. ("Key Brand") is a

corporationorganizedandexistingunderthe laws of theStateof Delaware,having

its principalplaceofbusinessin theStateofNewYork.

3. DefendantKBE GLTD Holding, Inc. ("KBE Holding") is a corporation

organizedandexistingimderthelawsof theStateof Delaware,havingits principal

placeof businessin theStateof NewYork.

4. DefendantCentralNicLimited ("CentralNic")is a corporationorganized

and existing underthe laws of the United Kingdom, having its principal placeof

businessin London,England.

5. DefendantMatter StrategicAdvisors, LLC ("Matter Strategic") is a

limited liability companyorganizedandexistingunderthe lawsof theStateof New

York, having its principal place of businessin the State of New York. Upon

informationandbelief, MatterStrategicis thesuccessorin interestto MJRC Group,

LLC ("MJRC")

6. DefendantEntity Doe ("Doe") is anentitywhoseidentity is imknownat

this time.
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JurisdictionandVenue

7. This Courthassubjectmatterjurisdiction over this actionpursuantto

Virginia Code§ 17.1-513.

8. Key BrandandKBE Holding (hereinaftertogether,"KBE") aresubject

to personaljurisdictionin this Courtpursuantto Virginia Code §8.01-328.1(1,3 and

4) in that,assetforth herein,KBE hastransactedbusinessin theCommonwealthof

Virginia; hascausedtortiousinjury by actsin this Commonwealth;andhascaused

tortious injury in this Commonwealth by acts and omissions outside this

Commonwealthand regularly does or solicits business,or engagesin any other

persistentcourseof conduct.In addition,KBE contractuallyconsentedin the MSA

(asdefinedbelow)to thejurisdictionof this Court.

9. CentralNic, Matter Strategic and Doe are subject to personal

jurisdictionin this Courtpursuantto Virginia Code§ 8.01-328.1(3& 4) in that,asset

forth herein,CentralNic,Matter Strategicand Doe havecausedtortious injury by

actsin this Commonwealth;andhavecausedtortiousinjury in this Commonwealth

by acts and omissions outside this Commonwealthand regularly do or soHcit

business,or engagein anyotherpersistentcourseofconduct.

10. Venueis appropriatein thisCourtpursuantto Virginia Code §8.01-262.

In addition,KBE contractuallyconsentedto venuein this Courtin theMSA.
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Facts

TheNewgTLD Program

11. In 2008, the InternetCorporationfor AssignedNamesand Numbers

("ICANN") approveda programfor the launch of new generic top level domains

("gTLDs") in the Internet'saddressingsystem.A top-level domain ("TLD") is, in

simpleterms,the lettersto the right of the "dot" in a domainname,e.g., <.com> or

<.org>. Unlike a country-codeTLD ("ccTLD"), which generally is assignedto a

country, sovereignstateor dependentterritory (e.g., <.uk>, <.cn>), a gTLD is one

associatedwith a "generic"termsuchas<.com>or <.org>.

12. As part of ICANN's new gTLD program, personsand entities were

permittedto apply, for a fee, for the rights to serveas the exclusiveregistry for

proposedgTLDs. Someof theseapplicantswere brandowners,seekinga gTLD for

theirbrands(e.g., <.bmw>, <.suzuki>).Othersappliedfor gTLDs thatmight havea

broad appeal(e.g., <.web>),while othersapplied for gTLDs that might appealto

groupswith specialinterests(e.g.,<.attorney>,<.tires>).

13. Eachapplicantfor a gTLD wasrequiredto demonstrateto ICANN that

it wasableto providetechnicallycompetentregistryservicesfor its proposedgTLD.

14. Verisignis, andhassince2000been,theregistryoperatorfor thelargest

gTLD, <.com>, togetherwith a numberof otherTLDs. For someof theseTLDs such

as <.com>and <.net>,Verisign hasdirect agreementswith ICANN to operatethe

registries.In othercases,Verisignoperatestheregistriesunderagreementswith the

partiesauthorizedto operatetheTLD (e.g.,<.gov>,<.tv>).
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15. As a resultof Verisign'sexpertiseasa registryoperator,it hasentered

into agreementswith appKcantsfor someof thenewgTLDs to providecertainback-

endregistryservicesfor theapplicants'newgTLDs.

TheKBE Agreements

16. On April 12, 2012,Key Brandenteredinto a "Verisign MasterServices

Agreement" ("MSA") with Verisign, which set forth various terms relating to

Verisign'sgeneralprovisionof servicesto Key Brandandits Affiliates (asthatterm

is definedin the MSA), andcontemplatedserviceordersbetweenVerisign andKey

Brandandits Affiliates.

17. On April 12, 2012, KBE Holding enteredinto a "Verisign New gTLD

ServicesSO" ServiceOrder(the"ServiceOrder")with Verisignwhich, in conjunction

with theMSA, setsforth varioustermsrelatingto Verisign'sprovisionof"New gTLD

Services"(asdefinedin theServiceOrder)with respectto KBE's applied-forgTLDs.

18. UnderthetermsoftheServiceOrder,Key Brandagreedto "guaranteeD

the performanceand paymentobligationsof KBE D underthe MSA, this SO, and

eachorderform hereimder."

19. Piu-suantto, and attachedto, the Service Order, KBE executedand

deliveredorderformswith respectthegTLDs <.broadway>,<.bway>,<.theater>,and

<.theatre>.

20. OnJune13, 2012,KBE appliedto ICANN to be theregistryoperatorfor

all foiu* of theseapplied-forgTLDs.

-5-

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 21 of 123 PageID# 25



21. KBE subsequentlywithdrew its applications for the <.broadway>,

<.bway>,and<.theater>gTLDs. As a result,theparties'obligationsundertheMSA

andtheServiceOrderwith respecttheretowereterminated.

22. Pursuantto theMSA andtheServiceOrder,KBE purchasedVerisign's

New gTLD Services (as defined in the Agreement) for the gTLD <.theatre>

(hereinafter,the«KBE gTLD").

23. TheServiceOrderalso incorporatesby referencetheServiceGuidefor

New gTLD Services(the"ServiceGuide"),which is attachedto theServiceOrder.

24. TheServiceGuideprovidesthatI^E "shallnotchangeanyinformation,

data or documentprovided by Verisign or fail to use the responsesprovided by

Verisignfor thequestionsregardingTechnicalandOperationalCapabilityoftheTLD

(as describedherein) [in its applicationswith ICANN] without Verisign's prior

writtenconsent."

TheKBE Application

25. Onor aboutJune13,2012,KBE submittedits initial applicationfor the

KBE gTLD to ICANN.1A copy of this applicationis attachedhereto,incorporated

herein,andmarkedasExhibit 1.

26. As requiredby the ServiceOrder,KBE's initial applicationto ICANN

for theKBE gTLD identifiedVerisignastheexclusiveproviderof back-endregistry

1This applicationstatesthattheapplicantis "Key GTLD Holding, Inc." Thisappears
to bea typographicalerror.
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servicesfor the KBE gTLD, and included Verisign's specificationsand responses

regarding technical and operationalcapability of the KBE gTLD that Verisign

previouslyprovidedto KBE pursuantto thetermsof theServiceOrder.

27. KBE's applicationto ICANN for theKBE gTLD passedICANN's initial

evaluationprocesson June7, 2013.

28. On or aboutOctober10, 2014, KBE submittedto ICANN a requestto

changeits applicationfor the KBE gTLD. A copy ofthis changerequestis attached

hereto,incorporatedherein,andmarkedasExhibit 2.

29. In its changerequestattachedheretoas Exhibit 2, KBE removedthe

referenceto Verisign as the provider of back-endregistry services,and deleted

Verisign'sspecificationsandresponsesregardingtechnicalandoperationalcapability

of theKBE gTLD.

30. In its changerequestattachedhereto as Exhibit 2, KBE identified

CentralNicastheproviderofback-endregistryservices,andsubstitutedCentralNic's

specificationsand responsesregardingtechnicaland operationalcapability of the

KBE gTLD whereVerisign'spreviouslyhadappeared.

31. ICANN approvedKBE's changerequeston December19, 2014.

Why KBE DeletedVerisignFromitsApplication

32. KBE hasdecidedto sellandtransfertheirapplicationfor theKBE gTLD

to a third party.Doe.

33. Uponinformationandbelief,derivedfirom statementsmadeby KBE and

MatterStrategic,KBE, actingin concertwith advisorsMJRC andMatterStrategic,
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determinedthat the value of the applicationsin connectionwith Doe's proposed

acquisitionof the rights to the applicationfor the KBE gTLD would beincreasedby

eliminatingVerisignastheproviderof back-endregistryservices.

34. Upon informationandbelief, the saleandtransferof the rights to the

applicationsfor theKBE gTLD by KBE is imminent.

35. Upon information and belief, either (a) KBE has entered into an

agreementwith CentralNicto provideback-endregistryservicesfor theKBE gTLD

that is intendedto be assignedby KBE to Doe; or (b) Doehas enteredinto an

a^eementor arrangementwith CentralNic as the provider of back-endregistry

servicesfor theKBE gTLD in theeventtheapplicationis transferredto Doe.

Count1

Breachof Contract- KBE

36. The allegationsin paragraphs1 through35 areincorporatedhereinas

if fully setforth.

37. TheMSA is a contractbetweenVerisignandKey Brand.

38. The ServiceOrderis a contractbetweenVerisign andKey Brandand

KBE Holdings, and Key Brand has guaranteedKBE Holdings' performanceand

paymentobligationsthereunderandunderall serviceorders.

39. UndertheServiceGuide,whichis partoftheServiceOrder,KBE agreed

notto changeanyinformation,dataor documentprovidedby Verisign,andnot to fail

to usetheresponsesprovidedby Verisignfor thequestionsregardingTechnicaland

-8-
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OperationalCapability of the TLD in their applicationswith ICANN, without

Verisign'sprior written consent.

40. Verisign neverhasexpresslyor impliedly consentedto KBE changing

any information,dataor documentprovidedby Verisign or using responsesother

than those provided by Verisign for the questions regarding Technical and

OperationalCapabilityof theTLD in its applicationwith ICANN.

41. However, in its changerequestattachedhereto as Exhibit 2, KBE

removedreferencesto Verisign as the provider of back-endregistry services,and

deletedVerisign'sspecificationsandresponsesregardingtechnicalandoperational

capabilityof theKBE gTLD.

42. Theforegoingconstitutesa breachof contractby KBE.

43. As aresultof KBE's breachof contractas aforesaid,Verisign hasand

will continueto sufferdamages.

44. Verisign lacks a completeand adequateremedyat law, and will be

irreparablyharmedif KBE is permittedto sellor transfertheapplicationfor theKBE

gTLD usingadifferentproviderof back-endregistryservicesin contraventionoftheir

obligationto exclusivelyuseVerisign.

WHEREFORE,Verisignrequests:

a. Thatjudgmentbe enteredin its favor, andagainstKBE Holdings

and Key Brand, jointly and severally, in the principal sum of $175,000, plus

prejudgmentandpostjudgmentinterest,pluscosts;
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b. That Key Brand and KBE Holdings be preliminarily and

permanently enjoined from selling, transferring or otherwise conveying the

applicationfor theKBE gTLD to anypersonor entity, includingDoe; and

c. That theCourt afford it suchotherandfurther relief asmaybe

appropriate.

Count2

TortiousInterferencewith Contract- CentralNic.
MatterStrategicandDoe

45. Theallegationsin paragraphs1 through44 areincorporatedhereinas

if fully setforth.

46. The MSA and Service Order were and are valid contractsbetween

VerisignandKey BrandandKBE Holdings.

47. Upon informationandbelief, CentralNic,MatterStrategicandDoe, at

all timesrelevanthereto,knew of the existenceof the MSA andServiceOrder,and

that Key Brandand KBE Holdings were and are obligatedto useVerisign as the

exclusiveproviderofback-endregistryservicesfor theKBE gTLD.

48. Upon information and belief, CentralNic, Matter Strategicand Doe

intentionally, willfully and knowingly causedand induced Key Brand and KBE

Holdingsto breachtheMSA andServiceOrderby replacingVerisignwith CentralNic

asthe providerof back-endregistryservicesin the applicationsfor the KBE gTLD,

sothatMatterStrategicandDoecouldbetterprofit from thesaleandtransferof the

applicationto Doe, andso CentralNiccouldobtaina profitablecontract.
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49. As a result of CentralNic's, Matter Strategic'sand Doe's tortious

interferencewith Verisign'scontractswith KBE andKey Brands,Verisignhasand

will continueto sufferdamages.

50. Verisign lacks a completeand adequateremedyat law, and will be

irreparablyharmedif CentralNicwere permittedto perform the servicesthat are

exclusivelyreservedto Verisign; if Matter Strategicwere permittedto continueto

provideadvisoryservicesandassistKey Brand,KBE HoldingsandDoewith respect

to a transactionthat is violative of Verisign's contractualrights; and if Doe were

permittedto purchaseor acceptthetransferof theapplicationfor theKBE gTLD.

WHEREFORE,Verisignrequests:

a. That judgmentbe enteredin its favor, and againstCentralNic,

MatterStrategicandDoe,jointly andseverally,in theprincipal sum of$175,000,plus

prejudgmentandpostjudgmentinterest,pluscosts,plusits attorneys'fees;

b. ThatCentralNicbepreliminarilyandpermanentlyenjoinedjfrom

providingback-endregistryservicesin theapplicationfor theKBE gTLD;

c. That Matter Strategic be preliminarily and permanently

enjoinedfrom assistingKey Brand, KBE Holdings and/orDoe with respectto any

transactioninvolvingthesale,purchase,transferor conveyanceof theapplicationfor

theKBE gTLD to anypersonor entity;

d. That Doe be preliminarily and permanently enjoined from

purchasing, accepting transfer, or otherwise participating in conve3dng the

applicationfor theKBE gTLD to anypersonor entity; and
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e. That the Court afford it suchotherandfurther relief asmaybe

appropriate.

Count3

BusinessConspiracy(Va. Code§§ 18.2-499.-500) - All Defendants

51. The allegationsin paragraphs1 through50 areincorporatedhereinas

if fully setforth.

52. Key Brand, KBE Holdings, Matter Strategic and Doe and, upon

information and belief, CentralNic, combined, associated, agreed, mutually

undertookandconcertedtogetherfor thepurposeofwillfully andmaliciouslyinjuring

Verisign in its business,by seekingto circumventKey Brands'andKBE Holdings'

contractualrequirements;by underminingVerisign's contractualright to be the

exclusiveproviderof back-endregistryservicesfor theKBE gTLD; andby breaching

andinducingbreachesof theMSA andServiceOrder.

53. As a result of Key Brand's, KBE Holdings', CentralNic's, Matter

Strategic'sand Doe's conspiracyas aforesaidand Doe's tortious interferencewith

Verisign's contractswith KBE Holdings and Key Brands,Verisign has and will

continueto sufferdamages.

54. Pursuantto Va. Code§ 18.2-500,Verisign is entitledto recovertreble

damages,costs,attorneys'fees,andis alsoentitledto injunctiverelief.

WHEREFORE,Verisignrequests:

a. Thatjudgmentbeenteredin its favor, andagainstKBE Holdings,

Key Brand, CentralNic, Matter Strategic and Doe, jointly and severally, in the
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principalsumof $525,000,plusprejudgmentandpostjudgmentinterest,plus costs,

plus its attorneys'fees;

b. That KBE Holdings, Key Brand, CentralNic, Matter Strategic

andDoe be enjoinedfrom participatingin any combination,association,agreement,

mutualundertakingor concertedactioninjuring Verisignin its business;

c. That Key Brand and KBE Holdings be preliminarily and

permanently enjoined from selling, transferring or otherwise conveying the

applicationfor the KBE gTLD to anypersonor entity, includingDoe;and

d. ThatCentralNicbepreliminarilyandpermanentlyenjoinedfrom

providingback-endregistryservicesin theapplicationfor theKBE gTLD;

e. That Matter Strategic be preliminarily and permanently

enjoinedfrom assistingKey Brand, KBE Holdings and/orDoe with respectto any

transactioninvolving thesale,purchase,transferor conveyanceoftheapplicationfor

theKBE gTLD to anypersonor entity;

f. ThatDoe betemporarily,preliminarilyandpermanentlyenjoined

from purchasing,acceptingtransfer, or otherwiseparticipatingin conveyingthe

applicationfor theKBE gTLD to anypersonor entity; and

g. That the Courtafford it suchotherandfurther relief asmaybe

appropriate.

Demandfor Attorneys'Fees

Pursuantto Rule 3:25, Verisign demandsan award of its attorneys'fees,

pursuantto Virginia Code§ 18.2-500.
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HYLAND LAW PLLC

1818Library Street,Suite500
Reston,Virginia 20190
(703) 956-3566
Facsimile (703) 935-0349
Email thyland@hylandpllc.com

edwyer@hylandpllc,com

TimothyR Hylmid (VSB No. 31163)
ElizabethA. Dwyer (VSB No. 87486)
Coimselfor Verisign
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ICANN

New gTLDApplicationSubmittedto ICANN by: Key GTLD
Holding Inc

string: theatre

Originally Posted:13 June2012

Application ID: 1-1326-3558

Applicant Information

1. Full legal name

Key GTLD Holding Inc

2. Addressof theprincipal placeof business

1619 Broadway
19th FLoor

New York NY 10019

UA

3. Phonenumber

0019174215467

4. Faxnumber

file:///C:/Users/Tim%20Hyland/Downloads/l-1326-3558_THEATRE%20(3).html 3/16/2015
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5. If applicable,websiteor URL

PrimaryContact

6(a). Name

Matthew Russotti

6(b). Title

Consultant

6(c). Address

6(d). PhoneNumber

513 745 2810

6(e). Fax Number

6(f). Email Address

mrussotti©wolfe-sbmc.com

SecondaryContact

7(a). Name

Ms. Laurie Kunkel
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7(b). Title

Consultant

7(c). Address

7(d). PhoneNumber

513 746 2800

7(e). Fax Number

7(f). Email Address

lkunkel0wolfe-sbmc.com

Proofof Legal Establishment

8(a).Legal form of theApplicant

Corporation

8(b). Statethespecificnationalor otherjursidictionthatdefinesthetypeof
entity identified in 8(a).

Delaware

8(c). Attachevidenceof theapplicant'sestablishment.

Attachmentsare not displayedon this form.
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9(a). If applyingcompanyis publicly traded,providetheexchangeand
symbol.

9(b). If theapplyingentity is a subsidiary,providethe parentcompany.

Key Brand Entertainment

9(c). If theapplyingentity is a joint venture,list all joint venturepartners.

ApplicantBackground

11(a).Name(s)and position(s)of all directors

John Gore Presidentand Chief Financial Officer

11(b). Name(s)andposition(s)of all officers andpartners

John Gore Presidentand Chief Financial Officer

Liam Lynch Executive Vice President

Seth Popper Secretary 1
ThdmasC. McGrath AssistantSecretary )

11(c). Name(s)and position(s)of all shareholdersholding at least15%of
shares

11(d). Foranapplyingentity thatdoesnot havedirectors,officers,
partners,or shareholders:Name(s)andposition(s)of all individualshaving
legal or executiveresponsibility

file:///C:/Users/Tim%20Hyland/Downloads/l-1326-3558_THEATRE%20(3).htnil 3/16/2015
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Applied-for gTLD string

13. Providetheapplied-forgTLD string. If an IDN, providethe U-label.

theatre

14(a). If an IDN, providetheA-label (beginningwith *'xn-").

14(b). If an IDN, providethemeaningor restatementof thestring in
English,that is, a descriptionof the literal meaningof thestring in the
opinion of theapplicant.

14(c). If an IDN, providethe languageof the label (in English).

14(c). If an IDN, providethe languageof the label (asreferencedby ISO-
639-1).

14(d). If an IDN, providethescriptof the label (in English).

14(d). If an IDN, providethescriptof the label (as referencedby ISO 15924).

14(e).If an IDN, list all codepointscontainedin the U-label accordingto
Unicodeform.

15(a). If an IDN, Attach IDN Tablesfor the proposedregistry.

Attachmentsare not displayedon this form.
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15(b). Describethe processusedfor developmentof the IDN tables
submitted,including consultationsandsourcesused.

15(c).List anyvariantstringsto theapplied-forgTLD stringaccordingto
the relevantIDN tables.

16. Describetheapplicant'sefforts to ensurethatthereareno known
operationalor renderingproblemsconcerningtheapplied-forgTLD string.
If suchissuesareknown,describestepsthatwill be takento mitigate
theseissuesin softwareandotherapplications.

Applicant's gTLD application is a non-IDN application. Applicant is unaware of any
known operationalor renderingproblems related to the applied for gTLD.

17. (OPTIONAL) Providea representationof the label accordingto the
InternationalPhoneticAlphabet(http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a).Describethemission/purposeof your proposedgTLD.

The mission of .theatreis to provide diverse internet users an enhancedonline
experiencewhile enriching society with artistic and cultural diversity through
high quality content, information and authenticconnectedexperiencescenteredon
live theatre, musicals, opera, ballet and other performing arts, Broadway, and
other related concepts, topics and activities. .theatrewill be a brandedtop
level domain operatedby KBE GTLD Holding Inc., a wholly-owned subsidiaryof Key
Brand Entertainment (KBE), and intends to function, per the ICANN-Registry Operator
Registry Agreement, as a Specification 9 exempt systemthat will seek to provide
internet users with the confidencethat all of the programming, information, social
media, shopping and-^or lifestyle opportunities found on the .theatrebrandedtop
level domain is authentic, genuine, safe, trusted, and secureand affiliated with
the KBE's broadway.combrand.

18(b).Howdo you expectthatyour proposedgTLD will benefitregistrants,
Internetusers,andothers?
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The goal of .theatreis to provide high quality, authentic information and online
experiencesfor individuals interestedin live theatre, musicals, opera, ballet and
other performing arts, Broadway, and other related concepts, topics and activities.
The reputationof KBE, through its operationof broadway.com, is well recognizedas
a single source for high quality accessto tickets, content, information and
programming related to live theatrearound the globe. The level of service to its
customersis highly regardedas the single most trusted source for Broadway and
live theatreentertainment.

Internet users will benefit because.theatrewill provide an enhancedonline
experiencefrom the existing broadway.comthrough its ability to build more
personalizedexperiencesfor internet users seekingartistic and cultural
diversity. .theatrewill provide Applicant greatercontrol over the domain as a
registry operator, enabling the domain to be operatedwith the same exceptional
values KBE has shown to users through the operationof broadway.com. Additionally,
new communities can be identified and formed to connect internet users with others

interestedin theatreand other performing arts, Broadway and entertainment.

.theatreintends to function, per the ICANN-Registry Operator Registry Agreement,
as a Specification9 exempt systemand will carefully monitor and safeguardthe
user experienceto provide users confidencethat they have found the well-known,
famous brand associatedwith broadway.com, and can be certain that users will find
the high quality content, information and experiencesassociatedwith a brand they
know and trust. New users will quickly come to recognizethat .theatrestands for
authentic, high quality, trustedsourcesfor information about live theatreand
other performing arts, entertainment,experiences,products and services.

.theatrewill provide users who navigatewithin .theatreprivacy protection similar
to what is currently provided on broadway.com. Applicant will annually review and
audit thesepolicies to ensure that best practicesare being utilized to protect
the safety, security and confidentiality of its users.

•theatrewill further enhancebrand consistencyby creating numerous subdomains
under the .theatreTLD that have not been available under the existing top level
domain namespace. Further, the .theatreTLD createsthe possibility that these to-
be-createdsubdomainswill be more preciselytargetedto internet users that will
use them, more focused on content associatedwith the TLD under which they will
reside, and more relevant to the TLD.

18(c).Whatoperatingruleswill you adoptto eliminateor minimizesocial
costs?

.theatreintends to function, per the ICANN-Registry Operator Registry Agreement,
as a Specification 9 exempt system. All secondlevel domains will be for the
benefit of .theatreusers and its affiliates. All other subdomainnames intended

to be used within .theatreregistry will be controlled and managedby KBE GTLD
Holding Inc., for the benefit of itself or affiliates.

It is the intent of the Applicant to requestan exemption from the new gTLD Code of
Conduct per Section 6 of Specification 9 of the Registry OperatorCode of Conduct.
As such. Applicant intends to function in such a way that all domain name
registrationsin the TLD shall be registeredto and maintainedby Applicant and
Applicant will not sell, distribute or transfer control of domain name
registrationsto any party that is not an Affiliate of Applicant as defined in the
ICANN-Registry Operator Registry Agreement. All domain name registrationsintended
to be used within Applicant's registry will be registeredto and controlled and
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maintainedby Applicant and for the benefit of Applicant and its users, parents,
sistersand Affiliates.

In the event that Applicant is not grantedan exemption from Specification9,
Applicant will partner with a corporateregistrar with expertisein running a
registry to support such efforts. Applicant intends to partner with its current
corporateregistrar or one of similar technical capability and expertiseand.
allocate the appropriatefunds and human resourcesto ensure that both itself, as
the registry operator, and its selectedregistrarare at all times in compliance
with ICANN guidelines.

Community-basedDesignation

19. Is theapplicationfor a community-basedTLD?

No

20(a).Providethe nameandfull descriptionof thecommunitythatthe
applicantis committingto serve.

20(b). Explain theapplicant'srelationshipto thecommunityidentified in 20
(a).

20(c). Providea descriptionof thecommunity-basedpurposeof the
applied-forgTLD.

20(d). Explain the relationshipbetweentheapplied-forgTLD stringandthe
communityidentified in 20(a).

20(e).Providea descriptionof theapplicant'sintendedregistrationpolicies
in supportof thecommunity-basedpurposeof theapplied-forgTLD.

file:///C:/Users/Tim%20Hyland/DownIoads/l-1326-3558_THEATRE%20(3).html 3/16/2015

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 39 of 123 PageID# 43



ICANIN Newg1LU Application Page 9of58

20(f)- Attachanywritten endorsementsfrom institutions/groups
representativeof thecommunityidentified in 20(a).

Attachmentsare not displayed on this form.

GeographicNames

21(a). Is theapplicationfor a geographicname?

No

Protectionof GeographicNames

22. Describeproposedmeasuresfor protectionof geographicnamesatthe
secondandotherlevelsin theapplied-forgTLD.

The Applicant will initially reservecountry names from use in the secondand other
levels of the TLD, and other such names designatedby ICANN and pursuantto
Specification5 and ICANN's ongoing policies and regulations. In this regard,
Applicant will at all times comply with ICANN's geographicand all other
reservationrequirementsas outlined in the Registry Agreement and Applicant's
reservedname list mentionedbelow. Applicant's TLD will be operatedas a
Specification 9 exempt system, and the Applicant may, over time, utilize the
reservedcountry names in the secondand other country levels in order to organize
content within the domain in a meaningful way. However, in such event, before the
Applicant begins using such initially reservedcountry names, Applicant will
provide a window during which governments, ICANN, public authoritiesor IGOs may
submit a demand to block names with national or geographicsignificanceat the
second level of the TLD at no cost to the blocking authority. In the event of such
occurrence.Applicant will at all times comply with all ICANN mandatesand shall
establisha notice mechanismand blocking procedureto effectuatesuch action.

All geographicand geopolitical names containedin the ISO 3166-1 list from time to
time shall initially be reservedat both the secondlevel and at all other levels
within the TLD at which the Applicant provides for registrations.All names shall
be reservedboth in English and in all related official languagesas may be
directedby ICANN or the GAC. In addition. Applicant shall reservenames of
territories, distinct geographiclocations, and other geographicand geopolitical
names as ICANN may direct from time to time. Such names shall be reservedfrom
registrationduring any sunriseperiod, and shall be registeredin ICANN's name
prior to start-up and open registration in the TLD. Applicant shall post and
maintain an updatedlisting of all such names on its website, which list shall be
subject to changeat ICANN's direction. Upon determinationby ICANN of appropriate
standardsand qualifications for registrationfollowing input from interested
parties in the Internet community, such names may be approvedfor registrationto
the appropriateauthoritativebody.
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Pursuantto any ICANN directive allowing releaseafter the blocking period has
concluded/ a contact will be delegatedand information postedto enable
governments,public authorities, or IGOs to challengeabusesof names with national
or geographicsignificanceat the second level of the TLD during the operationof
the TLD. Challengeswill be reviewed on their merits and resolved in a way that
demonstratesthat the Applicant respectssensitivitiesregarding terms with
national, cultural, geographicand religious significancewhile enabling Applicant
to provide content to users in a logical and organizedfashion.

Additionally, Verisign, as Applicant's back-endregistry provider, provides a
mechanismthrough their registry solution for reservingsecond-leveldomain names
that prevents them from being registered.This functionality includes a list of
strings that the systemwill not allow to be registered.Strings can be added and
removed from this list as needed.

For the protection of geographicnames for the Applicant's TLD, the country and
territory names containedin the following internationally recognizedlists shall
be blocked initially:

* The short form (in English) of all country and territory names,
including the EuropeanUnion, containedon the InternationalOrganization for
Standardization(ISO) 3166-1 list located at:
http:-^^www. iso.org'^iso-^support''country_codes-^iso_3166_code_lists''iso-
3166-l_decoding__table.htm#EU

* The United Nations Group of Experts on GeographicalNames (UNGEGN),
Technical ReferenceManual for the Standardizationof GeographicalNames, Part III
Names of Countries of the World:

http: '^'^unstats. un.org-^unsd-^geoinfO'^UNGEGN'^publications.html

* The list of United Nations member states, in six official United
Nations languages,preparedby the Working Group on Country Names of the United
Nations Conferenceon the Standardizationof GeographicalNames. The most recent
list of country names approvedby the Working Group was submittedon behalf of
UNGEGN for the Ninth UN Conferenceon the Standardizationof GeographicalNames in
August 2007: E-^CONF.98-^89 Add.l http:^-^unstats.un.org•^unsd''geoinfO''ungegn'^docS''9th-
uncsgn-docs^econf^9th_UNCSGN_e-conf-98-89-addl.pdf

As new versions of these three internationally recognizedlists are published,
Verisign will update the list of names reservedby the Verisign registry systemto
reflect any changes.

In addition to providing protection for geographicnames, this reservedname
functionality will be used to reserveother names specifically ineligible for
delegation.

For example, Section 2.2.1.2.3of the Applicant Guidebook lists strings associated
with the InternationalOlympic Committee and the InternationalRed Cross and Red
Crescentorganizationsto be prohibited from delegationper the GovernmentAdvisory
Committee (GAC) request.

All the strings on these lists as well as any others put forth by the GAC and
approvedby ICANN will be included in the list of reservednames.

There are no plans at this time to releaseany of the reservednames. If, however.
Applicant intends to releaseany of the names at a future date, we will follow the
appropriateprocedures,outlined in Section 5 of Specification5, on the releaseof
reservednames.
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RegistryServices

23. Provide name andfull descriptionof all the Registry Services to be
provided.

1 CUSTOMARY REGISTRY SERVICES
As the Applicant's selectedprovider of backendregistry services, Verisign
provides a comprehensivesystemand physical security solution that is designedto
ensurea TLD is protectedfrom unauthorizeddisclosure, alteration, insertion, or
destructionof registry data. Verisign's systemaddressesall areasof security
including information and policies, security procedures,the systemsdevelopment
lifecycle, physical security, systemhacks, break-ins, data tampering, and other
disruptions to operations.Verisign's operationalenvironmentsnot only meet the
security criteria specified in its customercontractualagreements,thereby
preventingunauthorizedaccessto or disclosureof information or resourceson the
Internet by systemsoperating in accordancewith applicable standards,but also are
subject to multiple independentassessmentsas detailed in the responseto Question
30, Security Policy. Verisign's physical and systemsecurity methodologyfollows a
mature, ongoing lifecycle that was developedand implementedmany years before the
developmentof the industry standardswith which Verisign currently" complies.
Pleasesee the responseto Question 30, Security Policy, for details of the
security features of Verisign's registry services.
Verisign's registry servicesfully comply with relevant standardsand best current
practice RFCs publishedby the Internet EngineeringTask Force (IETF), including
all successorstandards,modifications, or additions relating to the DNS and name
server operationsincluding without limitation RFCs 1034, 1035, 1982, 2181, 2182,
2671, 3226, 3596, 3597, 3901, 4343, and 4472. Moreover, Verisign's Shared
RegistrationSystem (SRS) supports the following IETF Extensible Provisioning
Protocol (EPP) specifications,where the Extensible Markup Language (XML) templates
and XML schemasare defined in RFC 3915, 5730, 5731, 5732, 5733, and 5734. By
strictly adhering to these RFCs, Verisign helps to ensure its registry servicesdo
not create a condition that adverselyaffects the throughput, responsetime,
consistency,or coherenceof responsesto Internet serversor end systems. Besides
its leadershipin authoring RFCs for EPP, DomainName SystemSecurity Extensions
(DNSSEC), and other DNS services, Verisign has createdand contributed to several
now well-establishedIETF standardsand is a regular and long-standingparticipant
in key Internet standardsforums.
Figure 23 1 summarizesthe technical and businesscomponentsof those registry
services, customarilyoffered by a registry operator (i.e., Verisign), that support
this application. These servicesare currently operationaland support both large
and small Verisign-managedregistries. Customaryregistry servicesare provided in
the same manner as Verisign provides these servicesfor its existing gTLDs.
Through these establishedregistry services, Verisign has proven its ability to
operatea reliable and low-risk registry that supportsmillions of transactionsper
day. Verisign is unawareof any potential security or stability concern related to
any of these services.
Registry servicesdefined by this application are not intendedto be offered in a
manner unique to the new generic top-level domain (gTLD) nor are any proposed
servicesunic[ue to this application'sregistry.
As further evidenceof Verisign's compliancewith ICANN mandatedsecurity and
stability requirements,Verisign allocatesthe applicable RFCs to each of the five
customaryregistry services (items A - E above). For each registry service,
Verisign also provides evidence in Figure 23 2 of Verisign's RFC compliance and
includes relevant ICANN prior-serviceapproval actions.

1.1 Critical Operationsof the Registry
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i. Receipt of Data from RegistrarsConcerning Registrationof Domain Names and Name
Servers

See Item A in Figure 23 1 and Figure 23 2.
ii. Provision to RegistrarsStatus Information Relating to the Zone Servers
Verisign is the Applicant's selectedprovider of backendregistry services.
Verisign registry servicesprovisions to registrarsstatus information relating to
zone servers for the TLD. The servicesalso allow a domain name to be updatedwith
clientHold, serverHoldstatus, which removes the domain name server details from
zone files. This ensuresthat DNS queries of the domain name are not resolved
temporarily. When these hold statusesare removed, the name server details are
written back to zone files and DNS queries are again resolved. Figure 23 3
describesthe domain name status information and zone insertion indicator provided
to registrars.The zone insertion indicator determineswhether the name server
details of the domain name exist in the zone file for a given domain name status.
Verisign also has the capability to withdraw domain names from the zone file in
near-realtime by changing the domain name statusesupon requestby customers,
courts, or legal authorities as required.
iii. Disseminationof TLD Zone Files
See Item B in Figure 23 1 and Figure 23 2.
iv. Operationof the Registry Zone Servers
Verisign is the Applicant's selectedprovider of backendregistry services.
Verisign, as a company, operateszone serversand servesDNS resolution from 76
geographicallydistributed resolution sites located in North America, South
America, Africa, Europe, Asia, and Australia. Currently, 17 DNS locations are
designatedprimary sites, offering greatercapacity than smaller sites comprising
the remainderof the Verisign constellation.Verisign also uses Anycast techniques
and regional Internet resolution sites to expand coverage, accommodateemergencyor
surge capacity, and support systemavailability during maintenanceprocedures.
Verisign operatesthe Applicant's gTLD from a minimum of eight of its primary sites
(two on the East Coast of the United States, two on the West Coast of the United
States, two in Europe, and two in Asia) and expands resolution sites basedon
traffic volume and patterns. Further details of the geographicdiversity of
Verisign's zone serversare provided in the responseto Question 34, Geographic
Diversity. Moreover, additional details of Verisign's zone serversare provided in
the responseto Question 32, Architecture and the responseto Question 35, DNS
Service.

V. Disseminationof Contact and Other Information ConcerningDomain Name Server
Registrations
See Item C in Figure 23 1 and Figure 23 2.
2 OTHER PRODUCTS ORSERVICES THE REGISTRY OPERATOR IS REQUIRED TO PROVIDE
BECAUSE OF THE ESTABLISHMENT OF A CONSENSUS POLICY

Verisign, the Applicant's selectedprovider of backendregistry services, is a
proven supporterof ICANN's consensus-driven,bottom-up policy developmentprocess
whereby community members identify a problem, initiate policy discussions,and
generatea solution that produceseffective and sustainedresults. Verisign
currently provides all of the products or services (collectively referred to as
services) that the registry operator is required to provide becauseof the
establishmentof a ConsensusPolicy. For this TLD, Verisign implements these
servicesusing the same proven processesand procedurescurrently in-place for all
registriesunder Verisign's management.Furthermore, Verisign executesthese
serviceson computing platforms comparableto those of other registriesunder
Verisign's management.Verisign's extensiveexperiencewith consensuspolicy
required servicesand its proven processesto implement theseservicesgreatly
minimize any potential risk to Internet security or stability. Details of these
servicesare provided in the following subsections.It shall be noted that
consensuspolicy servicesrequired of registrars (e.g., Whois Reminder, Expired
Domain) are not included in this response.This exclusion is in accordancewith the
direction provided in the question'sNotes column to addressregistry operator
services.

2.1 Inter-RegistrarTransfer Policy (IRTP)
Technical Component: In compliancewith the IRTP consensuspolicy, Verisign, the
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Applicant's selectedprovider of backendregistry services, has designedits
registrationsystemsto systematicallyrestrict the transfer of domain names within
60 days of the initial createdate. In addition, Verisign has implementedEPP and
"Authlnfo" code functionality, which is used to further authenticatetransfer
requests.The registrationsystemhas been designedto enable compliancewith the
five-day Transfer grace period and includes the following functionality:

Allows the losing registrar to prqactively ^ACK' or acknowledgea transfer
prior to the "expiration of the five-day Transfer grace period

Allows the losing registrar to proactively ^NACK' or not acknowledgea
transfer prior to the expiration of the five-day Transfer grace period
• Allows the systemto automaticallyACK the transfer requestonce the five-
day Transfer grace period has passedif the losing registrar has not proactively
ACK'd or NACK'd the transfer request.
BusinessComponent: All requeststo transfer a domain name to a new registrar are
handled according to the proceduresdetailed in the IRTP. Dispute proceedings
arising from a registrar'salleged failure to abide by this policy may be initiated
by any ICANN-accreditedregistrar under the Transfer Dispute Resolution Policy.
Applicant's complianceoffice servesas the first-level dispute resolution provider
pursuant to the associatedTransfer Dispute Resolution Policy. As neededVerisign
is available to offer policy guidanceas issuesarise.
Security and Stability Concerns: Verisign is unaware of any impact, causedby the
service, on throughput, responsetime, consistency,or coherenceof the responses
to Internet serversor end-usersystems. By implementing the IRTP in accordance
with ICANN policy, security is enhancedas all transfer commandsare authenticated
using the Authlnfo code prior to processing.
ICANN Prior Approval: Verisign has been in compliancewith the IRTP since November
2004 and is available to support the Applicant in a consulting capacity as
needed.

Unique to the TLD: This service is not provided in a manner unique to this TLD.
2.2 Add Grace Period (AGP) Limits Policy
Technical Component: Verisign's registry systemmonitors registrars' Add grace
period deletion activity and provides reporting that permits the Applicant to
assessregistration fees upon registrarsthat have exceededthe AGP thresholds
stipulatedin the AGP Limits Policy. Further, Applicant acceptsand evaluatesall
exemption requestsreceived from registrarsand determineswhether the exemption
requestmeets the exemptioncriteria. Applicant maintains all AGP Limits Policy
exemption requestactivity so that this material may be included within Applicant's
Monthly Registry Operator Report to ICANN.
Registrarsthat exceedthe limits establishedby the policy may submit exemption
requeststo the applicant for consideration.Applicant's complianceoffice reviews
these exemption requestsin accordancewith the AGP Limits Policy and renders a
decision. Upon request, the applicant submits associatedreporting on exemption
requestactivity to support reporting in accordancewith establishedICANN
requirements.
BusinessComponent: The Add grace period (AGP) is restrictedfor any gTLD operator
that has implementedan AGP. Specifically, for each operator:
• During any given month, an operatormay not offer any refund to an ICANN-
accreditedregistrar for any domain names deletedduring the AGP that exceed (i)
10% of that registrar'snet new registrations (calculatedas the total number of
net adds of one-yearthrough ten-year registrationsas defined in the monthly
reporting requirementof OperatorAgreements) in that month, or (ii) fifty (50)
domain names, whichever is greater, unless an exemption has been grantedby an
operator.

Upon the documenteddemonstrationof extraordinarycircumstances,a
registrarmay seek from an operatoran exemption from such restrictions in a
specific month. The registrarmust confirm in writing to the operator how, at the
time the names were deleted, these extraordinarycircumstanceswere not known,
reasonablycould not have been known, and were outside the registrar'scontrol.
Acceptanceof any exemptionwill be at the sole and reasonablediscretionof the
operator; however "extraordinarycircumstances"that reoccur regularly for the same
registrarwill not be deemedextraordinary.
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In addition to all other reporting requirementsto ICANN, the Applicant identifies
each registrar that has sought an exemption, along with a brief descriptionof the
type of extraordinarycircumstanceand the action, approval, or denial that the
operator took.
Security and Stability Concerns: Verisign is unawareof any impact, causedby the
policy, on throughput, responsetime, consistency,or coherenceof the responsesto
Internet serversor. end-usersystems...
ICANN Prior Approval: Verisign, the applicant'sbackend registry servicesprovider,
has had experiencewith this policy since its implementationin April 2009 and is
available to support the applicant in a consulting capacity as needed.
Unique to the TLD: This service is not provided in a manner unique to this TLD.
2.3 Registry ServicesEvaluation Policy (RSEP)
Technical Component: Verisign, the Applicant's selectedprovider of backend
registry services, adheresto all RSEP submissionrequirements.Verisign has
followed the processmany times and is fully aware of the submissionprocedures,
the type of documentationrequired, and the evaluationprocessthat ICANN adheres
to.

BusinessComponent: In accordancewith ICANN proceduresdetailed on the ICANN RSEP
website (http:-^-^www.icann.org^en-^registries-^rsep-^), all gTLD registry operatorsare
required to follow this policy when submitting a request for new registry services.
Security and Stability Concerns:As part of the RSEP submissionprocess,Verisign,
Applicant's backendregistry servicesprovider, identifies any potential security
and stability concerns in accordancewith RSEP stability and security requirements.
Verisign never launchesserviceswithout satisfactorycompletion of the RSEP
processand resulting approval.
ICANN Prior Approval: Not applicable.
Unique to the TLD: gTLD RSEP proceduresare not implementedin a manner unique to
this TLD.

3 PRODUCTS OR SERVICES ONLY A REGISTRY OPERATOR IS CAPABLE OF PROVIDING BY

REASON OF ITS DESIGNATION AS THE REGISTRY OPERATOR

Verisign, the Applicant's selectedbackendregistry servicesprovider, has
developeda Registry-RegistrarTwo-Factor AuthenticationService that complements
traditional registrationand resolution registry services. In accordancewith
direction provided in Question 23, Verisign details below the technical and
businesscomponentsof the service, identifies any potential threat to registry
security or stability, and lists previous interactionswith ICANN to approve the
operationof the service. The Two-Factor AuthenticationService is currently
operational, supportingmultiple registriesunder ICANN's purview.
Applicant is unaware of any competition issue that may require the registry service
(s) listed in this responseto be referred to the appropriategovernmental
competition authority or authoritieswith applicable jurisdiction. ICANN previously
approved the service(s), at which time it was determinedthat either the service(s)
raised no competitive concernsor any applicable concernsrelated to competition
were satisfactorilyaddressed.
3.1 Two-Factor AuthenticationService

Technical Component: The Registry-RegistrarTwo-Factor AuthenticationService is
designedto improve domain name security and ass.ist registrarsin protecting the
accounts they manage. As part of the service, dynamic one-time passwordsaugment
the user names and passwordscurrently used to processupdate, transfer, and^or
deletion requests.These one-time passwordsenable transactionprocessingto be
basedon requeststhat are validatedboth by *'what users know" (i.e., their user
name and password) and "what users have" (i.e., a two-factor authentication
credentialwith a one-time-password).
Registrarscan use the one-time-passwordwhen communicatingdirectly with
Verisign's CustomerService departmentas well as when using the registrarportal
to make manual updates, transfers, and^or deletion transactions.The Two-Factor
AuthenticationService is an optional service offered to registrarsthat execute
the Registry-RegistrarTwo-Factor AuthenticationServiceAgreement.
BusinessComponent: There is no charge for the Registry-RegistrarTwo-Factor
AuthenticationService. It is enabledonly for registrarsthat wish to take
advantageof the added security provided by the service.
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Security and Stability Concerns; Verisign is unaware of any impact, causedby the
service, on throughput, responsetime, consistency,or coherenceof the responses
to Internet serversor end-usersystems. The service is intended to enhancedomain
name security, resulting in increasedconfidenceand trust by registrants.
ICANN Prior Approval: ICANN approved the same Two-Factor AuthenticationService for
Verisign's use on .com and .net on 10 July 2009 (RSEP Proposal 2009004) and
for .name on 16 February 2011 (RSEP Proposal2011001).
Unique to the TLD: This service is not provided in a manner unique to this TLD.

Demonstrationof Technical& OperationalCapability

24. SharedRegistrationSystem(SRS)Performance

1 ROBUST PLAN FOR OPERATING A RELIABLE SRS

1.1 High-Level SharedRegistrationSystem (SRS) System Description
Verisign, the Applicant's selectedprovider of backendregistry services, provides
and operatesa robust and reliable SRS that enablesmultiple registrarsto provide
domain name registrationservices in the top-level domain (TLD). Verisign's proven
reliable SRS servesapproximately 915 registrars, and Verisign, as a company, has
averagedmore than 14 0 million registration transactionsper day. The SRS provides
a scalable, fault-tolerant platform for the delivery of gTLDs through the use of a
central customerdatabase,a web interface, a standardprovisioning protocol (i.e..
Extensible Provisioning Protocol, EPP), and a transportprotocol (i.e.. Secure
SocketsLayer, SSL).
The SRS componentsinclude:
• Web Interface: Allows customersto accessthe authoritativedatabasefor

accounts, contacts, users, authorizationgroups, product catalog, product
subscriptions,and customernotification messages.
• EPP Interface: Provides an interface to the SRS that enablesregistrarsto
use EPP to register and managedomains, hosts, and contacts.
• Authentication Provider: A Verisign developedapplication, specific to the
SRS, that authenticatesa user basedon a login name, password, and the SSL
certificate common name and client IP address.
The SRS is designedto be scalableand fault tolerant by incorporatingclustering
in multiple tiers of the platform. New nodes can be added to a cluster within a
single tier to scale a specific tier, and if one node fails within a single tier,
the serviceswill still be available. The SRS allows registrarsto manage the TLD
domain names in a single architecture.
To flexibly accommodatethe scale of its transactionvolumes, as well as new
technologies,Verisign employs the following design practices:
• Scale for Growth: Scale to handle current volumes and projectedgrowth.
• Scale for Peaks: Scale to twice base capacity to withstand "registration
add attacks" from a compromisedregistrar system.
• Limit DatabaseCPU Utilization: Limit utilization to no more than 50
percentduring peak loads.
• Limit DatabaseMemory Utilization: Each user's login processthat connects
to the databaseallocatesa small segmentof memory to perform connectionoverhead,
sorting, and data caching. Verisign's standardsmandatethat no more than 40
percent of the total available physical memory on the databaseserver will be
allocatedfor these functions.

Verisign's SRS is built upon a three-tier architectureas illustrated in Figure 24
1 and detailedhere:

• Gateway Layer: The first tier, the gateway servers, uses EPP to
communicatewith registrars.These gateway serversthen interact with application
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servers, which comprise the secondtier.
• Application Layer: The application serverscontain businesslogic for
managing and maintaining the registry business.The businesslogic is particular to
each TLD's businessrules and requirements.The flexible internal design of the
application serversallows Verisign to easily leverageexisting businessrules to
apply to the TLD. The application serversstore the Applicant's data in the
registry,database,which comprisesthe third and final tier. This simple, industry-
standarddesign has been highly effective with other customersfor whom Verisign
provides backendregistry services.
• DatabaseLayer: The databaseis the heart of this architecture. It stores
all the essentialinformation provisioned from registrarsthrough the gateway
servers. Separateserversquery the database,extract updatedzone and Whois
information, validate that information, and distribute it around the clock to
Verisign's worldwide domain name resolution sites.
Scalability and Performance.Verisign, the Applicant's selectedbackendregistry
servicesprovider, implements its scalableSRS on a supportableinfrastructurethat
achievesthe availability requirementsin Specification10. Verisign employs the
design patternsof simplicity and parallelism in both its software and systems,
basedon its experiencethat these factors contributemost significantly to
scalability and reliable performance.Going counter to feature-richdevelopment
patterns, Verisign intentionally minimizes the number of lines of code between the
end user and the data delivered. The result is a network of restorablecomponents
that provide rapid, accurateupdates. Figure 24 2 depicts EPP traffic flows and
local redundancyin Verisign's SRS provisioning architecture.As detailed in the
figure, local redundancyis maintainedfor each layer as well as each piece of
equipment. This built-in redundancyenhancesoperationalperformancewhile enabling
the future systemscaling necessaryto meet additional demand createdby this or
future registry applications.
Besides improving scalability and reliability, local SRS redundancyenables
Verisign to take down individual systemcomponentsfor maintenanceand upgrades,
with little to no performanceimpact. With Verisign's redundantdesign, Verisign
can perform routine maintenancewhile the remainderof the system remains online
and unaffected. For the TLD registry, this flexibility minimizes unplanneddowntime
and provides a more consistentend-userexperience.
1.2 RepresentativeNetwork Diagrams
Figure 24 3 provides a summary network diagram of the Applicant's selectedbackend
registry servicesprovider's (Verisign's) SRS. This configuration at both the
primary and alternate-primaryVerisign data centersprovides a highly reliable
backup capability. Data is continuously replicatedbetweenboth sites to ensure
failover to the alternate-primarysite can be implementedexpeditiouslyto support
both planned and unplannedoutages.
1.3 Number of Servers

As the Applicant's selectedprovider of backendregistry services, Verisign
continually reviews its server deploymentsfor all aspectsof its registry service.
Verisign evaluatesusagebasedon peak performanceobjectives as well as current
transactionvolumes, which drive the quantity of serversin its implementations.
Verisign's scaling is basedon the following factors:

Server configuration is basedon CPU, memory, disk 10, total disk, and
network throughputprojections.
• Server quantity is determinedthrough statisticalmodeling to fulfill
overall performanceobjectives as defined by both the service availability and the
server configuration.

To ensurecontinuity of operationsfor the TLD, Verisign uses a minimum of
100 dedicatedserversper SRS site. These serversare virtualized to meet demand.

1.4 Description of Interconnectivitywith Other Registry Systems
Figure 24 4 provides a technical overview of the Applicant's selectedbackend
registry servicesprovider's (Verisign's) SRS, showing how the SRS component fits
into this larger system and interconnectswith other system components.
1.5 Frequencyof SynchronizationBetween Servers
As Applicant's selectedprovider of backendregistry services, Verisign uses
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synchronousreplication to keep the Verisign SRS continuously in sync between the
two data centers.This synchronizationis performed in near-realtime, thereby
supporting rapid failover should a failure occur or a plannedmaintenanceoutagebe
required.
1.6 SynchronizationScheme
Verisign uses synchronousreplication to keep the Verisign SRS continuously in sync
betweenthe two data centers.Becausethe alternate-primarysite is continuously
up, and built using an identical design to the primary data center, it is
classifiedas a "hot standby."
2 SCALABILITY AND PERFORMANCE ARE CONSISTENT WITH THE OVERALL BUSINESS
APPROACH AND PLANNED SIZE OF THE REGISTRY

Verisign is an experiencedbackendregistry provider that has developedand uses
proprietary systemscaling models to guide the growth of its TLD supporting
infrastructure.These models direct Verisign's infrastructurescaling to include,
but not be limited to, server capacity, data storagevolume, and network throughput
that are aligned to projecteddemand and usagepatterns.Verisign periodically
updatesthesemodels to account for the adoption of more capableand cost-effective
technologies.
Verisign's scaling models are proven predictorsof neededcapacity and related
cost. As such, they provide the means to link the projectedinfrastructureneedsof
the TLD with necessaryimplementationand sustainmentcost. Using the projected
usagevolume for the most likely scenario (defined in Question 46, Template 1 -
Financial Projections: Most Likely) as an input to its scaling models, Verisign
derived the necessaryinfrastructurerequired to implement and sustainthis gTLD.
Verisign's pricing for the backendregistry services it provides to the Applicant
fully accountsfor cost related to this infrastructure, which is provided as "Total
Critical Registry Function Cash Outflows" (Template 1, Line Ilb.G) within the
Question 46 financial projections response.
3 TECHNICAL PLAN THAT IS ADEQUATELY RESOURCED IN THE PLANNED COSTS DETAILED
IN THE FINANCIAL SECTION

Verisign, the Applicant's selectedprovider of backendregistry services, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and process innovations. These models enable Verisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections: Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnellevels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry servicesprovided to the Applicant fully accountsfor this personnel-
relatedcost, which is provided as "Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 46 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.
Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support SRS performance:
• Application Engineers: 19
• DatabaseAdministrators: 8

DatabaseEngineers: 3
• Network Administrators: 11
• Network Architects: 4
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Project Managers: 25
Quality AssuranceEngineers: 11
SRS SystemAdministrators: 13
StorageAdministrators: 4
SystemsArchitects: 9

To implement and manage the TLD as described,in this application, Verisign-, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjusts staff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
manage only this proposedgTLD, Verisign realizessignificant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensure the security and stability of both the
Internet and this proposedgTLD, as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff members properly executetheir duties.
4 EVIDENCE OF COMPLIANCE WITH SPECIFICATION 6 AND 10 TO THE REGISTRY

AGREEMENT

Section 1.2 (EPP) of Specification 6, Registry Interoperability and Continuity
Specifications.Verisign, the Applicant's selectedbackendregistry services
provider, provides these servicesusing its SRS, which complies fully with
Specification 6, Section 1.2 of the Registry Agreement. In using its SRS to provide
backendregistry services, Verisign implements and complies with relevant existing
RFCs (i.e., 5730, 5731, 5732, 5733, 5734,and 5910) and intends to comply with RFCs
that may be published in the future by the Internet EngineeringTask Force (IETF),
including successorstandards,modifications, or additions thereto relating to the
provisioning and managementof domain names that use EPP. In addition, Verisign's
SRS includes a Registry Grace Period (RGP) and thus complies with RFC 3915 and its
successors.Details of the Verisign SRS' compliancewith RFC SRS-^EPP are provided
in the responseto Question 25, Extensible Provisioning Protocol. Verisign does not
use functionality outside the base EPP RFCs, although proprietary EPP extensions
are documentedin Internet-Draft format following the guidelines describedin RFC
3735 within the responseto Question 25. Moreover, prior to deployment, the
Applicant will provide to ICANN updateddocumentationof all the EPP objects and
extensionssupportedin accordancewith Specification 6, Section 1.2.
Specification10, EPP Registry PerformanceSpecifications.Verisign's SRS meets all
EPP Registry PerformanceSpecificationsdetailed in Specification10, Section 2.
Evidence of this performancecan be verified by a review of the .com and .net
Registry Operator'sMonthly Reports, which Verisign files with ICANN. These reports
detail Verisign's operationalstatusof the .com and .net registries, which use an
SRS design and approachcomparableto the one proposedfor this TLD. These reports
provide evidenceof Verisign's ability to meet registry operationservice level
agreements(SLAs) comparableto those detailed in Specification10. The reports are
accessibleat the following URL: http:'^^www. icann.org^en^tlds'^monthly-reports''.
In accordancewith EPP Registry PerformanceSpecificationsdetailed in
Specification10, Verisign's SRS meets the following performanceattributes;
• EPP service availability: ^ 864 minutes of downtime («98%)

EPP session-commandround trip time (RTT): ^4000 milliseconds (ms), for at
least 90 percentof the commands
• EPP query-commandRTT: :S2000 ms, for at least 90 percent of the commands
• EPP transform-commandRTT: ^4000 ms, for at least 90 percent of the
commands
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25. ExtensibleProvisioningProtocol(EPP)

1 COMPLETE KNOWLEDGE AND UNDERSTANDING OF THIS ASPECT OF REGISTRY TECHNICAL
REQUIREMENTS
Veri-sign, the Applicant's selectedbackendregistry servicesprovider, has used
Extensible Provisioning Protocol (EPP) since its inception and possessescomplete
knowledge and understandingof EPP registry systems. Its first EPP implementation-
for a thick registry for the .name generic top-level domain (gTLD)-was in 2002.
Since then Verisign has continued its RFC-compliant use of EPP in multiple TLDs, as
detailed in Figure 25 I.
Verisign's understandingof EPP and its ability to implement code that complies
with the applicable RFCs is unparalleled.Mr. Scott Hollenbeck, Verisign's director
of software development, authoredthe Extensible Provisioning Protocol and
continuesto be fully engagedin its refinement and enhancement(U.S. Patent Number
7299299 - Sharedregistrationsystem for registeringdomain names). Verisign has
also developednumerous new object mappings and object extensionsfollowing the
guidelines in RFC 3735 (Guidelines for Extending the Extensible Provisioning
Protocol). Mr. James Gould, a principal engineerat Verisign, led and co-authored
the most recent EPP Domain Name SystemSecurity Extensions (DNSSEC) RFCeffort (RFC
5910).
All registry systems for which Verisign is the registry operatoror provides
backendregistry servicesuse EPP. Uponapproval of this application, Verisign will
use EPP to provide the backendregistry services for this gTLD. The .com, .net,
and .name registries for which Verisign is the registry operatoruse an SRS design
and approachcomparableto the one proposedfor this gTLD. Approximately 915
registrarsuse the Verisign EPP service, and the registry systemperforms more than
140 million EPP transactionsdaily without performanceissuesor restrictive
maintenancewindows. The processingtime service level agreement (SLA) requirements
for the Verisign-operated.net gTLD are the strictestof the current Verisign
managedgTLDs. All processingtimes for Verisign-operatedgTLDs can be found in
ICANN's Registry Operator'sMonthly Reports at
http:- '̂̂ www. icann.org-^en^'tIds-^monthly-reports-^.
Verisign has also been active on the Internet EngineeringTask Force (IETF)
Provisioning Registry Protocol (provreg) working group and mailing list since work
startedon the EPP protocol in 2000. This working group provided a forum for
members of the Internet community to comment on Mr. Scott Hollenbeck's initial EPP
drafts, which Mr. Hollenbeck refined basedon input and discussionswith
representativesfrom registries, registrars, and other interestedparties. The
working group has since concluded, but the mailing list is still active to enable
discussionof different aspectsof EPP.
1.1 EPP Interface with Registrars
Verisign, the Applicant's selectedbackendregistry servicesprovider, fully
supports the featuresdefined in the EPP specificationsand provides a set of
software developmentkits (SDK) and tools to help registrarsbuild secureand
stable interfaces.Verisign's SDKs give registrarsthe option of either fully
writing their own EPPclient software to integratewith the SharedRegistration
System (SRS), or using the Verisign-providedSDKs to aid them in the integration
effort. Registrarscan download the Verisign EPP SDKs and tools from the registrar
website (http:-^^www.Verisign.com^domain-name-services-^current-registrars^epp-
sdk'^index.html).
The EPPSDKs provide a host of features including connectionpooling. Secure
SocketsLayer (SSL), and a test server (stub server) to run EPP tests against. One
tool—the EPP tool—provides a web interface for creating EPP ExtensibleMarkup
Language (XML) commandsand sending them to a configurable set of target servers.
This helps registrarsin creating the template XML and testing a variety of test
casesagainst the EPP servers. An OperationalTest and Evaluation (OT&E)
environment, which runs the same software as the production systemso approved
registrarscan integrateand test their software before moving into a live
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production environment, is also available.
2 TECHNICAL PLAN SCOPE-^SCALE CONSISTENT WITH THE OVERALL BUSINESS APPROACH

AND PLANNED SIZE OF THE REGISTRY

Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developedand uses proprietary
systemscaling models to guide the growth of its TLD supporting infrastructure.
These models direct Verisign's infrastructurescaling to include, but not be-
limited to, server capacity, data storagevolume, and network throughput that are
aligned to projecteddemand and usagepatterns.Verisign periodically updatesthese
models to account for the adoption of more capableand cost-effective
technologies.
Verisign's scaling models are proven predictors of neededcapacity and related
cost. As such, they provide the means to link the projectedinfrastructureneeds of
the TLD with necessaryimplementationand sustainmentcost. Using the projected
usagevolume for the most likely scenario (defined in Question 46, Template 1 -
Financial Projections: Most Likely) as an input to its scaling models, Verisign
derived the necessaryinfrastructurerequired to implement and sustainthis gTLD.
Verisign's pricing for the backendregistry servicesit provides to the Applicant
fully accounts for cost relatedto this infrastructure, which is provided as
"Total Critical Registry Function Cash Outflows" (Template 1, Line Ilb.G) within
the Question 4 6 financial projections response.
3 TECHNICAL PLAN THAT IS ADEQUATELY RESOURCED IN THE PLANNED COSTS DETAILED
IN THE FINANCIAL SECTION

Verisign, the Applicant's selectedbackend registry servicesprovider, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and processinnovations. These models enable Verisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections: Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnel levels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry servicesit provides to the Applicant fully accountsfor cost related to
this infrastructure, which is provided as "Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 4 6 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.
Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support the provisioning of EPP services:
• Application Engineers: 19
• DatabaseEngineers: 3
• Quality AssuranceEngineers: 11

To implement and manage the TLD as describedin this application, Verisign, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjusts staff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
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manage only this proposedgTLD, Verisign realizes significant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensure the security and stability of both the
Internet and this proposedTLD/ as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff membersproperly execute their duties.
4 ABILITY TO COMPLY WITH RELEVANT RFCS

Verisign, the Applicant's selectedbackendregistry servicesprovider, incorporates
design reviews, code reviews, and peer reviews into its software development
lifecycle (SDLC) to ensurecompliancewith the relevant RFCs. Verisign's dedicated
QA team createsextensivetest plans and issues internal certifications when it has
confirmed the accuracyof the code in relation to the RFC requirements.Verisign's
QA organizationis independentfrom the developmentteam within engineering.This
separationhelps Verisign ensureadoptedprocessesand proceduresare followed,
further ensuring that all software releasesfully consider the security and
stability of the TLD.
For the TLD, the SharedRegistrationSystem (SRS) complies with the following IETF
EPP specifications,where the XML templatesand XML schemasare defined in the
following specifications;
• EPP RGP 3915 (http:-^-^www.apps.ietf.org^rfc-^rfcSQlS.html): EPP Redemption
Grace Period (RGP) Mapping specificationfor support of RGP statusesand support of
RestoreRequestand RestoreReport (authoredby Verisign's Scott Hollenbeck)

EPP 5730 (httpr-^-^tools.ietf.org/html•^rfc5730): Base EPP specification
(authoredby Verisign's Scott Hollenbeck)
• EPP Domain 5731 (httpr-^-^tools.ietf.org-^html/rfc5731): EPP Domain Name
Mapping specification (authoredby Verisign's Scott Hollenbeck)

EPP Host 5732 (http:''/tools.ietf.org'^html-^rfc5732): EPP Host Mapping
specification (authoredby Verisign's Scott Hollenbeck)
• EPP Contact 5733 (httpr/^tools.ietf.org''html/rfc5733):EPP Contact Mapping
specification (authoredby Verisign's Scott Hollenbeck)
• EPP TCP 5734 (http://tools.ietf.org/html/rfc5734):EPP Transport over
TransmissionControl Protocol (TCP) specification (authoredby Verisign's Scott
Hollenbeck)
• EPP DNSSEC5910 (http://tools.ietf.org/html/rfc5910):EPP Domain Name
SystemSecurity Extensions (DNSSEC) Mapping specification (authoredby Verisign's
James Gould and Scott Hollenbeck)
5 PROPRIETARY EPP EXTENSIONS

Verisign, the Applicant's selectedbackendregistry servicesprovider, uses its SRS
to provide registry services. The SRS supports the following EPP specifications,
which Verisign developedfollowing the guidelines in RFC 3735, where the XML
templatesand XML schemasare defined in the specifications:
• IDN LanguageTag (http://www.verisigninc.com/assets/idn-language-tag,pdf):
EPP internationalizeddomain names (IDN) languagetag extensionused for IDN domain
name registrations
• RGP Poll Mapping (http://www.verisigninc.com/assets/whois-info-
extension.pdf):EPP mapping for an EPP poll messagein support of RestoreRequest
and RestoreReport
• Whois Info Extension (http://www.verisigninc.com/assets/whois-info-
extension.pdf):EPP extension for returning additional information neededfor
transfers

• EPP ConsoliDate Mapping (http://www.verisigninc.com/assets/consolidate-
mapping.txt): EPP mapping to support a Domain Sync operation for synchronizing
domain name expiration dates
• NameStoreExtension (http://www.verisigninc.com/assets/namestore-
extension.pdf):EPP extensionfor routing with an EPP intelligent gateway to a
pluggableset of backendproducts and services
• Low BalanceMapping (http://www.verisigninc.com/assets/low-balance-
mapping.pdf): EPP mapping to support low balancepoll messagesthat proactively
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notify registrarsof a low balance (available credit) condition
As part of the 2006 implementationreport to bring the EPP RFCdocumentsfrom
ProposedStandardstatusto Draft Standardstatus, an implementationtest matrix
was completed. Two independentlydevelopedEPP client implementationsbasedon the
RFCs were testedagainst the Verisign EPP server for the domain, host, and contact
transactions.No compliance-relatedissueswere identified during this test,
providing evidencethat these extensionscomply with .RFC 3735 guidelines and
further demonstratingVerisign's ability to design, test, and deploy an RFC-
compliant EPP implementation.
5.1 EPP Templatesand Schemas
The EPPXML schemasare formal descriptionsof the EPP XML templates.They are used
to expressthe set of rules to which the EPP templatesmust conform in order to be
consideredvalid by the schema. The EPP schemasdefine the building blocks of the
EPP templates, describing the format of the data and the different EPP commands'
requestand responseformats. The current EPP implementationsmanagedby Verisign,
the Applicant's selectedbackendregistry servicesprovider, use these EPP
templatesand schemas,as will the proposedTLD. For each proprietaryXML
template-^schemaVerisign provides a referenceto the applicable template and
includes the schema.

XML templates^^schemafor idnLang-1.0
• Template: The templatesfor idnLang-1.0 can be found in Chapter 3, EPP
Command Mapping of the relevant EPP documentation,
http:-^-^www. verisigninc.com-^assets^idn-language-tag.pdf.
• Schema: This schemadescribesthe extensionmapping for the IDN language
tag. The mapping extends the EPP domain name mapping to provide additional features
required for the provisioning of IDN domain name registrations.

<?xml version="l.0" encoding="UTF-8"?>

(schema targetNamespace="http:-^''www.Verisign.com^'epp-^idnLang-l.0"
xmlns:idnLang="http:-^-^www.Verisign.com-^epp^idnLang-l.0"
xmlns="http:''-'www. w3. org-'2001-^XMLSchema"
elementFormDefault="qualified">

(annotation)
(documentation)
Extensible Provisioning Protocol vl.O domain name
extensionschema for IDN Lang Tag.

(-'documentation)
(''annotation)

(!~
Child elements found in EPP commands.
~)

(element name="tag" type="language"'')

(! —
End of schema.

—)
(''schema)

XML templates^'schemafor rgp-poll-1.0
• Template: The templatesfor rgp-poll-1.0 can be found in Chapter 3, EPP
Command Mapping of the relevant EPP documentation,
http:^''www.verisigninc.com-'assets^rgp-poll-mapping.pdf.
• Schema: This schemadescribesthe extensionmapping for poll
notifications. The mapping extends the EPP basemapping to provide additional
features for registry grace period (RGP) poll notifications.
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(?xn\l version="l.0" encoding="UTF-8"?)

(schema targetNamespace="httpr-^'^www.Verisign.com''epp''rgp-poll-l.0"
xmlns:rgp-poll="http:• '̂'www. Verisign.com-'epp^rgp-poll-l.0"
xmlns:eppcom="urn:ietfrparams:xml:ns:eppcom-1.0"
xmlns:rgp="urn:ietf:params:xml;ns:rgp-1.0"
xmlns="http:-^''www.w3. org-^2001-^XMLSchema"
elementFormDefault="qualified">

<! —
Import common element types.
—>
(import namespace="urn:ietf:params:xml:ns:eppcom-1.0"
schemaLocation="eppcom-l.0.xsd"'')

(import namespace="urn:ietf:params:xml:ns:rgp-1.0"
schemaLocation="rgp-1.0.xsd"'')

(annotation)
(documentation)
Extensible Provisioning Protocol vl.O
Verisign poll notification specification for registry grace period
poll notifications.

(^documentation)
(-^annotation)

(! —
Child elements found in EPP commands.

—)
(element name="pollData" type="rgp-pollcpollDataType"'')

(! —
Child elementsof the (notifyData) element for the
redemptiongrace period.
-)
(complexType name="pollDataType")

(sequence)
(element name="name"type="eppcom:labelType"^)
(element name="rgpStatus"type="rgp:statusType"^)
(element name="reqDate"type="dateTime"'^)
(element name="reportDueDate"type="dateTime"'')

(-^sequence)
(^complexType)
(

End of schema.

—)
(-^schema)

XML templates-^schemafor whoisInf-1.0
• Template: The templatesfor whoisInf-1.0 can be found in Chapter 3, EPP
Command Mapping of the relevant EPP documentation,
http:-^^www. verisigninc.com>'assets-^whois-info-extension.pdf.
• Schema: This schemadescribesthe extensionmapping for the Whois Info
extension. The mapping extends the EPP domain name mapping to provide additional
features for returning additional information neededfor transfers.

(?xml version="l.0" encoding="UTF-8"?)

(schematargetNamespace="http;'^''www.Verisign.com-^epp-^whoislnf-l.0"
xmlns:whoisInf="http:''-^www.Verisign.com-^epp''whoisInf-l.0"
xmlns;eppcom="urn:ietf:params:xml:ns:eppcom-1.0"
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xinlns="http:'^''www.w3. org''2001''XMLSchema"
elementForniDefault="qualified")

(import namespace="urn:ietfrparams:xml:ns:eppcom-1.0"
scheraaLocation="eppcom-l.0.xsd"/)

(annotation)
- (documentation)'

Extensible Provisioning Protocol vl.O
extensionschemafor Whois Info

(-^documentation)
(''annotation)

(!--
PossibleWhois Info extensionroot elements.

-)
(element name="whoisInf" type="whoisInf:whoisInfType"'')
(element name="whoisInfData"type="whoisInfrwhoisInfDataType"-^)

(!--
Child elements for the (whoisinf) extensionwhich
is used as an extensionto an info command.

—)
(complexType name="whoisInfType")

(sequence)
(element name="flag" type="boolean"'')

(-^sequence)
('^complexType)

(!~
Child elements for the (whoisInfData) extensionwhich
is used as an extensionto the info response.
—)
(complexType name="whoisInfDataType")

(sequence)
(element name="registrar"type="string"'^)
(element name="whoisServer"type="eppcom:labelType"
min0ccurs="0"^)

(element name="url" type="token" min0ccurs="0"'')
(element name="irisServer"type="Gppcom:labelType"
min0ccurs="0"'')

(-^sequence)
(''complexType)

(-'schema)

XML templates-^'schemafor sync-1.0 (consoliDate)
• Template: The templatesfor sync-1.0 can be found in Chapter 3, EPP
Command Mapping of the relevant EPP documentation,
http:''-'WWW.verisigninc.com-'assets-'consolidate-mapping.txt.
• Schema: This schemadescribesthe extensionmapping for the
synchronizationof domain name registrationperiod expiration dates. This service
is known as "ConsoliDate." The mapping extends the EPP domain name mapping to
provide features that allow a protocol client to end a domain name registration
period on a specific month and day.

(?xml version="l.0" encoding="UTF-8"?)

(schematargetNamespace="http:^-'-www.Verisign.com^epp^'sync-l.0"
xmlns:sync="http:''-'www.Verisign,com-'epp-'sync-l.0"
xmlns="http:''^www. w3. org''2001^XMLSchema"
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elementFomDefault="qualified")

(annotation)
(documentation)
Extensible Provisioning Protocol vl.O domain name
extensionschema for expiration date synchronization.

(•^dpcumentation),
(''annotation)

(! —
Child elementsfound in EPP commands.
—)

(element name="update"type="sync:updateType"'')

(! —
Child elementsof the (update) command.
—)

(complexType name="updateType")
(sequence)

(element name="expMonthDay"type="gMonthDay"'^)
(''sequence)

(''complexType)

(!~
End of schema.

—)
(-'schema)

XML templates^'schemafor namestoreExt-1.1
• Template: The templatesfor namestoreExt-1.1can be found in Chapter 3,
EPP Command Mapping of the relevant EPP documentation,
http:''''WWW.verisigninc.com''assetS''namestore-extension.pdf.
• Schema: This schemadescribesthe extensionmapping for the routing with
an EPP intelligent gateway to a pluggable set of backendproducts and services. The
mapping extends the EPP domain name and host mapping to provide a sub-product
identifier to identify the target sub-productthat the EPP operation is intended
for.

(?xml version="l.0" encoding="UTF-8"?)

(schema targetNamespace="http:''-'www.Verisign-grs.com''epp^namestoreExt-l.1"
xmlns="http:'-•'-www. w3. org''2001''XMLSchema"
xmlns:namestoreExt="http:''''www.Verisign-grs.com-'epp^namestoreExt-l.1"
elementForraDefault="qualified")

(annotation)
(documentation)
Extensible Provisioning Protocol vl.O Namestoreextensionschema
for destinationregistry routing.

(''documentation)
(''annotation)

(!— General Data types. —)
(simpleType name="subProductType")

(restriction base="token")
(minLength value="l"'')
(maxLength value="64"'')

(''restriction)
(''simpleType)

(complexType name="extAnyType")
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(sequence)
<any naniespace="##other"maxOccurs="unbounded"'')

(''sequence)
(•^complexType)

(!— Child elements found in EPP commandsand responses.—)
(element name="namestoreExt"type="namestoreExt:namestoreExtType"'')

(!— Child elementsof the (product) command. —)
(complexType name="namestoreExtType")

(sequence)
(element name="subProduct"
type="namestoreExt:subProductType"'')

(^sequence)
(^complexType)

(!— Child responseelements. —)
(element name=''nsExtErrData"type="namestoreExt:nsExtErrDataType"-^)

(!— (prdErrData) error responseelements. —)
(complexType name="nsExtErrDataType")

(sequence)
(element name="msg" type="namestoreExtrmsgType"'')

(^sequence)
(''complexType)

(!— (prdErrData) (msg) element. —)
(complexType name="msgType")

(simpleContent)
(extensionbase="normalizedString")

(attribute name="code"
type="namestoreExt;prdErrCodeType"use="required"''')

(attribute name="lang" type="language"default="en"'')
(''extension)

(''simpleContent)
(''complexType)

(!— (prdErrData) error responsecodes. —)
(simpleType name="prdErrCodeType")

(restriction base="unsignedShort")•
(enumerationvalue="l"/)

(^restriction)
(''SimpleType)

(!— End of schema. —)
(-'•schema)

XML templates''schemafor lowbalance-poll-1.0
• Template: The templatesfor lowbalance-poll-1.0can be found in Chapter 3,
EPP Command Mapping of the relevant EPP documentation/
http:^''www.verisigninc.com-'assets-^low-balance-mapping.pdf.
• Schema: This schemadescribesthe extensionmapping for the account low
balancenotification. The mapping extends the EPP basemapping so an account holder
can be notified via EPP poll messageswhenever the available credit for an account
reachesor goes below the credit threshold.

(?xml version="l.0" encoding="UTF-8"?)

(schematargetNamespace="http;''''www.Verisign.com^epp''lowbalance-poll-l.0"
xmlns:lowbalance-poll="http;''''www.Verisign.com-''epp''lowbalance-poll-l.0"
xmlns:eppcom="urn:ietf:params:xml:ns:eppcom-1.0"
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xmlns="http:'^''www.w3.org''2001^XMLSchema"
elementForniDefault="qualified">

(!— Import coiranon element types.—)
(import namespace="urn:ietfrparams:xml:ns:eppcom-l.0"
schemaLocation="eppcom-l.0. xsd"'^>

(annotation)
(documentation)
Extensible Provisioning Protocol vl.O
Verisign poll notification specificationfor low balancenotifications,

(''documentation)
(''annotation)

(!—Child elements found in EPP commands.—)
(element name="pollData" type="lowbalance-pollrpollDataType"-')

(!—Child elementsof the (notifyData) element for the low balance.—)
(complexType name="pollDataType")

(sequence)
(element name="registrarName"type="eppcom:labelType"-^)
(element name="creditLimit" type="normalizedString"'')
(element name="creditThreshold"
type="lowbalance-poll:thresholdType"'')

(element name="availableCredit"type="normalizedString"'')
(''sequence)

(''complexType)

(complexType name="thresholdType")
(simpleContent)

(extensionbase="normalizedString")
(attribute name="type"
type="lowbalance-poll:thresholdValueType"
use="required"'')

(^extension)
(''simpleContent)

(^complexType)

(simpleType name="thresholdValueType")
(restriction base="token")

(enumerationvalue="FIXED"'')
(enumerationvalue="PERCENT"'')

(^restriction)
(''simpleType)

(!— End of schema.—)
(-^schema)

6 PROPRIETARY EPP EXTENSION CONSISTENCY WITH REGISTRATION LIFECYCLE

The Applicant's selectedbackendregistry servicesprovider's (Verisign's)
proprietaryEPP extensions,defined in Section 5 above, are consistentwith the
registration lifecycle documentedin the responseto Question 21, Registration
Lifecycle. Details of the registration lifecycle are presentedin that response.
As new registry features are required, Verisign developsproprietary EPP extensions
to addressnew operationalrequirements.Consistentwith ICANN proceduresVerisign
adheresto all applicable Registry ServicesEvaluation Process (RSEP) procedures.

26. Whois
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1 COMPLETE KNOWLEDGE AND UNDERSTANDING OF THIS ASPECT OF REGISTRY TECHNICAL
REQUIREMENTS
Verisign, the Applicant's selectedbackendregistry servicesprovider, has operated
the Whois lookup service for the gTLDs and ccTLDs it managessince 1991, and will
provide theseproven servicesfor the TLD registry. In addition, it continuesto
work with the Internet community to improve the utility of Whois data, while
thwarting its application,for, abusive uses.. -
1.1 High-Level Whois System Description
Like all other componentsof the Applicant's selectedbackendregistry services
provider's (Verisign's) registry service, Verisign's Whois system is designedand
built for both reliability and performancein full compliancewith applicable RFCs.
Verisign's current Whois implementationhas answeredmore than five billion Whois
queries per month for the TLDs it manages, and has experiencedmore than 250,000
queriesper minute in peak conditions. The proposedgTLD uses a Whois systemdesign
and approachthat is comparableto the current implementation. Independentquality
control testing ensuresVerisign's Whois service is RFC-compliant through all
phasesof its lifecycle.
Verisign's redundantWhois databasesfurther contribute to overall system
availability and reliability. The hardware and software for its Whois service is
architectedto scale both horizontally (by adding more servers) and vertically (by
adding more CPUs and memory to existing servers) to meet future need.
Verisign can fine-tune accessto its Whois databaseon an individual Internet
Protocol (IP) addressbasis, and it works with registrarsto help ensuretheir
servicesare not limited by any restriction placed on Whois. Verisign provides near
real-time updatesfor Whois servicesfor the TLDs under its management.As
information is updated in the registrationdatabase,it is propagatedto the Whois
servers for quick publication. These"updatesalign with the near real-time
publication of Domain Name System (DNS) information as it is updatedin the
registrationdatabase.This capability is important for the TLD registry as it is
Verisign's experiencethat when DNS data is updatedin near real time, so should
Whois data be updated to reflect the registrationspecifics of those domain names.
Verisign's Whois responsetime has been less than 500 milliseconds for 95 percent
of all Whois queries in .com, .net, .tv, and .cc. The responsetime in theseTLDs,
combined with Verisign's capacity, enablesthe Whois systemto respondto up to
30,000 searches(or queries) per secondfor a total capacity of 2.6 billion queries
per day.
The Whois software written by Verisign complies with RFC 3912. Verisign uses an
advancedin-memory databasetechnology to provide exceptionaloverall system
performanceand security. In accordancewith RFC 3912, Verisign provides a website
at whois.nic. (TLD> that provides free public query-basedaccessto the
registrationdata.
Verisign currently operatesboth thin and thick Whois systems.
Verisign commits to implementing a RESTful Whois service upon finalization of
agreementswith the IETF (Internet EngineeringTask Force).
Provided Functionalitiesfor User Interface
To use the Whois service via port 43, the user enters the applicableparameteron
the command line as illustrated here:

• For domain name: whois EXAMPLE.TLD

• For registrar: whois "registrar Example Registrar, Inc."
• For name server: whois "NSl.EXAMPLE.TLD" or whois "name server (IP address)
tt

To use the Whois service via the web-baseddirectory service searchinterface:
• Go to http:''''whois.nic. <TLD>
• Click on the appropriatebutton (Domain, Registrar, or Name Server)
• Enter the applicableparameter;
o Domain name, including the TLD (e.g., EXAMPLE.TLD)
o Full name of the registrar, including punctuation (e.g.. Example
Registrar, Inc.)
o Full host name or the IP address (e.g., NSl.EXAMPLE.TLD or 198.41.3.39)
• Click on the Submit button.
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Provisions to Ensure That Access Is Limited to Legitimate Authorized Users and Is
in Compliance with Applicable Privacy Laws or Policies
To further promote reliable and secureWhois operations,Verisign, the Applicant's
selectedbackendregistry servicesprovider, has implementedrate-limiting
characteristicswithin the Whois service software. For example, to prevent data
mining or other abusive behavior, the service can throttle a specific requestorif
the query rate exceedsa configurable threshold..In addition, QoS technology
enablesrate limiting of queries before they reach the servers, which helps protect
against denial of service (DoS) and distributeddenial of service (DDoS) attacks.
Verisign's software also permits restrictionson searchcapabilities. For example,
wild card searchescan be disabled. If needed, it is possible to temporarily
restrict and^or block requestscoming from specific IP addressesfor a configurable
amount of time. Additional features that are configurable in the Whois software
include help files, headersand footers for Whois query responses,statistics, and
methods to memory map the database.Furthermore, Verisign is EuropeanUnion (EU)
Safe Harbor certified and has worked with Europeandata protection authorities to
addressapplicableprivacy laws by developing a tiered Whois accessstructure that
requires users who require accessto more extensivedata to (i) identify
themselves, (ii) confirm that their use is for a specifiedpurposeand (iii) enter
into an agreementgoverning their use of the more extensiveWhois data.
1.2 Relevant Network Diagrams
Figure 26 1 provides a summary network diagram of the Whois service provided by
Verisign, the Applicant's selectedbackendregistry servicesprovider. The figure
details the configuration with one resolution-^Whoissite. For this TLD Verisign
provides Whois service from 6 of its 17 primary sites basedon the proposedgTLD's
traffic volume and patterns. A functionally equivalent resolution architecture
configuration exists at each Whois site.
1.3 IT and InfrastructureResources

Figure 26 2 summarizesthe IT and infrastructureresourcesthat Verisign, the
Applicant's selectedbackendregistry servicesprovider, uses to provision Whois
services from Verisign primary resolution sites. As needed, virtual machinesare
createdbasedon actual and projecteddemand.

1.4 Description of Interconnectivitywith Other Registry Systems
Figure 26 3 provides a technical overview of the registry systemprovided by
Verisign, the Applicant's selectedbackendregistry servicesprovider, and shows
how the Whois service component fits into this larger systemand interconnectswith
other system components.
1.5 Frequencyof SynchronizationBetween Servers
Synchronizationbetween the SRS and the geographicallydistributedWhois resolution
sites occurs approximatelyevery three minutes. Verisign, the Applicant's selected
backendregistry servicesprovider, uses a two-part Whois update processto ensure
Whois data is accurateand available. Every 12 hours an initial file is distributed
to each resolution site. This file is a complete copy of all Whois data fields
associatedwith each domain name under management.As interactionswith the SRS
cause the Whois data to be changed, these incrementalchangesare distributed to
the resolution sites as an incremental file update. This incrementalupdate occurs
approximatelyevery three minutes. When the new 12-hour full update is distributed,
this file includes all past incrementalupdates.Verisign's approachto frequency
of synchronizationbetweenserversmeets the PerformanceSpecificationsdefined in
Specification10 of the Registry Agreement for new gTLDs.
2 TECHNICAL PLAN SCOPE-'SCALE CONSISTENT WITH THE OVERALL BUSINESS APPROACH

AND PLANNED SIZE OF THE REGISTRY

Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developedand uses proprietary
system scaling models to guide the growth of its TLD supporting infrastructure.
These models direct Verisign's infrastructurescaling to include, but not be
limited to, server capacity, data storagevolume, and network throughput that are
aligned to projecteddemandand usagepatterns.Verisign periodically updates these
models to account for the adoption of more capableand cost-effective
technologies.
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Verisign's scaling models are proven predictors of neededcapacity and related
cost. As such/ they provide the means to link the projected infrastructureneedsof
the TLD with necessaryimplementationand sustainmentcost. Using the projected
usage volume for the most likely scenario (defined in Question 46, Template 1 -
Financial Projections: Most Likely) as an input to its scaling models, Verisign
derived the necessaryinfrastructurerequired to implement and sustainthis gTLD.
Verisign's pricing for the backendregistry servicesit provides-tothe Applicant •
fully accountsfor cost related to this infrastructure, which is provided as ^^Total
Critical Registry Function Cash Outflows" (Template 1, Line Ilb.G) within the
Question 46 financial projections response.
3 TECHNICAL PLAN THAT IS ADEQUATELY RESOURCED IN THE PLANNED COSTS DETAILED
IN THE FINANCIAL SECTION

Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and processinnovations. These models enableVerisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections: Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnellevels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry services it provides to the Applicant fully accountsfor cost related to
this infrastructure, which is provided as "Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 46 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.
Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support Whois services:

Application Engineers: 19
• DatabaseEngineers: 3
• Quality AssuranceEngineers: 11

To implement and manage the TLD as describedin this application, Verisign, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjusts staff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
manage only this proposedgTLD, Verisign realizes significant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensurethe security and stability of both the
Internet and this proposedgTLD, as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its execution of the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff membersproperly executetheir duties.
4 COMPLIANCE WITH RELEVANT RFC
The Applicant's selectedbackendregistry servicesprovider's (Verisign's) Whois
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service complies with the data formats defined in Specification4 of the Registry
Agreement. Verisign will provision Whois services for registereddomain names and
associateddata in the top-level domain (TLD). Verisign's Whois servicesare
accessibleover Internet Protocol version 4 (IPv4) and Internet Protocol version 6
(IPv6), via both TransmissionControl Protocol (TCP) port 43 and a web-based
directory service at whois.nic. (TLD) , which in accordancewith RFC 3912, provides
free public query-basedaccessto domain name,registrar, and name server-lookups.-
Verisign's proposedWhois systemmeets all requirementsas defined by ICANN for
each registry under Verisign management.Evidence of this successful
implementation, and thus compliancewith the applicable RFCs, can be verified by a
review of the .com and .net Registry Operator'sMonthly Reports that Verisign files
with ICANN. These reports provide evidenceof Verisign's ability to meet registry
operationservice level agreements(SLAs) comparableto those detailed in
Specification10. The reports are accessibleat the following URL:
http:- '̂'www. icann.org-^en-^tIds-'monthly-reportS'^.
5 COMPLIANCE WITH SPECIFICATIONS 4 AND 10 OF REGISTRY AGREEMENT
In accordancewith Specification4, Verisign, the Applicant's selectedbackend
registry servicesprovider, provides a Whois service that is available via both
port 43 in accordancewith RFC 3912, and a web-baseddirectory service at
whois.nic. (TLD) also in accordancewith RFC 3912, thereby providing free public
query-basedaccess.Verisign acknowledgesthat ICANN reservesthe right to specify
alternative formats and protocols, and upon such specification, Verisign will
implement such alternativespecificationas soon as reasonablypracticable.
The format of the following data fields conforms to the mappings specified in
Extensible Provisioning Protocol (EPP) RFCs5730 - 5734 so the display of this
information (or values returned in Whois responses)can be uniformly processedand
understood: domain name status, individual and organizationalnames, address,
street, city, state-^province,postal code, country, telephoneand fax numbers,
email addresses,date, and times.
Specificationsfor data objects, bulk access,and lookups comply with Specification
4 and are detailed in the following subsections,provided in both bulk accessand
lookup modes.
Bulk Access Mode. This data is provided on a daily scheduleto a party designated
from time to time in writing by ICANN. The specificationof the content and format
of this data, and the proceduresfor providing access,shall be as statedbelow,
until revised in the ICANN Registry Agreement.
The data is provided in three files:
• Domain Name File: For each domain name, the file provides the domain name,
server name for each name server, registrar ID, and updateddate.
• Name Server File: For each registeredname server, the file provides the
server name, each IP address, registrar ID, and updateddate.
• Registrar File: For each registrar, the following data elementsare
provided: registrar ID, registrar address,registrar telephonenumber, registrar
email address,Whois server, referral URL, updateddate, and the name, telephone
number, and email addressof all the registrar'sadministrative, billing, and
technical contacts.

Lookup Mode. Figures 26 4 through Figure 26 6 provide the query and response
format for domain name, registrar, and name server data objects.
5.1 Specification10, RDDS Registry PerformanceSpecifications
The Whois service meets all registrationdata directory services (RDDS) registry
performancespecificationsdetailed in Specification10, Section 2. Evidence of
this performancecan be verified by a review of the .com and .net Registry
Operator'sMonthly Reports that Verisign files monthly with ICANN. These reports
are accessiblefrom the ICANN website at the following URL:
http:''•^www. icann.org-^en^'tIds-^monthly-reports-^.

In accordancewith RDDS registry performancespecificationsdetailed in
Specification10, Verisign's Whois servicemeets the following proven performance
attributes:

• RDDS availability: 864 min of downtime ( 98%)
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• RODS query RTT: 2000 ms, for at least 95% of the queries
• RODS update time: 60 min, for at least 95% of the probes
6 SEARCHABLE WHOIS

Verisign, the Applicant's selectedbackendregistry servicesprovider, provides a
searchableWhois service for the TLD. Verisign has experiencein providing tiered
accessto Whois for the .name registry, and uses thesemethods and control
structuresto help reduce potential malicious.useof the function. The searchable
Whois s'ystem currently uses Apache'sLucene full text searchengine to index
relevant Whois content with near-real time incrementalupdates from the
provisioning system.
Featuresof the Verisign searchableWhois function include:

• Provision of a web-basedsearchabledirectory service
Ability to perform partial match, at least, for the following data fields:

domain name, contactsand registrant'sname, and contact and registrant'spostal
address, including all the sub-fields describedin EPP (e.g., street, city, state,
or province)
• Ability to perform exact match, at least, on the following fields:
registrar ID, name server name, and name server'sIP address {only applies to IP
addressesstoredby the registry, i.e., glue records)
• Ability to perform Boolean searchsupporting, at least, the following
logical operatorsto join a set of searchcriteria: AND, OR, NOT
• Searchresults that include domain names that match the selectedsearch

criteria

Verisign's implementationof searchableWhois is EU Safe Harbor certified and
includes appropriateaccesscontrol measuresthat help ensure that only legitimate
authorizedusers can use the service. Furthermore, Verisign's complianceoffice
monitors current ICANN policy and applicableprivacy laws or policies to help
ensure the solution is maintainedwithin complianceof applicable regulations.
Featuresof these accesscontrol measuresinclude:

All unauthenticatedsearchesare returnedas thin results.

• Registry systemauthenticationis used to grant access,to appropriate
users for thiclc Whois data searchresults.

• Account accessis grantedby the Applicant's defined TLD admin user.

Potential Forms of Abuse and Related Risk Mitigation. Leveraging its experience
providing tiered accessto Whois for the .name registry and interactingwith ICANN,
data protectionauthorities, and applicable industry groups, Verisign, the
Applicant's selectedbackend registry servicesprovider, is knowledgeableof the
likely data mining forms of abuse associatedwith a searchableWhois service.
Figure 26 7 summarizesthesepotential forms of abuseand Verisign's approachto
mitigate the identified risk.

27. RegistrationLife Cycle

1 COMPLETE KNOWLEDGE AND UNDERSTANDING OF REGISTRATION LIFECYCLES AND STATES

Starting with domain name registrationand continuing through domain name delete
operations, the Applicant's selectedbackendregistry servicesprovider's
(Verisign's) registry implements the full registrationlifecycle for domain names
supportingthe operationsin the Extensible Provisioning Protocol (EPP)
specification. The registration lifecycle of the domain name starts with
registrationand traversesvarious statesas specified in the following sections.
The registry systemprovides options to update domain names with different server
and client statuscodes that block operationsbasedon the EPP specification. The
systemalso provides different grace periods for different billable operations,
where the price of the billable operation is creditedback to the registrar if the
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billable operation is removed within the grace period. Together Figure 27 1 and
Figure 27 2 define the registrationstatescomprising the registrationlifecycle
and explain the trigger points that causestate-to-statetransitions. Statesare
representedas green rectangleswithin Figure 27 1.
1.1 RegistrationLifecycle of Create-^Update'^Delete
The following section details the create-^update^-deleteprocessesand the related
renewal processthat Verisign, the Applicant's,selectedbackend registry services -
provider, follows. For each process, this responsedefines the processfunction and
its characterization,and as appropriateprovides a processflow chart.
Create Process.The domain name lifecycle begins with a registrationor what is
referred to as a Domain Name Createoperation in EPP. The systemfully supportsthe
EPP Domain Name Mapping as defined by RFC 5731, where the associatedobjects (e.g.,
hosts and contacts) are createdindependentof the domain name.
ProcessCharacterization.The Domain Name Create command is received, validated,
run through a set of businessrules, persistedto the database,and committed in
the databaseif all businessrules pass. The domain name is included with the data
flow to the DNS and Whois resolution services. If no name serversare supplied, the
domain name is not included with the data flow to the DNS. A successfullycreated
domain name has the createddate and expiration date set in the database.Creates
are subject to grace periods as describedin Section 1.3 of this response.Add
Grace Period, RedemptionGrace Period, and Notice Periods for Renewalsor
Transfers.

The Domain Name Create operation is detailed in Figure 27 3 and requires the
following attributes:
• A domain name that meets the string restrictions.
• A domain name that does not already exist.

The registrar is authorizedto createa domain name in the TLD.
The registrar has available credit.
A valid Authorization Information (Auth-Info) value.
Required contacts (e.g., registrant, administrativecontact, technical

contact, and billing contact) are specified and exist.
• The specifiedname servers (hosts) exist, and there is a maximum of 13
name servers.

A period in units of years with a maximum value of 10 (default period is
one year).
Renewal Process.The domain name can be renewedunless it has any form of Pending
Delete, Pending Transfer, or Renew Prohibited.

A request for renewal that sets the expiry date to. more than ten years in the
future is denied. The registrarmust pass the current expiration date (without the
timestamp) to support the idempotent features of EPP, where sending the same
command a secondtime does not causeunexpectedside effects.
Automatic renewal occurs when a domain name expires. On the expiration date, the
registry extends the registrationperiod one year and debits the registrar account
balance. In the case of an auto-renewalof the domain name, a separateAuto-Renew
grace period applies. Renewals are subject to grace periods as describedin Section
1.3 of this response.Add Grace Period, RedemptionGrace Period, and Notice Periods
for Renewals or Transfers.

ProcessCharacterization.The Domain Name Renew command is received, validated,
authorized, and run through a set of businessrules. The data is updatedand
committed in the databaseif it passesall businessrules. The updateddomain
name'sexpiration date is included in the flow to the Whois resolution service.
The Domain Name Renewoperation is detailed in Figure 27 4 and requires the
following attributes:
• A domain name that exists and is sponsoredby the requestingregistrar.

The registrar is authorizedto renew a domain name in the TLD.
• The registrar has available credit.
• The passedcurrent expiration date matchesthe domain name'sexpiration
date.

• A period in units of years with a maximum value of 10 (default period is
one year). A domain name expiry past ten years is not allowed.
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RegistrarTransfer Procedures.A registrantmay transfer his^'her domain name from
his-^her current registrar to another registrar. The databasesystemallows a
transfer as long as the transfer is not within the initial 60 days, per industry
standard, of the original registrationdate.
The registrar transferprocessgoes through many processstates, which are
describedin detail below, unless it has any form of Pending Delete, Pending
Transfer, or Transfer Prohibited. . . _ .
A transfer can only be initiated when the appropriateAuth-Info is supplied. The
Auth-Info for transfer is only available to the current registrar. Any other
registrar requestingto initiate a transfer on behalf of a registrantmust obtain
the Auth-Info from the registrant.
The Auth-Info is made available to the registrant upon request. The registrant is
the only party other than the current registrar that has accessto the Auth-Info.
Registrar transfer entails a specified extensionof the expiry date for the object.
The registrar transfer is a billable operationand is chargedidentically to a
renewal for the same extensionof the period. This period can be from one to ten
years, in one-yearincrements.
Becauseregistrar transfer involves an extensionof the registrationperiod, the
rules and policies applying to how the resulting expiry date is set after transfer
are basedon the renewal policies on extension.
Per industry standard, a domain name cannot be transferredto another registrar
within the first 60 days after registration. This restriction continuesto apply if
the domain name is renewedduring the first 60 days. Transfer of the domain name
changesthe sponsoringregistrar of the domain name, and also changesthe child
hosts (nsl.sample.xyz)of the domain name (sample .xyz).
The domain name transfer consistsof five separateoperations:
• Transfer Request (Figure 27 5): Executedby a non-sponsoringregistrar
with the valid Auth-Info provided by the registrant. The Transfer Requestholds
funds of the requestingregistrarbut does not bill the registraruntil the
transfer is completed. The sponsoringregistrar receives a Transfer Requestpoll
message.

• Transfer Cancel (Figure 27 6): Executedby the requestingregistrar to
cancel the pending transfer. The held funds of the requestingregistrarare
reversed.The sponsoringregistrar receives a Transfer Cancel poll message.
• Transfer Approve (Figure 27 7): Executedby the sponsoringregistrar to
approve the Transfer Request. The requestingregistrar is billed for the Transfer
Requestand the sponsoringregistrar is credited for an applicableAuto-Renew grace
period. The requestingregistrar receivesa Transfer Approve poll message.
• Transfer Reject (Figure 27 8): Executedby the sponsoringregistrar to
reject the pending transfer. The held funds of the requestingregistrar are
reversed.The requestingregistrar receivesa Transfer Reject poll message.
• Transfer Query (Figure 27 9): Executedby either the requestingregistrar
or the sponsoringregistrarof the last transfer.

The registry auto-approvesa transfer if the sponsoringregistrar takes no action.
The requestingregistrar is billed for the Transfer Requestand the sponsoring
registrar is credited for an applicableAuto-Renew grace period. The requesting
registrar and the sponsoringregistrar receive a Transfer Auto-Approve poll
message.

Delete Process.A registrarmay choose to delete the domain name at any time.
ProcessCharacterization.The domain name can be deleted, unless it has any form of
Pending Delete, Pending Transfer, or Delete Prohibited.
A domain name is also prohibited from deletion if it has any in-zone child hosts
that are name servers for domain names. For example, the domain name "sample.xyz"
cannot be deleted if an in-zone host "ns.sample.xyz"exists and is a name server
for "saraple2.xyz."
If the Domain Name Delete occurs within the Add grace period, the domain name is
immediately deletedand the sponsoringregistrar is credited for the Domain Name
Create. If the Domain Name Delete occurs outside the Add grace period, it follows
the Redemptiongrace period (RGP) lifecycle.
Update Process.The sponsoringregistrar can update the following attributesof a
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domain name:

• Auth-Info

• Name servers

• Contacts (i.e., registrant, administrativecontact, technical contact, and
billing contact)
• Statuses(e.g.. Client Delete Prohibited, Client Hold, Client Renew
Prohibited, Client Transfer Prohibited, Client Update Prohibited)

ProcessCharacterization.Updates are allowed provided that the update includes the
removal of any Update Prohibited status. The Domain Name Update operation is
detailed in Figure 27 10.
A domain name can be updatedunless it has any form of Pending Delete, Pending
Transfer, or Update Prohibited.

1-2 Pending, Locked, Expired, and Transferred
Verisign, the Applicant's selectedbackendregistry servicesprovider, handles
pending, locked, expired, and transferreddomain names as describedhere. When the
domain name is deletedafter the five-day Add grace period, it enters into the
Pending Delete state. The registrantcan return its domain name to active any time
within the five-day Pending Delete grace period. After the five-day Pending Delete
grace period expires, the domain name enters the Redemption Pending state and then
is deletedby the system. The registrant can restore the domain name at any time
during the RedemptionPending state.
When a non-sponsoringregistrar initiates the domain name transfer request, the
domain name enters PendingTransfer state and a notification is mailed to the
sponsoringregistrar for approvals. If the sponsoringregistrar doesn't respond
within five days, the Pending Transfer expires and the transfer request is
automaticallyapproved.
EPP specifiesboth client (registrar) and server (registry) status codes that can
be used to prevent registry changesthat are not intendedby the registrant.
Currently, many registrarsuse the client status codes to protect against
inadvertentmodifications that would affect their customers' high-profile or
valuable domain names.

Verisign's registry service supportsthe following client (registrar) and server
(registry) statuscodes:
• clientHold

clientRenewProhibited

clientTransferProhibited

• clientUpdateProhibited
• clientDeleteProhibited

• serverHold

• serverRenewProhibited

• serverTransferProhibited

serverUpdateProhibited
• serverDeleteProhibited

1.3 Add Grace Period, RedemptionGrace Period, and Notice Periods for Renewals
or Transfers

Verisign, the Applicant's selectedbackendregistry servicesprovider, handlesAdd
grace periods. Redemptiongrace periods, and notice periods for renewals or
transfersas describedhere.

Add Grace Period: The Add grace period is a specifiednumber of days
following the initial registrationof the domain name. The current value of the Add
grace period for all registrarsis five days.
• RedemptionGrace Period: If the domain name is deletedafter the five-day
grace period expires, it enters the Redemptiongrace period and then is deletedby
the system. The registranthas an option to use the RestoreRequestcommand to
restore the domain name within the Redemptiongrace period. In this scenario, the
domain name goes to Pending Restorestate if there is a RestoreRequestcommand
within 30 days of the Redemptiongrace period. From the Pending Restorestate, it
goes either to the OK state, if there is a RestoreReport Submissioncommand within
sevendays of the Restore Requestgrace period, or a RedemptionPeriod state if
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there is no Restore Report Submissioncommand within sevendays of the Restore
Requestgrace period.

Renew Grace Period: The Renew-^Extendgrace period is a specified number of
days following the renewal^'extensionof the domain name's registrationperiod. The
current value of the Renew-^Extendgrace period is five days.
• Auto-Renew Grace Period; All auto-reneweddomain names have a grace period
of 45 days.
• Transfer Grace Period: Domain names have a five-day Transfer grace period.
1.4 Aspects of the RegistrationLifecycle Not Covered by StandardEPP RFCs
The Applicant's selectedbackendregistry servicesprovider's (Verisign's)
registration lifecycle processesand code implementationsadhere to the standard
EPP RFCs related to the registration lifecycle. By adhering to the RFCs,
Verisign's registration lifecycle is complete and addresseseach registration-
related task comprising the lifecycle. No aspectof Verisign's registration
lifecycle is not coveredby one of the standardEPP RFCs and thus no additional
definitions are provided in this response.
2 CONSISTENCY WITH ANY SPECIFIC COMMITMENTS MADE TO REGISTRANTS AS ADAPTED
TO THE OVERALL BUSINESS APPROACH FOR THE PROPOSED gTLD
The registrationlifecycle describedabove applies to this TLD as well as other
TLDs managedby Verisign, the Applicant's selectedbackendregistry services
provider; thus Verisign remains consistentwith commitmentsmade to its
registrants.No unique or specific registration lifecycle modifications or
adaptationsare required to support the overall businessapproachfor the TLD.
To accommodatea range of registries, Verisign's registry implementationis capable
of offering both a thin and thick Whois implementation, which is also built upon
Verisign's award-winningATLAS infrastructure.
3 COMPLIANCE WITH RELEVANT RFCs

The Applicant's selectedbackendregistry servicesprovider's (Verisign's)
registration lifecycle complies with applicable RFCs, specifically RFCs 5730 - 5734
and 3915. The systemfully supports the EPP Domain Name Mapping as defined by RFC
5731, where the associatedobjects (e.g., hosts and contacts) are created
independentof the domain name.

In addition, in accordancewith RFCs 5732 and 5733, the Verisign registration
system enforces the following domain name registrationconstraints:
• Uniqueness^'Multiplicity: A second-leveldomain name is unique in the TLD
database.Two identical second-leveldomain names cannot simultaneouslyexist in
the TLD. Further, a second-leveldomain name cannot be createdif it conflicts with
a reserveddomain name.

Point of Contact Associations: The domain name is associatedwith the
following points of contact. Contactsare createdand managedindependently
according to RFC 5733.
• Registrant
• Administrative contact
• Technical contact

• Billing contact
• Domain Name Associations: Each domain name is associatedwith:
• A maximum of 13 hosts, which are createdand managedindependently
according to RFC 5732

An Auth-Info, which is used to authorize certain operationson the object
• Status(es),which are used to describethe domain name's status in the
registry

A createddate, updateddate, and expiry date

4 DEMONSTRATES THAT TECHNICAL RESOURCES REQUIRED TO CARRY THROUGH THE PLANS
FOR THIS ELEMENT ARE ALREADY ON HAND OR READILY AVAILABLE
Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and processinnovations. These models enable Verisign to continually
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right-size its staff to accoinmodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusage volume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections; Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnellevels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry servicesit provides to the Applicant fully accounts for cost related to
this infrastructure, which is provided as ''Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 46 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percentof the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.

Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support the registrationlifecycle:
• Application Engineers: 19

Customer Support Personnel:36
• DatabaseAdministrators: 8

• DatabaseEngineers: 3
• Quality AssuranceEngineers: 11

SRS SystemAdministrators: 13

To implement and manage the TLD as describedin this application, Verisign, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjusts staff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team across all its TLDs insteadof creating a new entity to
manageonly this proposedgTLD, Verisign realizes significant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensurethe security and stability of both the
Internet and this proposedgTLD, as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff members properly executetheir duties.

28. AbusePreventionandMitigation

1. COMPREHENSIVE ABUSEPOLICIES, WHICH INCLUDE CLEAR DEFINITIONS OF WHAT
CONSTITUTES ABUSE IN THE TLD, AND PROCEDURES THAT WILL EFFECTIVELY MINIMIZE
POTENTIAL FOR ABUSE IN THE TLD
Applicant intends to request from ICANN an exemption from Specification 9 of the
ICANN-Registry Operator Registry Agreement. As such. Applicant intends to
function in such a way that all domain name registrationsin the TLD shall be
registeredto and maintainedby Applicant and Applicant will not sell, distribute
or transfer control of domain name registrationsto any party that is not an
Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
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Agreement. All domain name registrationsintendedto be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for
the benefit of Applicant and its users, parents, sistersand Affiliates.

In the event that Applicant is not granted an exemption from Specification 9,
Applicant will partner with a corporateregistrar with expertisein running a
registry to support such efforts. Applicant intends to partner with its current
corporate registrar or one of similar technical capability and expertiseand
allocate the-appropriatefunds and human resourcesto ensure that both itself, as
the registry operator, and its selectedregistrar are at all times in compliance
with ICANN guidelines.

Severalmeasuresfor discouragingdomain name abuse in the Applicant's TLD and the
registrationin the Applicant's TLD of domain names that infringe the intellectual
property rights of others are detailedwithin this section, in the responseto
question #29 and throughout other portions of the application. Additionally, it is
noted that a major concern of other TLDs, namely, trademark infringement, is of
lesserconcernas such relatesto the Applicant's TLD. There will be little to no
risk of domain name abuse and improper registrationof any infringing subdomainsor
the like in the TLD and Applicant believes sufficient protection for famous names
and trademarkswill be provided for becauseof the fact that: (i) Applicant's TLD
intends to function as a Specification 9 exempt TLD and, thus, all registrations
will be approvedby and registeredonly to Applicant; (ii) Applicant will implement
and comply with all ICANN-mandated rights protectionmechanisms (see responseto
question #29), and (iii) Applicant's current policies will prohibit any
registrationsby any party that is not the Applicant and registrationswill be
associatedwith Applicant and its users, parents, sistersand Affiliates, and more
particularly, the content and brandedmaterial associatedwith those entities. For
that reason, in any case. Applicant believes that there will be little to no
likelihood of confusion between the trademarkholder and Applicant. As users come
to know Applicant's TLD, they will come to understandthat any andall content
associatedwith the TLD is also associatedwith Applicant and its users, parents,
sistersand Affiliates, and no other party.

This means that there will be little pressureon current trademarkholders to
believe that they have to defensivelyobtain all of their trademarkswithin the
TLD. One event in which a trademarkright may be affected is the unlikely instance
in which a commonly known name which is identical or confusingly similar to a
trademarkis registered. In this event, a trademarkholder may submit a requestto
Applicant to remove the registrationor ceaseuse of the subdomain. Applicant is
committed to making every attempt to resolve such disputes in a fair and equitable
manner and demonstratingthe high value Applicant places on intellectual property
rights, including rights associatedwith trademarks. Alternatively, or in
addition, the trademarkholder is free to file a URS, UDRP or any other dispute
resolution action pursuantto the ICANN-approved new gTLD guidelines. Applicant
will comply with any and all decisionsand orders issuedby the adjudicatingbodies
of these dispute resolution authoritiesand procedures. In particular, protection
for trademarkholders will be provided, without limitation, during the
implementationphaseof the TrademarkClearinghousein compliancewith protection
mechanismsrelatedto the requirementsof Specification7 of the Registry
Agreement, the TrademarkClearinghouseand any other relevant rights protections
mechanisms.

Furthermore,Applicant will provide to ICANN in this application and publish on its
website the abusepolicy and contact details (as included below and including a
valid email and mailing address) to be responsibleor addressingmatters requiring
attention and to handle inquiries related to malicious conduct in the TLD in a
timely manner.

Additionally, a reservedlist of names will be employed to prevent inappropriate
name registrations. This list may be updatedperiodically basedon ICANN
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directives and guidance. This list will include, among others, ICANN's list of
reservednames in the Registry Agreement, and certain geographicidentifiers as
enumeratedin the responseto question #22. The list of names reservedfrom
reservationis enumeratedbelow:

ICANN and lANA-related names (reservedat secondand at all other levels)
0 aso

o gnso

o icann

0 internic
o ccnso

0 afrinic

0 apnic
o arin

o example
o gtld-servers
o iab

o iana

o iana-servers

o iesg
o ietf

0 irtf

o istf

o lacnic

o latnic

o rfc-editor

o ripe
o root-servers

• Single-characterand two-characterlabels (reservedat the second level)
• Tagged domains - labels with hyphens in the third and fourth character
positions

Registry operationsnames - (reservedat the second level) reservedfor
use in connectionwith the operationof the registry for the Registry TLD.
Registry Operatormay use them, but upon conclusionof Registry Operator's
designationas operator of the registry for the Registry TLD they shall be
transferredas specifiedby ICANN:
o NIC

o WHOIS

o WWW

• TLD labels (e.g., aero, arpa, biz, com, etc.)
• Geographicand Geopolitical Names. All geographicand geopolitical names
containedin the ISO 3166-1 list from time to time shall initially be reservedat
both the secondlevel and at all other levels within the TLD at which the Registry
Operatorprovides for registrations.All names shall be reservedboth in English
and in all relatedofficial languagesas may be directedby ICANN or the GAC.

o In addition. Registry Operatorshall reservenames of territories,
distinct geographiclocations, and other geographicand geopolitical names as ICANN
may direct from time to time. Such names maybe reservedfrom registrationduring
any sunriseperiod, and may be registeredin ICANN's nameprior to start-up and
open registration in the TLD. Registry Operatormay post and maintain an updated
listing of all such names onits website, which list may be subject to changeat
ICANN's direction. Upon determinationby ICANN of appropriatestandardsand
qualifications for registrationfollowing input from interestedparties in the
Internet community, such names may be approved for registrationto the appropriate
authoritativebody.

The Applicant's TLD will comply with all applicable trademarkand anti-
cybersquattinglegislation. In the event of an inconsistencybetweensuch
legislation and the proceduresof Applicant's TLD, Applicant will revise its
proceduresto be in compliance therewith.
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Should Applicant function as a Specification 9 exempt Registry Operator, Applicant
will restrict the transfer of registrationsof domain names within its TLD to third
parties.

1.1 Abuse Preventionand Mitigation ImplementationPlan
In addition to developing ICANN policies and the Applicant policies as articulated
above, below and pursuant to the attachedAbuse Preventionand Mitigation
ImplementationPlan, the registrationprocesswill limit abusive registration
practicescommonly associatedwith TLDs in which abusive registrantsuse false
contact information to evade identification or legal process. Applicant's TLD
intends to function, per the ICANN-Registry Operator Registry Agreement, as a
Specification 9 exempt TLD whereby all domain name registrationsin the TLD shall
be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
Agreement. All domain name registrationsintended to be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and its
verified and authenticatedAffiliates and for the benefit of Applicant and its
users, parents, sistersand Affiliates. All registrationsmust be requested
through one of Applicant's internal channelsand must be verified and approved
before registration. The verification processwill be in operationon an ongoing
basis. The verification processis designedto establishthat a prospective
registrantmeets the registrationcriteria.
a. A variety of automatedand manual procedureswill be utilized for
verification, including a cross-checkof registrationagainst information held by
Applicant.
b. Eligibility of prospectiveregistrantswill be verified prior to the
addition of a name to the Applicant's TLD zone file, including but not limited to,
review of the request for registrationby Applicant's compliancestaff who will
attempt to manually verify the affiliation of the prospectiveregistrantwith the
Applicant.
c. Applicant will verify contact'^WHOIS data for prospectiveregistrantsprior
to the addition of a name to the Applicant's TLD zone file.
d. Applicant will maintain verified contact data for the actual registrantas
well as for any proxy servicesutilized by registrant. Proxy serviceseligible for
use are limited to servicesthat have demonstratedresponsibleand responsive
businessservices.
e. Prospectiveregistrantsmust representand warrant that neither the
registrationof the desiredstring, nor the manner in which the registrationwill
be used, infringes the legal rights of third parties.
f. Prospectiveregistrantswill disclose their intendeduse for the domain.
Registrationwill be refusedto those who do not indicate at least one acceptable
use of the domain. Acceptableuses of the TLD include, but are not limited to the
bona fide use or bona fide intent to use the domain name or any content, software,
materials, graphics or other information thereon to permit Internet users to access
one or more host computersthrough the DNS:
• to exchangegoods, servicesor property of any kind;
• in the ordinary course of trade or business;or
• to facilitate the exchangeof goods, services, information, or property of
any kind, or the ordinary course of trade or business.
Additionally, Applicant will implement a number of mechanismspursuant to all ICANN
guidelines and the Registry Agreement for those who are not affiliated with the
Applicant to protect their intellectual property.
a. Pre-ReservationService: Applicant may enable existing holders of a
trademarkto block Applicant's TLD registrationsthat correspondto their existing
registrationsin other ICANN recognizedTLDs.
b. TrademarkClearinghouse: Trademarkowners will have anextendedperiod in
which they can register their trademarkswith the TrademarkClearinghouse. Once
registrationbegins, if a registrantattempts to register a namethat has been
registeredwith the TrademarkClearinghouse,the prospectiveregistrantwill be
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notified of the existenceof the registrationwith the TrademarkClearinghouse.
Dispute Resolution Procedures: Registereddomains will be subject to challenge
under ordinary domain dispute proceduresset forth by ICANN, including but not
limited to. Uniform Domain-Name Dispute-ResolutionPolicy (UDRP), Uniform Rapid
Suspensionsystem (URS), Trademark Post-DelegationDispute Procedure (PDDRP), and
RegistrationRestriction Dispute Resolution Procedure (RRDRP). Applicant agreesto
implement and adhere to any remedies imposed by decision makers under, such
procedures.
1.2 Policies for Handling Complaints RegardingAbuse
Applicant reservesthe right to deny, cancel or transfer any registrationor
transaction, or place any domain name(s} on registry lock, hold or similar status,
that it deems necessary,in its discretion; (1) to protect the integrity and
stability of the registry; (2) to comply with any applicable laws, government rules
or requirements, requestsof law enforcement,or any dispute resolutionprocess;
{3) to avoid any liability, civil or criminal, on the part of Applicant, as well as
its Affiliates, subsidiaries,officers, directors, and employees; (4) per the terms
of the RegistrationAgreement; or (5) to correct mistakesmade by Applicant or its
registrar in connectionwith a domain name registration.
During review of any complaint, Applicant will consider the standardsset forth in
the ICANN UDRP, in addition to the following modifications:
a. Evidence that a domain name is identical or confusingly similar to a
trademarkor service mark in which the complainanthas rights can include evidence
that the domain name is "...confusingly similar to a trademark, service mark or
trade name in which the complainanthas rights or the name under which the
complainantdoes business...." This will grant standing to an entity basedupon
the entity's trade name or name under which it does business.
b. Evidence that a domain has been registeredand is being used in bad faith
will require a showing that the domain has been registeredand^or is being used in
bad faith. This will allow a claim basedupon bad faith on the part of the
registrantduring either registrationor use.
c. Additional indicia of bad faith use will be considered. These indicia
will include (1) use of the domain name inconsistentwith the Code, and (2) use of
the domain name in connectionwith a list of prohibited uses, which will include
pornography, hacks^crackscontent, etc. The list of prohibited uses may be
compiled by Applicant and outside advisors.
d. Enumeratedcircumstancesfor proving a right and legitimate interestwill
include trade names and names under which businessis done where trademarksand
service marks currently are noted. A showing of bad faith registrationor use,
however, will be consideredas prima facie evidenceof no legitimate interest.
Applicant also reservesthe right to place upon registry lock, hold or similar
status a domain name during resolution of a dispute.
All reports of abuse should be sent to an email addressthat will be publicly
identified by Applicant for receiving reports of abuse.
1.3 ProposedMeasuresfor Removal of Orphan Glue Records
Although orphan glue records often support correct and ordinary operationof the
Domain Name System (DNS), registry operatorswill be required to remove orphan glue
records (as defined at http:'^'^www.icann.org-^en-^committees''security'^sac048.pdf) when
provided with evidence in written form that such records are present in connection
with malicious conduct. Applicant's selectedbackendregistry servicesprovider's
(Verisign's) registrationsystemis specifically designedto not allow orphan glue
records. Registrarsare required to delete-^moveall dependentDNS records before
they are allowed to delete the parent domain.
To prevent orphan glue records, Verisign performs the following checks before •
removing a domain or name server;

Checks during domain delete:
• Parent domain delete is not allowed if any other domain in the zone refers
to the child name server.

• If the parent domain is the only domain using the child name server, then
both the domain and the glue record are removed from the zone.
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Check during explicit name server delete:
• Verisign confirms that the current name server is not referencedby any
domain name (in-zone) before deleting the name server.

Zone-file impact:
• If the parent domain referencesthe child name server AND if other domains
in the zone also referenceit AND if the parent domain name is assigneda
serv.erHoldstatus, then the parent domain goes out of the zone but the name server
glue record does not.
• If no domains referencea name server, then the zone file removes the glue
record.

1.4 ResourcingPlans
Details related to resourcingplans for the initial implementationand ongoing
maintenanceof the Applicant's abuseplan are provided in Section 2 of this
response.

1.5 Measuresto Promote WHOIS Accuracy
Applicant will maintain a sharedregistrationsystem for Applicant's selected
registrar. WHOIS accesswill be facilitated in compliancewith ICANN policies,
including without limitation the Registry Agreement. It is anticipatedthat
information will be provided which is consistentwith the WHOIS information
currently provided in other TLDs, including identification of the registrantand
contact information therefore, administrative, technical and billing contacts,
creation and expiration date and DNS settings. One way that Applicant may ensure
compliancewith all applicablepolicies is to mandatethat all requestsfor domains
will be required to come from a verified internal corporatechannel to ensure that
the requestoris affiliated with Applicant. Such requestswill be subject to an
internal review and approval processthat may be amendedfrom time to time. In
addition. Applicant may provide for additional measures,such as to conduct audits
(e.g., compliance with requirementsto make WHOIS available, and with the annual

WHOIS Data Reminder Policy (WDRP)); investigatecomplaints of non-compliance (e.g.,
responsesto WHOIS Data Problem Service (WDPRS) notifications); develop documented
internal processesand training for personnelassignedby Applicant to complete
WHOIS data to ensurethat data is provided completely and accurately.

At this point, Applicant anticipatesthat registrant information will be protected
or made available as required by ICANN, applicable law or other regulatorybodies.
For technical details regarding how a complete, up-to-date, reliable and
convenientlyaccessibleWHOIS databasewill be provided, see responseto question
#26.

Applicant ensuresthat the WHOIS databaseand accessthereto will comply with
emerging ICANN privacy policies, if and when they become approved.
1.5.1 Authenticationof Registrant Information
Applicant intends to function, per the ICANN-Registry Operator Registry Agreement,
as a Specification 9 exempt TLD whereby all domain name registrationsin the TLD
shall be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
Agreement. All domain name registrationsintendedto be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for
the benefit of Applicant and its users, parents, sistersand Affiliates. See also
section 1.1 above.

1.5.2 Regular Monitoring of RegistrationData for Accuracy and Completeness
Applicant intends to function, per the ICANN-Registry OperatorRegistry Agreement,
as a Specification 9 exempt TLD whereby all domain name registrationsin the TLD
shall be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
Agreement. All domain name registrationsintendedto be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for
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the benefit of Applicant and its users, parents, sistersand Affiliates. As the
only registrationspermittedwill be from the Applicant entity, the monitoring of
the accuracyof registrationdata will be reasonableand Applicant will
periodically (on at least an annual basis) monitor the accuracyand completenessof
such information. Verisign, Applicant's selectedbackendregistry services
provider, has establishedpolicies and proceduresto encourageregistrar compliance
with ICANN's WHOIS accuracyrequirements.Verisign provides the following services
to Applicant for.incorporation into its full-service registry operations.
Verisign, the Applicant's selectedbackendregistry servicesprovider, has
establishedpolicies and proceduresto encourageregistrar compliancewith ICANN's
WHOIS accuracyrequirements.Verisign provides the following servicesto the
Applicant for incorporation into its full-service registry operations.
Registrarself-certification. Applicant intends to function, per the ICANN-
Registry Operator Registry Agreement, as a Specification 9 exempt TLD whereby all
domain name registrationsin the TLD shall be registeredto and maintainedby
Applicant and Applicant will not sell, distribute or transfer control of domain
name registrationsto any party that is not an Affiliate of Applicant as defined in
the ICANN-Registry Operator Registry Agreement. All domain name registrations
intended to be used within Applicant's registry will be registeredto and
controlled and maintainedby Applicant and for the benefit of Applicant and its
users, parents, sistersand Affiliates.

WHOIS data reminder process.Verisign regularly reminds registrarsof their
obligation to comply with ICANN's WHOIS Data Reminder Policy, which was adoptedby
ICANN as a consensuspolicy on 27 March 2003
(httpr^'^www.icann.org''en-'registrars''wdrp.htm). Verisign sends a notice to all
registrarsonce a year reminding them of their obligation to be diligent in
validating the WHOIS information provided during the registrationprocess, to
investigateclaims of fraudulent WHOIS information, and to cancel domain name
registrationsfor which WHOIS information is determinedto be invalid.
Notwithstandingthe above. Applicant intends to function, per the ICANN-Registry
Operator Registry Agreement, as a Specification 9 exempt TLD whereby all domain
name registrationsin the TLD shall be registeredto and maintainedby Applicant
and Applicant will not sell, distribute or transfer control of domain name
registrationsto any party that is not an Affiliate of Applicant as defined in the
ICANN-Registry Operator Registry Agreement. All domain name registrationsintended
to be used within Applicant's registry will be registeredto and controlled and
maintainedby Applicant and for the benefit of Applicant and its users, parents,
sistersand Affiliates.
1.5.3 Use of Registrars
Applicant intends to function, per the ICANN-Registry OperatorRegistry Agreement,
as a Specification9 exempt TLD whereby all domain name registrationsin the TLD
shall be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
Agreement. All domain name registrationsintendedto be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for
the benefit of Applicant and its users, parents, sistersand Affiliates.

At the appropriatetime, betweenpost-submissionof this application and prior to
the Applicant's TLD launch. Applicant will identify, determineand engagethe
proper service provider (e.g. Applicant-approvedregistrar and-'or selectedbackend
registry servicesprovider, Verisign) to support its provision of registrationand
abusepolicies. Any engagementfor the implementationand provision of such
servicesshall be in compliancewith all ICANN-mandatedregulations, agreements,
guidance and policies, as it is of paramountimportanceof the Applicant to protect
the rights of all rightsholders.
1.6 Malicious or Abusive Behavior Definitions, Metrics, and Service Level
Requirementsfor Resolution
Pursuant to the attachedAbuse Preventionand Mitigation ImplementationPlan,
Applicant shall implement the following anti-abusepolicy as a guideline:
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Applicant intends to function, per the ICANN-Registry OperatorRegistry Agreement/
as a Specification 9 exempt TLD whereby all domain name registrationsin the TLD
shall be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry OperatorRegistry
Agreement. All domain name registrationsintended to be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for-
the benefit of Applicant and its users, parents', sistersand Affiliates. Access to
domain functions will be limited to Applicant and its engagedservice provider
partnersby implementingand complying with their establishedsafeguardsand access
features as articulatedbelow.

1.7.1 Multi-Factor Authentication

To ensureproper accessto domain functions, the Applicant incorporatesVerisign's
Registry-RegistrarTwo-Factor AuthenticationService into its full-service registry
operations.The service is designedto improve domain name security and assist
registrarsin protecting the accountsthey manageby providing another level of
assurancethat only authorizedpersonnelcan communicatewith the registry. As part
of the service, dynamic one-time passwords (OTPs) augment the user names and
passwordscurrently used to processupdate, transfer, and^'or deletion requests.
These one-time passwordsenable transactionprocessingto be basedon requeststhat
are validated both by ^^what users know" (i.e., their user name and password) and
"what users have" (i.e., a two-factor authenticationcredentialwith a one-time-
password).
Registrarscan use the one-time-passwordwhen communicatingdirectly with
Verisign's CustomerService departmentas well as when using the registrarportal
to make manual updates, transfers, and^or deletion transactions.The Two-Factor
Authentication Service is an optional service offered to registrarsthat execute
the Registry-RegistrarTwo-Factor AuthenticationService Agreement. As shown in
Figure 28-1, the registrars' authorizedcontactsuse the OTP to enable strong
authenticationwhen they contact the registry. There is no charge for the Registry-
RegistrarTwo-Factor AuthenticationService. It is enabledonly for registrarsthat
wish to take advantageof the addedsecurityprovided by the service.
1.7.2 Requiring Multiple, Unique Points of Contact
Unique points of contact (POC) and their respectiveactions will be determinedby
Applicant at the appropriatetime prior to the implementationof the gTLD.
1.7.3 Requiring the Notification of Multiple, Unique Points of Contact
Unique points of contact (POC) and their respectiveactions will be determinedby
Applicant at the appropriatetime prior to the implementationof the gTLD.
2. TECHNICAL PLAN THAT IS ADEQUATELY RESOURCED IN THE PLANNED COSTS DETAILED
IN THE FINANCIAL SECTION

ResourcePlanning
Applicant projects it will use the following personnelroles to support the
implementationof the policies articulatedin this section:
o 1 senior level executive

o 1 marketing^'businessmanager
o 1 technical manager
o 1 administrativeprofessional

To implement and manageApplicant's gTLD as describedin this application.
Applicant can scale as needed, and utilize resourcesprovided by our parent
company, as defined above. In particular, personnelcurrently involved in the
operationof parent entity's existing .com businesscan assistwith the needs of
this new gTLD and may be transitionedover to supportingthe gTLD as the .com
businesseswind down in favor of the new gTLD. In addition to these individuals.
Applicant parent entity will support implementationof thesepolicies through the
provision of their resourcesas well as additional outside resourceson an as-
neededbasis. Support from our parent company will include accessto a law
department, finance department, information systems, technical support, human
resourcesand such other administrativesupport that may be required. In
particular, we anticipate using outside advisors and lawyers to assist in managing
any disputeswhich must be resolved. Once the top level domain has been awarded.
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we do not anticipatedisputesbeyond what is frequently encounteredin operating
the .com. However, given the expandedopportunitiesassociatedwith operating the
top level domain, we have increasedthe likelihood of disputes, take down notices
or such other matters and increasedthe .com dispute resolution budget. We will
utilize outside advisors to provide the additional talent and resourcesand
specializedknowledge that we cannot cost effectively maintain internally.
Projectedcosts associatedwith these resourcesare further discussedin the
responseto Question 47 below.
ResourcePlanning Specific to Backend Registry Activities
Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and processinnovations. These models enable Verisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections: Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnellevels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry services it provides to the Applicant fully accountsfor cost related to
this infrastructure, which is provided as "Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 46 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-handand fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.
Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support abuseprevention and mitigation:

Application Engineers: 19
BusinessContinuity Personnel: 3
CustomerAffairs Organization: 9
CustomerSupport Personnel:36
Information Security Engineers: 11
Network Administrators: 11

Network Architects: 4

Network OperationsCenter (NOC) Engineers: 33
Project Managers: 25
Quality AssuranceEngineers: 11
SystemsArchitects: 9

To implement and manage the TLD as describedin this application, Verisign, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjusts staff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
manageonly this proposedgTLD, Verisign realizes significant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensurethe security and stability of both the
Internet and this proposedgTLD, as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams.
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Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff members properly execute their duties.
3. POLICIES AND PROCEDURES IDENTIFY AND ADDRESS THE ABUSIVE USE OF REGISTERED

NAMES AT START-UP AND ON AN ONGOING BASIS

3.1 Start-upAnti-Abuse Policies and Procedures
a. Pre-ReservationService: Applicant may enable existing holders of a
trademarkto block Applicant registrationsthat correspondto their existing
registrationsin other ICANN recognizedTLDs.
b. TrademarkClearinghouse: Trademarkowners will have an extendedperiod in
which they can register their trademarkswith the TrademarkClearinghouse. Once
registrationbegins, if a registrantattempts to register a name that has been
registeredwith the TrademarkClearinghouse,the prospectiveregistrantwill be
notified of the existenceof the registrationwith the TrademarkClearinghouse.
3.2 Ongoing Anti-Abuse Policies and Procedures
3.2.1 Policies and ProceduresThat Identify Malicious or Abusive Behavior
Verisign, the Applicant's selectedbackendregistry servicesprovider, provides the
following service to the Applicant for incorporation into its full-service registry
operations.
Malware scanningservice. Registrantsare often unknowing victims of malware
exploits. Verisign has developedproprietary code to help identify malware in the
zones it manages,which in turn helps registrarsby identifying malicious code
hidden in their domain names.
Verisign's malware scanningservice helps prevent websites from infecting other
websitesby scanningweb pages for embeddedmalicious content that will infect
visitors' websites. Verisign's malware scanningtechnologyuses a combination of
in-depth malware behavioral analysis, anti-virus results, detailedmalware
patterns,and network analysis to discover known exploits for the particular
scannedzone. If malware is detected, the service sends the registrar a report that
contains the number of malicious domains found and details about malicious content
within its TLD zones. Reports with remediation instructionsare provided to help
registrarsand registrantseliminate the identified malware from the registrant's
website.

3.2.2 Policies and ProceduresThat Address the Abusive Use of RegisteredNames
Suspensionprocesses.In addition to the safeguardsand mechanismsadditionally
provided for above and below and those required by ICANN and applicable law,
rightsholderswill have the opportunity to provide written notification of claimed
abuse and Applicant will investigatenotices of abuseand take appropriateactions
pursuant to the policies articulatedherein and those required by ICANN and
applicable law.
Dispute Resolution Procedures: Registereddomains will be subject to challenge
under ordinary domain dispute proceduresset forth by ICANN, including but not
limited to. Uniform Domain-Name Dispute-ResolutionPolicy (UDRP), Uniform Rapid
Suspensionsystem (URS), Trademark Post-DelegationDispute Procedure (PDDRP), and
RegistrationRestriction Dispute Resolution Procedure (RRDRP). Applicant agreesto
implement and adhereto any remedies imposedby decision makers under such
procedures.
Compliancewith Court Orders and Law EnforcementRequests:Applicant reservesthe
right, but disclaims any obligation or responsibility, to (a) refuse to post or
communicateor remove any submissionfrom any Applicant site that is deemedto be
abusive and (b) identify any user to third parties, and^or disclose to third
parties any submissionor personally identifiable information, when we believe in
good faith that such identification or disclosurewill either (i) facilitate
compliancewith laws, including, for example, compliancewith a court order or
subpoena,or (ii) help to enforce thesepolicies and^'or other Applicant rules or
regulations, and-^or protect the safety or security of any person or property,
including any Applicant site. Moreover, we retain all rights to remove Submissions
at any time for any reasonor no reasonwhatsoever. Applicant reservesthe right
to provide information to third parties pursuant to a contractualor legal
obligation.
Takedown Procedures: Applicant will comply with the terras set forth in the Uniform
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Rapid Suspension(URS) procedure, Trademark Post-DelegationDispute Procedure
(PDDRP), and RegistrationRestriction Dispute Resolution Procedure (RRDRP).
Applicant agreesto implement and adhere to any remedies imposed by decision makers
under such procedures. Takedown or Suspensionrequestsprovided directly to
Applicant must demonstratethe following:
• The complaint must include complainant'sname, address,and email or
telephonenumber (preferably both), and any legal counsel actively representingyou
in the matter, including their contact information.

The complaint must include specific details concerning the alleged Terms
violation, including but not limited to: (i) exact URL(s) where we can see the
violation, (ii) for matterswhere URLs cannot be used (i.e., spam and-^or phishing
allegations), copies of files used as part of the violation and evidenceas to
their origins (i.e., emails including full headers),and (iii) any other supporting
evidencesuch as screenshots and-^or server log files.
• The terms violation must currently be in active and verifiable use at the
time we investigatethe matter.
• Applicant will suspenda registereddomain on orders from a court or
authority in an ICANN-approved dispute resolution procedure. The domain name will
be unsuspendedin view of an executiveproceedingon the matter rejecting the
request for suspensionor upon a showing that the matter has been resolved in favor
of the registrant. Appeals will be handled through the authority issuing the
suspensionrequest.

Suspensionprocessesconductedby backendregistry servicesprovider. In the case
of domain name abuse, the Applicant will determinewhether to take down the subject
domain name. Verisign, the Applicant's selectedbackendregistry servicesprovider,
will follow the following auditableprocesses(shown in Figure 28-2) to comply with
the suspensionrequest.
Verisign SuspensionNotification. The Applicant submits the suspensionrequestto
Verisign for processing,documentedby:

Threat domain name

Registry incident number
• Incident narrative, threat analytics, screenshots to depict abuse, and-^or
other evidence

Threat classification

• Threat urgency description
• Recommendedtimeframe for suspension-^takedown
• Technical details (e.g., WHOIS records, IP addresses,hash values, anti-
virus detection results-^nomenclature,name servers, domain name statusesthat are
relevant to the suspension)

Incident response, including surge capacity

Verisign Notification Verification. When Verisign receives a suspensionrequest
from the Applicant, it performs the following verification procedures:
• Validate that all the required data appearsin the notification.

Validate that the request for suspensionis for a registereddomain name.
Return a case number for tracking purposes.

SuspensionRejection. If required data is missing from the suspensionrequest, or
the domain name is not registered, the requestwill be rejectedand returnedto the
Applicant with the following information:
• Threat domain name

Registry incident number
• Verisign case number

Error reason

4. WHEN EXECUTED IN ACCORDANCE WITH THE REGISTRY AGREEMENT, PLANS WILL RESULT
IN COMPLIANCE WITH CONTRACTUAL REQUIREMENTS
The Applicant's proposedAbuse Preventionand Mitigation ImplementationPlan is and
shall be consistentwith the draft Registry Agreementprovided by ICANN, including
all Specifications,and when executed.Applicant will be compliant with the
contractual requirementsof the Registry Agreement, including relevant
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specifications,as well as any and all emerging ICANN policies, if and when they
become approved. In the event that Applicant's proposedAbuse Preventionand
Mitigation ImplementationPlan is not consistentwith the Registry Agreement,
Applicant will amend the Abuse Preventionand Mitigation ImplementationPlan to
result in compliance.
5. TECHNICAL PLAN SCOPE^SCALE THAT IS CONSISTENT WITH THE OVERALL BUSINESS

APPROACH AND PLANNED SIZE OF THE REGISTRY

Scope^ScaleConsistency
Applicant intends to function, per the ICANN-Registry OperatorRegistry Agreement,
as a Specification9 exempt TLD whereby all domain name registrationsin the TLD
shall be registeredto and maintainedby Applicant and Applicant will not sell,
distribute or transfer control of domain name registrationsto any party that is
not an Affiliate of Applicant as defined in the ICANN-Registry Operator Registry
Agreement. All domain name registrationsintended to be used within Applicant's
registry will be registeredto and controlled and maintainedby Applicant and for
the benefit of Applicant and its users, parents, sistersand Affiliates. Applicant
does not intend to register in excessof around one thousandregistrationsat most.
Within that context. Applicant will continue to ensure that the execution and
implementationof thesepolicies are consistentwith the plan, objective and size
of the registry.
Scope-^ScaleConsistencySpecific to Backend Registry Activities
Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developedand uses proprietary
systemscaling models to guide the growth of its TLD supporting infrastructure.
These models direct Verisign's infrastructurescaling to include, but not be
limited to, server capacity, data storagevolume, and network throughput that are
aligned to projecteddemand and usagepatterns.Verisign periodically updates these
models to account for the adoption of more capableand cost-effective
technologies.
Verisign's scaling models are proven predictors of neededcapacity and related
cost. As such, they provide the means to link the projected infrastructureneedsof
the TLD with necessaryimplementationand sustainmentcost. Using the projected
usage volume for the most likely scenario (defined in Question 46, Template 1 -
Financial Projections: Most Likely) as an input to its scaling models, Verisign
derived the necessaryinfrastructurerequired to implement and sustain this gTLD.
Verisign's pricing for the backend registry services it provides to the Applicant
fully accounts for cost related to this infrastructure, which is provided as ^'Other
OperatingCost" (Template 1, Line I.L) within the Question 46 financial projections
response.

29. RightsProtectionMechanisms

1. MechanismsDesignedto Prevent Abusive Registrations
Rights protection is a core objective of Applicant. Applicant will implement and
adhere to any rights protectionmechanisms (RPMs) that may be mandatedfrom time to
time by ICANN, including each mandatoryRPM set forth in the Trademark
Clearinghousemodel containedin the Registry Agreement, specifically Specification
7. Applicant acknowledgesthat, at a minimum, ICANN requires a Sunrise period, a
TrademarkClaims service, and interactionwith the TrademarkClearinghousewith
respectto the registrationof domain names for the Applicant's TLD. It should be
noted that becauseICANN, as of the time of this application submission, has not
issued final guidance with respectto the TrademarkClearinghouse,Applicant cannot
fully detail the specific implementationof the TrademarkClearinghousewithin this
application. Applicant will adhere to all processesand proceduresto comply with
ICANN guidance once this guidance is finalized.

As describedin this response.Applicant will implement a Sunriseperiod and
TrademarkClaims service with respect to the registrationof domain names within
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the Applicant's TLD. Certain aspectsof the Sunrise period and^or TrademarkClaims
service may be administeredon behalf of Applicant by Applicant-approvedregistrars
or by subcontractorsof Applicant, such as its selectedbackendregistry services
provider, Verisign.

Applicant is committed to implementing all the rights protection mechanisms
developedand approvedby ICANN in addition to any^other mechanismsor protections
that may be necessaryto effectively protect trademarkholders' (and other
rightsholders') rights. Indeed, one of Applicant's core objectives is the
protection of the rights of both the Applicant and of third parties. To that
effect, the Applicant's TLD has policies and practiceswhich minimize abusive
registrationactivities and other activities that affect the legal rights of
others, and which further provide safeguardsagainst unauthorized,unqualified and
inappropriateregistrationsand ensurecompliancewith ICANN policies.

Applicant intends to request from ICANN an exemption from Specification9 of the
Registry OperatoryRegistry Agreement. As such. Applicant intents to function in
such a way that all domain name registrationsin the TLD shall be registeredto and
maintainedby Applicant and Applicant will not sell, distribute or transfer control
of domain name registrationsto any party that is not an Affiliate of Applicant as
defined in the ICANN-Registry Operator Registry Agreement. All domain name
registrationsintendedto be used within Applicant's registry will be registeredto
and controlled and maintainedby Applicant and for the benefit of Applicant and its
users, parents, sistersand Affiliates. This will prevent fraudulent entities from
obtaining a registration. As the Applicant will be the only registrantapproved,
there will be no risk of registrationof a name by anentity which does not have
such a legal name or is not commonly known by such a name. This will minimize
cybersquattersand-^or domain prospectorsand will eliminate the possibility of
abusive overreachingapplications (i.e., requestingdomains which do not reflect
the name of the entity (legal or commonly known)).

In the event that Applicant is not grantedan exemption from Specification 9,
Applicant will partner with a corporateregistrarwith expertisein running a
registry to support such efforts. Applicant intends to partner with its current
corporateregistrar or one of similar technical capability and expertiseand
allocate the appropriatefunds and human resourcesto ensurethat both itself, as
the registry operator, and its selectedregistrarare at all times in compliance
with ICANN guidelines.

At the appropriatetime, betweenpost-submissionof this application and prior to
the Applicant's TLD launch. Applicant will identify, determineand engagethe
proper service provider (e.g.. Applicant-approvedregistrar and^'or selectedbackend
registry servicesprovider, Verisign) to support its provision of the Sunrise
period and TrademarkClaims service. Any engagementfor the implementationand
provision of such servicesshall be in compliancewith all ICANN-mandated
regulations, agreements,guidanceand policies, as it is of paramount importanceof
the Applicant to protect the rights of all rightsholders.

Sunrise Period. As provided by the TrademarkClearinghousemodel set forth in the
ICANN Applicant Guidebook, the Sunrise service pre-registrationprocedurefor
domain namescontinues for at least 30 days prior to the launch of the general
registrationof domain names in the gTLD (unless Applicant decides to offer a
longer Sunrise period).

During the Sunriseperiod, holders of marks that have beenpreviously validatedby
the TrademarkClearinghousereceive notice of domain names that are an identical
match (as defined in the ICANN Applicant Guidebook) to their mark(s). Such notice
is in accordancewith ICANN's requirementsand is provided by Applicant either
directly or through Applicant-approvedregistrars.

Applicant requiresall registrants,either directly or through Applicant-approved
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registrars, to i) affirm that said registrantsmeet the Sunrise Eligibility
Requirements (SER), and ii} submit to the Sunrise Dispute Resolution Policy (SDRP)
consistentwith Section 6 of the TrademarkClearinghousemodel. At a minimum.
Applicant recognizesand honors all word marks for which a proof of use was
submittedand validated by the TrademarkClearinghouseas well as any additional
eligibility requirementsas specified in Question 18.

During the Sunriseperiod. Applicant and-^or Applicant-approvedregistrars, as
applicable, are responsiblefor determiningwhether each domain name is eligible to
be registered (including in accordancewith the SERs). As the Applicant will be the
only registrantunder Applicant's TLD, and the Applicant will comply with all
policies and directives of the TrademarkClearinghouseand all other relevant
rights protectionsmechanismsrelated to acceptedand acknowledgedrightsholders,
there will be no risk of threats to the rights of third parties as third party
registrationswill not be permitted.

TrademarkClaims Service. As provided by the TrademarkClearinghousemodel set
forth in the ICANN Applicant Guidebook, all new gTLDs will have to provide a
TrademarkClaims service for a minimum of 60 days after the launch of the general
registrationof domain names in the gTLD (TrademarkClaims period).

During the TrademarkClaims period, in accordancewith ICANN's requirements.
Applicant or the Applicant-approvedregistrarwill send a TrademarkClaims Notice
to any prospectiveregistrantof a domain name that is an identical match (as
defined in the ICANN Applicant Guidebook) to any mark that is validated in the
TrademarkClearinghouse.The TrademarkClaims Notice will include links to the
TrademarkClaims as listed in the TrademarkClearinghouseand will be provided at
no cost.

Prior to registrationof said domain name. Applicant or the Applicant-approved
registrarwill require each prospectiveregistrant to provide the warranties
dictated in the TrademarkClearinghousemodel set forth in the ICANN Applicant
Guidebook. Those warrantieswill include receipt and understandingof the Trademark
Claims Notice and confirmation that registrationand use of said domain name will
not infringe on the trademark rights of the mark holders listed. Without receipt of
said warranties, the Applicant or the Applicant-approvedregistrarwill not process
the domain name registration.

Following the registrationof a domain name, the Applicant-approvedregistrar will
provide a notice of domain name registrationto the holders of marks that have been
previously validatedby the TrademarkClearinghouseand are an identical match.
This notice will be as dictatedby ICANN. At a minimum Applicant will recognizeand
honor all word marks validatedby the TrademarkClearinghouse.

As Applicant will be the single and only registrantunder Applicant's TLD,
Applicant will be the only party to whom compliancewith the Trademark
Clearinghousewill apply. Applicant will at all times use the Trademark
Clearinghouseas a resourceto determinewhether its registrationsare in conflict
with the existing rights of third parties and, in the event of any conflict, will
act in accordancewith all relevant rights protectionmechanisms, including,
without limitation those describedin Specification7 of the ICANN-Registry
Operator Registry Agreement.

2. MechanismsDesignedto Identify and addressthe abusive use of registered
names on an ongoing basis
In addition to the Sunriseperiod and TrademarkClaims servicesdescribedin
Section 1 of this response.Applicant implements and adheresto RPMs post-launchas
mandatedby ICANN, and confirms that registrarsaccreditedfor the Applicant's TLD
are in compliancewith thesemechanisms.Certain aspectsof thesepost-launchRPMs
may be administeredon behalf of Applicant by Applicant-approvedregistrarsor by
subcontractorsof Applicant, such as its selectedbackendregistry services
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provider/ Verisign.

Applicant will implement and executeall post-launchservices listed in this
section, all of which shall be administeredon behalf of Applicant by Applicant-
approvedregistrarsor by subcontractorsof Applicant, such as its selectedbackend
registry servicesprovider, Verisign. At the appropriatetime, betweenpost-
submissionof this application and prior to the Applicant's TLD launch. Applicant
will-identify, determineand engagethe proper service provider (e.g., Applicant-
approvedregistrarand'^or selectedbackendregistry servicesprovider, Verisign) to
support its provision of the Sunriseperiod and TrademarkClaims service. Any
engagementfor the implementationand provision of such servicesshall be in
compliancewith all ICANN-mandatedregulations, agreements,guidanceand policies,
as it is of paramount importanceof the Applicant to protect the rights of all
rightsholders.

These post-launchRPMs include the establishedUniform Domain-Name Dispute-
Resolution Policy (UDRP), as well as the newer Uniform Rapid SuspensionSystem
(URS) and Trademark Post-DelegationDispute Resolution Procedure (PDDRP). Where
applicable. Applicant will implement all determinationsand decisions issuedunder
the correspondingRPM.

After a domain name is registered, trademarkholders can object to the registration
through the UDRP or URS. Objections to the operationof the gTLD can be made
through the PDDRP.

The following descriptionsprovide implementationdetails of each post-launchRPM
for the Applicant's TLD:

UDRP: The UDRP provides a mechanismfor complainantsto object to domain
name registrations.The complainant files its objection with a UDRP provider and
the domain name registranthas an opportunity to respond. The UDRP provider makes a
decision basedon the papers filed. If the complainant is successful,ownership of
the domain name registration is transferredto the complainant. If the complainant
is not successful,ownership of the domain name remains with the domain name
registrant.Applicant and entities operatingon its behalf adhere to all decisions
renderedby UDRP providers.
• URS: As provided in the Applicant Guidebook, all registriesare required
to implement the URS. Similar to the UDRP, a complainant files its objection with a
URS provider. The URS provider conductsan administrative review for compliance
with filing requirements.If the complaint passesreview, the URS provider notifies
the registry operatorand locks the domain. A lock means that the registry
restrictsall changesto the registrationdata, but the name will continue to
resolve. After the domain is locked, the complaint is servedto the domain name
registrant, who has an opportunity to respond. If the complainant is successful,
the registry operator is informed and the domain name is suspendedfor the balance
of the registrationperiod; the domain name will not resolve to the original
website, but to an informational web page provided by the URS provider. If the
complainant is not successful,the URS is terminatedand full control of the domain
name registration is returned to the domain name registrant. Similar to the
existing UDRP, Applicant and entities operating on its behalf adhere to decisions
renderedby the URS providers.
• PDDRP: As provided in the Applicant Guidebook, all registriesare required
to implement the PDDRP. The PDDRP provides a mechanismfor a complainant to object
to the registry operator'smanner of operationor use of the gTLD. The complainant
files its objection with a PDDRP provider, who performs a thresholdreview. The
registry operatorhas the opportunity to respondand the provider issues its
determinationbasedon the papers filed, although there may be opportunity for
further discovery and a hearing. Applicant participatesin the PDDRP processas
specified in the Applicant Guidebook.

Additional MeasuresSpecific to Rights Protection. Applicant provides additional
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measuresagainstpotentially abusive registrations, including those articulatedin
Applicant responseto question #28 and included in its attachedAbuse Prevention
and Mitigation ImplementationPlan. These measureshelp mitigate phishing,
pharming, and other Internet security threats. The measuresexceedthe minimum
requirementsfor RPMs defined by Specification7 of the Registry Agreement and are
available at the time of registration. All measuresarticulatedbelow will be
implementedto the extent and consistentwith Applicant responseto question #28
and included in its attachedAbuse Preventionand Mitigation ImplementationPlan,
and include:

• Rapid Takedown or SuspensionBased on Court Orders: Applicant complies
promptly with any order from a court of competent jurisdiction that directs it to
take any action on a domain name that is within its technical capabilitiesas a TLD
registry. These orders may be issuedwhen abusive content, such as child
pornography, counterfeit goods, or illegal pharmaceuticals,is associatedwith the
domain name.

• Anti-Abuse Process:Applicant implements an anti-abuseprocessthat is
executedbasedon the type of domain name takedown requested.The anti-abuse
processis for malicious exploitation of the DNS infrastructure, such as spam,
phishing, pharming, fast flux hosting, botnets, and malware.
• Authentication Procedures:Verisign, Applicant's selectedbackendregistry
servicesprovider, uses two-factor authenticationto augment security protocols for
telephone, email, and chat communications.
• Malware Code Identification: This safeguardreducesopportunitiesfor
abusive behaviors that use registereddomain names in the gTLD. Registrantsare
often unknowing victims of malware exploits. As Applicant's backendregistry
servicesprovider, Verisign has developedproprietarycode to help identify malware
in the zones it manages,which in turn helps registrarsby identifying malicious
code hidden in their domain names.

• DNSSEC Signing Service: Domain Name SystemSecurity Extensions (DNSSEC)
helps mitigate pharming attacks that use cache poisoning to redirect unsuspecting
users to fraudulent websitesor addresses.It uses public key cryptographyto
digitally sign DNS data when it comes into the systemand then validate it at its
destination. The Applicant's TLD is DNSSEC-enabledas part of Verisign's core
backendregistry services.

3. RESOURCING PLANS

Applicant projects it will use the following personnelroles to support the
implementationof RPMs:
o 1 senior level marketing^businessexecutive
o 1 technical manager
o 1 administrativeprofessional

To implement and manage the Applicant's TLD as describedin this application.
Applicant can scale as needed, and utilize resourcesprovided by our parent
company, as defined above. In particular, personnelcurrently involved in the
operationof Applicant's existing .com businesscan assistwith the needs of this
new TLD and may be transitionedover to supporting the TLD as the .com businesses
wind down in favor of the new TLD. In addition to these individuals, our parent
company will support our implementationof RPMs through the provision of their
resourcesas well as additional outside resourceson an as-neededbasis. Support
from our parent company will include accessto a law department, finance
department, information systems, technical support, human resourcesand such other
administrativesupport that may be required. In particular, we anticipateusing
outside advisors and lawyers to assist in managing any disputeswhich must be
resolved. Once the top level domain has been awarded, we do not anticipatedisputes
beyond what is frequently encounteredin operating the .com. However, given the
expandedopportunitiesassociatedwith operating the top level domain, we have
increasedthe likelihood of disputes, take down notices or such other matters and
increasedthe .com dispute resolution budget. We will utilize outside advisors to
provide the additional talent and resourcesand specializedknowledge that we
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cannot cost effectively maintain internally. Projectedcosts associatedwith these
resourcesare further discussedin the responseto Question 47 below.

ResourcePlanning Specific to Backend Registry.Activities

Verisign, Applicant's selectedbackendregistry servicesprovider, is an
experienced-backendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these staffing models to account for
new tools and processinnovations. These models enable Verisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections: Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnellevels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry services it provides to Applicant fully accountsfor cost related to this
infrastructure, which is provided as Line Ilb.G, Total Critical Function Cash
Outflows, within the Question 46 financial projections response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintained DNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.

Verisign projects it will use the following personnelroles, which are describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support the implementationof RPMs:

CustomerAffairs Organization: 9
Customer Support Personnel: 36

• Information Security Engineers: 11

To implement and manage the Applicant's TLD as describedin this application,
Verisign, Applicant's selectedbackendregistry servicesprovider, scales, as
needed, the size of each technical area now supporting its portfolio of TLDs.
Consistentwith its resourcemodeling, Verisign periodically reviews the level of
work to be performedand adjustsstaff levels for each technical area.

When usageprojections indicate a need for additional staff, Verisign's internal
staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewed by the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
manage only this proposedgTLD, Verisign realizessignificant economiesof scale
and ensuresits TLD best practicesare followed consistently. This consistent
application of best practiceshelps ensurethe security and stability of both the
Internet and this proposedgTLD, as Verisign holds all contributing staff members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensurethat new
staff members properly executetheir duties.

30(a).SecurityPolicy:Summaryof thesecuritypolicy for tlie proposed
registry
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1 DETAILED DESCRIPTION OF PROCESSESAND SOLUTIONS DEPLOYED TO MANAGE LOGICAL
SECURITY ACROSS INFRASTRUCTURE AND SYSTEMS, MONITORING AND DETECTING THREATS AND
SECURITY VULNERABILITIES AND TAKING APPROPRIATE STEPS TO RESOLVE THEM

The Applicant's selectedbackendregistry servicesprovider's (Verisign's)
comprehensivesecurity policy has evolved over the years as part of managing some
of the world's most critical TLDs. Verisign's Information Security Policy is the
primary guideline that sets the baselinefor all other-policies,procedures,and
standardsthat Verisign follows. This security policy addressesall of the critical
componentsfor the managementof backendregistry services, including architecture,
engineering, and operations.
Verisign's general security policies and standardswith respectto these areasare
provided as follows:
• Architecture

• Information Security Architecture Standard: This standardestablishesthe
Verisign standardfor application and network architecture.The document explains
the methods for segmentingapplication tiers, using authenticationmechanisms,and
implementing application functions.
• Information Security SecureLinux Standard: This standardestablishesthe
information security requirementsfor all systemsthat run Linux throughout the
Verisign organization.
• Information Security SecureOracle Standard:This standardestablishesthe
information security requirementsfor all systemsthat run Oracle throughout the
Verisign organization.
• Information Security Remote Access Standard: This standardestablishesthe
information security requirementsfor remote accessto terminal servicesthroughout
the Verisign organization.
• Information Security SSH Standard: This standardestablishesthe
information security requirementsfor the applicationof SecureShell (SSH) on all
systemsthroughout the Verisign organization.
• Engineering
• Secure SSL'^TLS Configuration Standard: This standardestablishesthe
information security requirementsfor the configuration of SecureSockets
Layer-'TransportLayer Security (SSL'^TLS) for all systemsthroughout the Verisign
organization.
• Information Security C++ Standards:These standardsexplain how to use and
implement the functions and applicationprogramming interfaces (APIs) within C++.
The document also describeshow to perform logging, authentication,and database
connectivity.
• Information Security Java Standards;These standardsexplain how to use
and implement the functions and APIs within Java. The document also describeshow
to perform logging, authentication,and databaseconnectivity.
• Operations
• Information Security DNS Standard: This standardestablishesthe
information security requirementsfor all systemsthat run DNS systemsthroughout
the Verisign organization.

Information Security CryptographicKey ManagementStandard: This standard
provides detailed information on both technology and processesfor the use of
encryption on Verisign information security systems.
• SecureApache Standard:Verisign has a multitude of Apache web servers,
which are used in both production and developmentenvironmentson the Verisign
intranet and on the Internet. They provide a centralized, dynamic, and extensible
interfaceto various other systemsthat deliver information to the end user.
Becauseof their exposureand the confidential nature of the data that these
systemshost, adequatesecuritymeasuresmust be in place. The SecureApache
Standardestablishesthe information security requirementsfor all systemsthat run
Apache web serversthroughout the Verisign organization.
• SecureSendmail Standard: Verisign uses sendmail servers in both the
production and developmentenvironmentson the Verisign intranet and on the
Internet. Sendmail allows users to communicatewith one anothervia email. The
SecureSendmail Standardestablishesthe information security requirementsfor all
systemsthat run sendmail serversthroughout the Verisign organization.
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• SecureLogging Standard: This standardestablishesthe information
security logging requirementsfor all systemsand applicationsthroughout the
Verisign organization. Where specific standardsdocumentshave been createdfor
operatingsystemsor applications, the logging standardshave been detailed. This
document covers all technologies.

Patch ManagementStandard: This standardestablishesthe information
security,patchand upgrademanagementrequirementsfor all systemsand applications
throughout Verisign.
• General

• Secure PasswordStandard: Becausepasswordsare the most popular and, in
many cases, the sole mechanismfor authenticatinga user to a system, great care
must be taken to help ensurethat passwordsare "strong" and secure. The Secure
PasswordStandarddetails requirementsfor the use and implementationof passwords.

SecureAnti-Virus Standard:Verisign must be protectedcontinuously from
computer viruses and other forms of malicious code. These threats can cause
significant damageto the overall operationand security of the Verisign network.
The SecureAnti-Virus Standarddescribesthe requirementsfor minimizing the
occurrenceand impact of these incidents.

Security processesand solutions for this TLD are basedon the standardsdefined
above, each of which is derived from Verisign's experienceand industry best
practice. These standardscomprise the framework for the overall security solution
and applicableprocessesimplementedacrossall products under Verisign's
management.The security solution and applicableprocessesinclude, but are not
limited to:

System and network accesscontrol (e.g., monitoring, logging, and backup)
Independentassessmentand periodic independentassessmentreports

• Denial of service (DoS) and distributeddenial of service (DDoS) attack
mitigation
• Computer and network incident responsepolicies, plans, and processes

Minimization of risk of unauthorizedaccessto systemsor tampering with
registry data
• Intrusion detectionmechanisms,threat analysis, defenses,and updates

Auditing of network access
• Physical security

Further details of theseprocessesand solutions are provided in Part B of this
response.

1.1 Security Policy and Proceduresfor the ProposedRegistry
Specific security policy relateddetails, requestedas the bulleted items of
Question 30 - Part A, are provided here.
IndependentAssessmentand Periodic IndependentAssessmentReports. To help ensure
effective security controls are in place, the Applicant, through its selected
backendregistry servicesprovider, Verisign, conducts a yearly American Institute
of Certified Public Accountants (AICPA) and CanadianInstitute of Chartered
Accountants (CICA) SAS 70 audit on all of its data centers, hostedsystems, and
applications. During theseSAS 70 audits, security controls at the operational,
technical, and human level are rigorously tested. These audits are conductedby a
certified and accreditedthird party and help ensure that Verisign in-place
environmentsmeet the security criteria specified in Verisign's customer
contractualagreementsand are in accordancewith commercially acceptedsecurity
controls and practices. Verisign also performs numerous audits throughout the year
to verify its security processesand activities. These audits cover many different
environmentsand technologiesand validate Verisign's capability to protect its
registry and DNS resolution environments.Figure 30A 1 lists a subsetof the
audits that Verisign conducts. For each audit program or certification listed in
Figure BOA 1, Verisign has included, as attachmentsto the Part B componentof
this response,copies of the assessmentreports conductedby the listed third-party
auditor. From Verisign's experienceoperating registries, it has determinedthat
together these audit programs and certificationsprovide a reliable means to ensure
effective security controls are in place and that these controls are sufficient to
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meet ICANN security requirementsand therefore are commensuratewith the guidelines
defined by ISO 27001.

AugmentedSecurity Levels or Capabilities. See Section 5 of this response.
Commitments Made to RegistrantsConcerningSecurity Levels. See Section 4 of this
response.

2 SECURITY CAPABILITIES ARE CONSISTENT WITH THE OVERALL BUSINESS APPROACH

AND'PLANNED SIZE OF THE REGISTRY
Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developedand uses proprietary
systemscaling models to guide the growth of its TLD supporting infrastructure.
These models direct Verisign's infrastructurescaling to include, but not be
limited to, server capacity, data storagevolume, and network throughput that are
aligned to projecteddemand and usagepatterns.Verisign periodically updates these
models to account for the adoption of more capableand cost-effective
technologies.
Verisign's scaling models are proven predictorsof neededcapacity and related
cost. As such, they provide the means to link the projectedinfrastructureneeds of
the TLD with necessaryimplementationand sustainmentcost. Using the projected
usage volume for the most likely scenario (defined in Question 46, Template 1 -
Financial Projections: Most Likely) as an input to its scaling models, Verisign
derived the necessaryinfrastructurerequired to implement and sustain this gTLD.
Verisign's pricing for the backendregistry services it provides to the Applicant
fully accounts for cost related to this infrastructure, which is provided as "Total
Critical Registry Function Cash Outflows" (Template 1, Line Ilb.G) within the
Question 46 financial projections response.
3 TECHNICAL PLAN ADEQUATELY RESOURCED IN THE PLANNED COSTS DETAILED IN THE

FINANCIAL SECTION

Verisign, the Applicant's selectedbackendregistry servicesprovider, is an
experiencedbackendregistry provider that has developeda set of proprietary
resourcingmodels to project the number and type of personnelresourcesnecessary
to operatea TLD. Verisign routinely adjusts these"staffingmodels to account for
new tools and processinnovations. These models enableVerisign to continually
right-size its staff to accommodateprojecteddemand and meet service level
agreementsas well as Internet security and stability requirements.Using the
projectedusagevolume for the most likely scenario (defined in Question 46,
Template 1 - Financial Projections; Most Likely) as an input to its staffing
models, Verisign derived the necessarypersonnel levels required for this gTLD's
initial implementationand ongoing maintenance.Verisign's pricing for the backend
registry servicesit provides to the Applicant fully accountsfor cost related to
this infrastructure, which is provided as "Total Critical Registry Function Cash
Outflows" (Template 1, Line Ilb.G) within the Question 46 financial projections
response.

Verisign employs more than 1,040 individuals of which more than 775 comprise its
technical work force. (Current statisticsare publicly available in Verisign's
quarterly filings.) Drawing from this pool of on-hand and fully committed technical
resources,Verisign has maintainedDNS operationalaccuracyand stability 100
percent of the time for more than 13 years for .com, proving Verisign's ability to
align personnelresourcegrowth to the scale increasesof Verisign's TLD service
offerings.
Verisign projects it will use the following personnelrole, which is describedin
Section 5 of the responseto Question 31, Technical Overview of ProposedRegistry,
to support its security policy:
• Information Security Engineers: 11

To implement and manage the TLD as describedin this application, Verisign, the
Applicant's selectedbackendregistry servicesprovider, scales, as needed, the
size of each technical area now supporting its portfolio of TLDs. Consistentwith
its resourcemodeling, Verisign periodically reviews the level of work to be
performedand adjustsstaff levels for each technical area.
When usageprojections indicate a need for additional staff, Verisign's internal
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staffing group uses an in-place staffing processto identify qualified candidates.
These candidatesare then interviewedby the lead of the relevant technical area.
By scaling one common team acrossall its TLDs insteadof creating a new entity to
manage only this proposedgTLD, Verisign realizessignificant economiesof scale
and ensuresits TLD best practicesare followed consistently.This consistent
application of best practiceshelps ensure the security and stability of both the
Internet and this proposedgTLD, as Verisign_holdsall contributing staff, members
accountableto the same proceduresthat guide its executionof the Internet's
largest TLDs (i.e., .com and .net). Moreover, by augmentingexisting teams,
Verisign affords new employeesthe opportunity to be mentoredby existing senior
staff. This mentoring minimizes start-up learning curves and helps ensure that new
staff members properly executetheir duties.
4 SECURITY MEASURES ARE CONSISTENT WITH ANY COMMITMENTS MADE TO REGISTRANTS

REGARDING SECURITY LEVELS

Verisign is the Applicant's selectedbackendregistry servicesprovider. For this
gTLD, no unique security measuresor commitmentsmust be made by Verisign or the
Applicant to any registrant.
5 SECURITY MEASURES ARE APPROPRIATE FOR THE APPLIED-FOR gTLD STRING (FOR
EXAMPLE, APPLICATIONS FOR STRINGS WITH UNIQUE TRUST IMPLICATIONS, SUCH AS FINANCIAL
SERVICES-ORIENTED STRINGS, WOULD BE EXPECTED TO PROVIDE A COMMENSURATE LEVEL OF
SECURITY)
No unique security measuresare necessaryto implement this gTLD. As defined in
Section 1 of this response,Verisign, the Applicant's selectedbackendregistry
servicesprovider, commits to providing backendregistry services in accordance
with the following international and relevant security standards;

American Institute of Certified Public Accountants (AICPA) and Canadian
Institute of CharteredAccountants (CICA) SAS 70
• WebTrust^SysTrustfor Certification Authorities (CA)
As defined in Section 1 of this response,Verisign, the Applicant's selected
backendregistry servicesprovider, commits to providing backendregistry services
in accordancewith the following internationaland relevant security standards:

American Institute of Certified Public Accountants (AICPA) and Canadian
Institute of CharteredAccountants (CICA) SAS 70
• WebTrust^SysTrustfor Certification Authorities (CA)

© InternetCorporationForAssignedNamesandNumbers.
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ICANN

NewgTLD Application Submittedto ICANN by: KBE gTLD Holding inc

Application DownloadedOn: 10 Oct 2014

String: theatre

Application ID: 1-1326-3558

Applicant Information

1. Full legal name

KBE gTLD Holding Inc

2. Addressof the principal placeof business

1619 Broadway
9th FLoor New York, New York - 10019 US

3. Phonenumber

0019174215467

4. Fax number

5. If applicable,websiteor URL

PrimaryContact

6(a). Name

Miguel Peschiera

6(b). Title
Legal & HR Analyst

6(c). Address
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6(d). PhoneNumber
(917) 421-5494

6(e). Fax Number

6(f). Email Address
miguel.peschiera0broadwayacrossamerica.com

SecondaryContact

7(a). Name

Sheila Lavu

7(b). Title
AssociateGeneral Council

7(c). Address

7(d). PhoneNumber
(917) 421-5467

7(e), Fax Number

7(f). Email Address

sheila.lavu0broadwayacrossamerica.com

Proofof Legal Establishment

8(a). Legal form of theApplicant

Corporation

8(b). Statethespecificnationalor otherjurisdiction thatdefinesthe type of entity identified in
8(a).
Delaware

8(c). Attach evidenceof theapplicant'sestablishment.
Attachmentsare not displayed on this form.

9(a). Ifapplyingcompanyis publiclytraded,provide theexchangeand symbol.

9(b). If the applying entity is asubsidiary,provide the parentcompany.
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9(c). Ifthe applying entity is a jointventure,list all joint venturepartners.

Applicant Background

11(a). Name(s)and position(s)of all directors

Name Position

JohnGore PresidentandChiefFinancialOfficer

11(b). Name(s)and position(s)of all officers andpartners

Name Position

Elliot H. Brown Secretary

IleneMeiseles AssistantTreasurer

JohnGore PresidentandChiefFinancialOfficer

PaulDietz Vice President

11(c). Name(s)and position(s)of all shareholdersholding atleast15% ofshares

11(d). For an applyingentity thatdoesnot havedirectors,officers, partners,or shareholders:
Name(s)andposition(s)of all individualshaving legal orexecutiveresponsibility

Applied-for gTLD string

13. Providethe applied-forgTLD string. If an IDN, providethe U-label.
theatre

14A. If applyingfor an IDN, providetheA-label (beginningwith "xn-").

14B. Ifan IDN, providethe meaning,or restatementof thestring in English,that is, a
descriptionof the literal meaningof thestring in the opinionof the applicant.

1401.Ifan IDN, provide thelanguageof the label (in English).
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14C2. If an IDN, provide thelanguageof the label (asreferencedby ISO-639-1).

14D1. If an IDN, providethe scriptof the label (in English).

14D2. If an IDN, providethe script of the label (asreferencedby ISO 15924).

14E. Ifan IDN, list all codepointscontainedin the U-label accordingto Unicodeform.

15A. Ifan IDN, upload IDN tablesfor the proposedregistry. AnIDN tablemustinclude:

1. theapplied-forgTLD string relevantto the tables,
2. thescriptor languagedesignator(asdefinedin BCP 47),
3. tableversionnumber,
4. effectivedate(DD Month YYYY), and
5. contactname,email address,andphonenumber.

Submissionof IDN tablesin a standards-basedformat is encouraged.

15B. Describethe processusedfor developmentof the IDN tablessubmitted,including
consultationsandsourcesused.

15C. List anyvariantsto theapplied-forgTLD string accordingto the relevantIDN tables.

16. Describethe applicant'sefforts to ensurethat thereareno knownoperationalor
renderingproblemsconcerningtheapplied-forgTLD string. If suchissuesareknown,
describestepsthatwill betakento mitigatetheseissuesin softwareandotherapplications.

Applicant's gTLD application is a non-IDN application. Applicant is
unaware of any known operationalor rendering problems related to
the applied for gTLD.

17. OPTIONAL

Providea representationof the labelaccordingto the InternationalPhoneticAlphabet
(http://www.langsci.ucl.ac.uk/ipa/).
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18A. Describethe mission/purposeof your proposedgTLD.

The mission of .theatreis to provide diverse internet
users an enhancedonline experiencewhile enriching society with
artistic and cultural diversity through high quality content,
information and authentic connectedexperiencescenteredon live
theatre, musicals, opera, ballet and other performing arts,
Broadway, and other related concepts, topics and activities,
.theatrewill be a top level domain operatedby KBE GTLD Holding
Inc., a wholly-owned subsidiaryof Key Brand Entertainment (KBE),
and intends to provide internet users with the confidence that all
of the programming, information, social media, shopping and'^or
lifestyle opportunities found on the .theatretop level domain is
authentic, genuine, safe, trusted, and secure.

18B. How do youexpectthatyour proposedgTLD will benefitregistrants,Internetusers,and
others?

The goal of .theatreis to provide a namespacefor high
quality, authentic information and online experiencesfor
individuals interestedin live theatre, musicals, opera, ballet and
other performing arts, Broadway, and other related concepts, topics
and activities. The reputationof KBE, through its operation of
broadway.com, is well recognizedfor high quality accessto
tickets, content, information and programming related to live
theatrearound the globe. The level of service to its customersis
highly regardedas the single most trusted source for Broadway and
live theatreentertainment.

Internet users will benefit because.theatrewill provide
an enhancedonline experiencethrough its ability to allow
registrantsto build more personalizedexperiencesfor internet
users seekingartistic and cultural diversity, .theatrewill
provide Applicant greatercontrol over the domain as a registry
operator, enabling the domain to be operatedwith the same
exceptionalvalues KBE has shown to users through the operationof
broadway.com.Additionally, new communities can be formed to
connect internet users with others interestedin theatre and other
performing arts, Broadway and entertainment.

.theatreintends to carefully safeguardthe user experience
to provide users confidence that they have found a trusted site,
and can be certain that users will find the high quality content.
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information and experiencesassociatedwith a TLD they know and
trust. New users will quickly come to recognizethat .theatre
stands for authentic, high quality, trusted sourcesfor information
about live theatre and other performing arts, entertainment,
experiences,products and services.

18C.Whatoperatingruleswill you adoptto eliminateor minimizesocialcosts(e.g., time or
financial resourcecosts,aswell asvarioustypesof consumervulnerabilities)?What other
stepswill you taketo minimize negativeconsequences/costsimposeduponconsumers?

All second level domains names used within .theatre

registry will have to adhere to string guidelines limiting the TLD
to verified theater-relatedregistrants, for the benefit of the TLD

Applicant intends to function in such a way that all domain
name registrationsin the TLD shall be registeredto registrants
who meet registrationcriteria. Applicant will not sell, distribute
or transfer control of domain name registrationsto any party that
does not meet the registrationcriteria.

After analyzing the operationof the TLD after the initial
rollout, applicant may choose to loosen its registrationpolicies
and run the TLD as an ''unrestricted"TLD. In that event Applicant
will partner with a corporateregistrar with expertisein running a
registry to support such efforts. Applicant intends to partner with
its current corporateregistrar or one of similar technical
capability and expertiseand allocate the appropriatefunds and
human resourcesto ensure that both itself, as the registry
operator, and its selectedregistrar are at all times in compliance
with ICANN guidelines.

19. Is theapplicationfor a community-basedTLD?

No
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20A. Providethe nameandfull descriptionof thecommunitythat the applicantis committing
to serve.In theeventthatthis applicationis included in a communitypriorityevaluation,it will
bescoredbasedon the communityidentified in responseto this question.The nameof the
communitydoesnot haveto befornrially adoptedfor the applicationto bedesignatedas
community-based.

20B. Explain the applicant'srelationshipto the communityidentified in 20(a).

20C. Providea descriptionof thecommunity-basedpurposeof theapplied-forgTLD.

20D. Explain the relationshipbetweenthe applied-for gTLD string andthe community
identified in 20(a).

20E. Providea completedescriptionof the applicant'sintendedregistrationpoliciesin
supportof the community-basedpurposeof the applied-forgTLD. Policiesandenforcement
mechanismsareexpectedto constitutea coherentset.

20F.Attach anywritten endorsementsfor the applicationfrom establishedinstitutions
representativeof the communityidentified in20(a).An applicantmay submitwritten
endorsementsby multiple institutions,if relevantto the community.

21A. Is the applicationfor a geographicname?

No

22. Describeproposedmeasuresfor protectionof geographicnamesat thesecondand
otherlevelsin theapplied-forgTLD. This shouldincludeany applicablerulesandprocedures
for reservationand/orreleaseof suchnames.

Applicant will comply with all requirementslisted in the
Registry Agreement in regards to reservednames - specifically 2.6
and Specification5, which contains a list of geographicnames that
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must be reservedby the registry operator.

Applicant will comply with any future ICANN policy
governing the reservationand^or releaseof such names.

Page8 of 58

Applicant is keenly aware of the sensitivity of national
governmentsin connectionwith protecting country and territory
identifiers in the Domain Name System (DNS).

22.1 Initial Reservationof Country and Territory Names

Applicant is committed to initially reserving the country
and territory names containedin the internationally recognized
lists describedin Article 5 of Specification 5 of the Registry
Agreement. Specifically, Applicant will reserve:

The short form (in English) of all country and territory
names containedon the ISO 3166-1 list, as updated from time to
time, including the EuropeanUnion, which is exceptionally reserved
on the ISO 3166-1 list, and its scope extendedin August 1999 to
any application needing to representthe name EuropeanUnion, see
http:- '̂̂ www. iso.org'^iso^support^country_codes/iso_3166_code_listS'^iso-
3166- l_decoding_table.htm#EU;

The United Nations Group of Experts on GeographicalNames
Technical ReferenceManual for the Standardizationof Geographical
Names, Part III: Names of Countries of the World; and

The list of United Nations member statesin six official
United Nations languagespreparedby the Working Group on Country
Names of the United Nations Conferenceon the Standardizationof

GeographicalNames.

22.2 The Legal Protectionof GeographicalIdentifiers

One of the more authoritative resourceson the current
stateof the law in connectionwith the protection of geographical
identifiers was authoredby the World Intellectual Property
Organization (WIPO) in its 2001 report, SecondWIPO Internet Domain
Name Process,The Recognition of Rights and the Use of Names in the
Internet Domain Name System. Chapter Six of this report was devoted
exclusively to the protection of geographicalidentifiers.
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In analyzing the well-establishedframework against the
misuse of geographicalidentifiers at the international, regional,
and national levels, WIPO identified the following two elements for
the protection of geographicalidentifiers: (i) a prohibition of
false descriptionsof the geographicalsource of goods; and (ii) a
more extensiveset of rules prohibiting the misuse of one class of
geographicalsource indicators, known as geographicalindications,
see Second WIPO Internet Domain Name ProcessReport, paragraphs206
and 210. Neither of these elements is present in Applicants's
proposeduse of geographicalidentifiers.

NotwithstandingWIPO's recommendationthat the protection
of geographicalidentifiers is ^'a difficult area on which views are
not only divided, but also ardently held," see paragraph237,
national governmentswithin the ICANN GovernmentalAdvisory
Committee (GAC) and other international fora have continued to
advocatefor increasedsafeguardsto protect against the misuse of
geographicalidentifiers within the DNS.

Applicant seeks to minimize any potential business
practicesthat might mislead consumers.At the same time, however
applicant believes that it is important to be able to use
geographicalidentifiers in fair and a non-misleadingmanner, if
such use can benefit Internet users as proposedin Applicant's
businessmodel.

As a minimum. Applicant will adopt any ICANN policy in
relation to the protection of country and geographicnames and
acronyms.

23. Providenameandfull descriptionof all the RegistryServicesto be provided.
Descriptionsshouldincludeboth technicalandbusinesscomponentsof eachproposed
service,andaddressany potentialsecurityor stability concerns.
The following registryservicesarecustomaryservicesofferedby a registryoperator:

A. Receiptof datafrom registrarsconcerningregistrationof domainnamesand name
servers.

B. Disseminationof TLD zonefiles.

C. Disseminationof contactor otherinformationconcerningdomainnameregistrations
(e.g.,port-43WHOIS, Web- basedWhois, RESTful Whoisservice),

D. InternationalizedDomain Names,whereoffered.
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E. DNSSecurity Extensions(DNSSEC).The applicant must describe whether any of
theseregistryservicesareintendedto be offered in amannerunique to theTLD.

Additional proposedregistryservicesthat areunique to the registry must also bedescribed.

Applicant has chosenCentralNic as the registry infrastructureprovider
for the TLD. Any information regarding technical and operational
capability of the proposedthe TLD registry (answers to questions23 -
44) therefore refers to CentralNic's registry infrastructuresystems.
Applicant and CentralNic hereby explicitly confirm that all registry
servicesstatedbelow are engineeredand will be provided in a manner
compliant with the new gTLD Registry Agreement, ICANN consensus
policies (such as Inter-RegistrarTransfer Policy and AGP Limits
Policy) and applicable technical standards.Except for the registry
servicesdescribedabove, no other serviceswill be provided by the
Registry that relate to (i) receipt of data from registrarsconcerning
registrationsof domain names and name servers; (ii) provision to
registrarsof status information relating to the zone servers for the
TLD;(iii) disseminationof TLD zone files; (iv) operationof the
Registry zone servers; or (v) disseminationof contact and other
information concerningdomain name server registrationsin the TLD as
required by the Registry Agreement.
There are no other products or services, except those describedabove
that the Registry Operatorwill provide (i) becauseof the
establishmentof a ConsensusPolicy, or (ii) by reasonof Applicant
being designatedas the Registry Operator.
Any changesto the registry servicesthat may be requiredat a later
time in the course of the Applicant operating the registry will be
addressedusing rules and proceduresestablishedby ICANN such as the
Registry ServicesEvaluation Policy.
Applicant proposesto operatethe following registry services,
utilising CentralNic's registry system:

23.1. Receipt of Data From Registrars
CentralNic will operatea SharedRegistry System (SRS) for the TLD.
The SRS consistsof a databaseof registereddomain names, host
objects and contact objects, accessedvia an Extensible Provisioning
Protocol (EPP) interface, and a web basedRegistrarConsole.
Registrarswill uses these interfacesto provide registrationdata to
the registry.
The SRS will be hostedat CentralNic'sprimary operationscentre in
London, UK. The primary operationscentre comprisesa resilient, fault-
tolerant network infrastructurewith multiple high quality redundant
links to backboneInternet carriers. The primary operationscentre is
hosted in Level 3's flagship Europeandata centre and boasts
significant physical security capabilities, including 24x7 patrols,
CCTV and card-basedaccesscontrols.

CentralNic'sexisting SRS system currently supportsmore than 250,000
domain names managedby over one 1,500 registrars.CentralNic has
effective and efficient 24x7 customersupport capabilities to support
these domain names and registrars, and this capability will be
expandedto meet the requirementsof the TLD and provide additional
capacity during periods of elevatedactivity (such as during Sunrise
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periods).
The SRS and EPF systemsare describedmore fully in §24 and §25. The
RegistrarConsole is describedin §31.
EPF is an extensibleprotocol by definition. Certain extensionshave
been put in place to comply with the new gTLD registry agreement,
ICANN Consensus.Policies and technical standards: -
1. Registry Grace Period Mapping - compliant with RFC 3915
2. DNSSEC Security Extensions- compliant with RFC 5910
3. Launch PhaseExtension - will be only active during the Sunrise
phase, before the SRS opens for the general public. The extensionis
compliant with the current Internet Draft https:-^-^github.com-^wil-^EPF-
Launch-Phase-Extension-Specification-^blob-^master^draft-tan-epp-
launchphase.txt
More information on EPF extensionsis provided in §25.
The SRS will implement and support all ICANN ConsensusPolicies and
Temporary Policies, including:
• Uniform Domain Name Dispute Resolution Policy
• Inter-RegistrarTransfer Policy
• Whois Marketing Restriction Policy
• RestoredNames Accuracy Policy
• Expired Domain Deletion Policy
• AGP Limits Policy

23.2. Provision to Registrarsof Status Information Relating to the
Zone Servers

CentralNic will operatea communicationschannel to notify registrars
of all operational issuesand activity relating to the DNS servers
which are authoritative for the TLD. This includes notifications
relating to:
1. Plannedand unplannedmaintenance;
2. Denial-of-serviceattacks;
3. unplannednetwork outages;
4. delays in publication of DNS zone updates;
5. security incidents such as attemptedor successfulbreachesof
accesscontrols;

6. significant changesin DNS server behaviour or features;
7. DNSSEC key rollovers.
Notifications will be sent via email (to preregisteredcontact
addresses),with additional notifications made via an off-site
maintenancesite and via social media channels.

23.3. Disseminationof TLD Zone Files

CentralNic will make TLD zone files available via the CentralizedZone
Data Access Provider according to specification4, section 2 of the
Registry Agreement.
Applicant will enter into an agreementwith any Internet user that
will allow such user to accessan Internet host server or servers
designatedby Applicant and download zone file data. The agreement
will be standardized,facilitated and administeredby a Centralized
Zone Data Access Provider (the ''XZDA Provider") . Applicant will
provide accessto zone file data using the file format describedin
Section 2.1.4 of Specification 4 of the New gTLD Registry Agreement.
Applicant, through the facilitation of the CZDA Provider, will request
each user to provide it with information sufficient to correctly
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identify and locate the user. Such user information will include,
without limitation, company name, contact name, address, telephone
number, facsimile number, email address,and the Internet host machine
name and IP address.

Applicant will provide the Zone File FTP (or other Registry supported)
service for an ICANN-specified and managedURL for the user to access-
the Registry's zone data archives. Applicant will grant the user a non
exclusive, non-transferable,limited right to accessApplicant's Zone
File FTP server, and to transfer a copy of the top-level domain zone
files, and any associatedcryptographicchecksumfiles no more than
once per 24 hour period using FTP, or other data transport and access
protocols that may be prescribedby ICANN.
Applicant will provide zone files using a sub-format of the standard
Master File format as originally defined in RFC 1035, Section 5,
including all the records present in the actual zone used in the
public DNS.
Applicant, through CZDA Provider, will provide each user with access
to the zone file for a period of not less than three (3) months.
Applicant will allow users to renew their Grant of Access.
Applicant will provide, and CZDA Provider will facilitate, accessto
the zone file to user at no cost.

23.4. Operation of the Registry Zone Servers
The TLD zone will be served from CentralNic'sauthoritative DNS

system. This system has operatedat 100% service availability since
1996 and has been developedinto a secureand stable platform for
domain resolution. Partneringwith Community DNS, CentralNic's DNS
system includes nameserversin more than forty cities, on five
continents. The DNS system fully complies with all relevant RFCs and
all ICANN specifications,and has been engineeredto ensure resilience
and stability in the face of denial-of-serviceattacks, with
substantialoverheadand geographicaldispersion.
The DNS system is describedfurther in §35.

23.5. Disseminationof Contact and Other Information Concerning Domain
Name Server Registrations
CentralNic will operatea Whois service for the TLD. The Whois service
will provide information about domain names, contact objects, and name
server objects stored in the SharedRegistry System via a port-43
service compliant with RFC 3912. The Whois service will permit
interestedparties to obtain information about the RegisteredName
Holder, Administrative, Technical and Billing contacts for domain
names. The Whois service will return records in a standardisedformat

which complies with ICANN specifications.
CentralNic will provide accessto the Whois service at no cost to the
generalpublic.
CentralNic'sWhois service supportsa number of features, including
rate limiting to prevent abuse, privacy protections for natural
persons, and a secureSearchableWhois Service. The Whois service is
more fully describedin §26.
Should ICANN specify alternative formats and protocols for the
disseminationof Domain Name RegistrationData, CentralNic will
implement such alternativespecificationsas soon as reasonably
practicable.
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23.6. DNSSEC

The TLD zone will be signed by DNSSEC. CentralNic uses the award-
winning signer technology from Xelerance Corporation. Zone files will
be signed using NSEC3 with opt-out, following a DNSSEC Practice
Statementdetailed in §43.
CentralNic's DNSSEC implementationcomplies with RFCs 4033, 4034,
4035, 4509 and follows the best practicesdescribedin RFC 4641.
HashedAuthenticatedDenial of Existence (NSEC3) will be implemented,
which complies with RFC 5155. The SRS will accept public-key material
from child domain names in a securemanner according to industry best
practices (specifically the secDNS EPP extension, describedin RFC
5910). CentralNic will also publish in its website the DNSSEC Practice
Statements(DPS) describing critical security controls and procedures
for key material storage, accessand usage for its own keys and secure
acceptanceof registrants'public-key material. CentralNic will
publish its DPS following the format describedin the '"DPS-framework"
Internet Draft within 180 days after that draft becomesan RFC.

23.7. Rights ProtectionMechanisms
Applicant will provide all mandatoryRights ProtectionMechanismsthat
are specifiedby ICANN in the Registry Agreement, the Rights
protection Requirements,and the TrademarkClearinghouse,namely
Trademark Claims Service, Sunrise service. Notice of Registration
Periods, Claims Period, and any and all other ICANN requirements.All
the required RPM-relatedpolicies and proceduressuch as UDRP, URS,
PDDRP and RRDRP will be adoptedand used in the TLD. More information
is available in §29.

In addition to such RPMs, Applicant may develop and implement
additional RPMs that discourageor prevent registrationof domain
names that violate or abuse anotherparty's legal rights. Applicant
will include all ICANN mandatedand independentlydevelopedRPMs in
the registry-registraragreemententeredinto by ICANN-accredited
registrarsauthorisedto register names in the TLD. Applicant shall
implement thesemechanismsin accordancewith requirementsestablished
by ICANN each of the mandatoryRPMs set forth in the Trademark
Clearinghouse.
The "LaunchPhase"EPP extension (describedabove) will be used to
implement an SRS interface during the Sunriseperiod for the TLD.
Depending on the final specification for the TrademarkClaims Service
(details of which have not yet been published), an additional EPP
extensionmay be required in order to implement this service. If this
is necessary,the extensionwill be designedto minimise its effect on
the operationof the SRS and the requirementson registrars, and will
only be in place for a limited period while the TrademarkClaims
Service is in effect for the TLD.

23.8. Registrar Support and Account Management
CentralNic will leverageits 16 years of experienceof supportingover
1,500 registrarsto provide high-quality 24x7 support and account
managementfor the TLD registrars.CentralNic's experiencedtechnical
and customersupport personnelwill assist the TLD registrarsduring
the on-boardingand OT&E process, and provide responsivepersonal
support via email, phone and a web basedsupport ticketing system.
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23.9. Reporting to ICANN
Applicant and CentralNic will compile and transmit a monthly report to
ICANN relating to the TLD. This report will comply with Specification
3 of the Registry Agreement.

23.10. PersonnelResourcesof CentralNic
The technical, operationsand support functions of the registry will
performed in-house by CentralNic'spersonnel.These personnelperform
these functions on a full-time basis.

23.10.1. Technical Operations
Technical Operationsrefers to the deployment, maintenance,monitoring
and security of the registry system, including the SRS and the other
critical registry functions. Technical Operationsstaff design, build,
deploy and maintain the technical infrastructurethat supports the
registry system, including power distribution, network design, access
control, monitoring and logging services, and server and database
administration. Internal helpdeskand incident reporting is also
performed by the Technical Operationsteam. The Technical Operations
team performs 24x7 monitoring and support for the registry system and
mans the Network OperationsCentre (NOC) from which all technical
activities are co-ordinated.

CentralNic intends to maintain a Technical Operationsteam consisting
of the following positions. These personswill be responsiblefor
managing, developing and monitoring the registry system for the TLD on
a 24x7 basis:

• Senior OperationsEngineer(s)
• OperationsEngineer(s)
• Security Engineer

23.10.2. Technical Development
The Technical Development team develops and maintains the software
which implements the critical registry functions, including the EPF,
Whois, Zone file generation, data escrow, reporting, backoffice and
web-basedmanagementsystems (intranet and extranet), and open-source
registrar toolkit software. All critical registry software has been
developedand maintained in-house by this team.
CentralNic intends to maintain a Technical Development team consisting
of the following positions. These personswill be responsiblefor
maintaining and developing the registry software which will support
the TLD:

• Senior Technical Developer x 2
• Technical Developer x 3

23.10.3. Technical Support
Technical Support refers to 1st, 2nd and 3rd line support for
registrarsand end-users.Areas covered include technical support for
systemsand services,billing and account management.Support
personnelalso deal with complianceand legal issuessuch as UDRP and
URS proceedings,abuse reports and enquiries from law enforcement.
1st line support issuesare normally dealt with by these personnel.
2nd and 3rd line support issues (relating to functional or operational
issueswith the registry system) are escalatedto Technical Operations
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or Technical Developmentas necessary.
The Technical Support team will consist of the following positions:
• OperationsManager
• Support Manager
• Support Agent(s)
Our overseasaccount managersalso perform basic support functions, •
escalatingto the support agents in London where necessary.

23.10.4. Key Personnel

23.10.4.1. Gavin Brown - Chief Technology Officer
Gavin has worked at CentralNic since 2001, becoming CTO in 2005. He
has overall responsibility for all aspectsof the SRS, Whois, DNS and
DNSSEC systems. He is a respectedfigure in the domain industry and
has been published in severalprofessionaltechnical journals, and co-
authoreda book on the Perl programming language. He also participates
in a number of technical, public policy and advocacygroups and
several open source projects. Gavin has a BSc (hons) in Physics from
the University of Kent.

23.10.4.2. Jenny White - OperationsManager
Jenny has been with CentralNic for nine years. Throughout this time
she has expertly managedcustomerrelations with external partners,
preparednew domain launch processesand documentation,manageddaily
support and maintenancefor over 1,500 Registrars, carried out
extensivetroubleshootingwithin the registrar environment to ensure
optimum usability for registrarsacross communicationplatforms,
handled domain disputes (from mediation to WIPO filing), and liaised
with WIPO to implement changesto the Dispute Resolution Procedure
when necessary.

23.10.4.3. Adam Armstrong - Senior OperationsEngineer
Adam has recently joined CentralNic as Senior OperationsEngineer. In
this role he is responsiblefor the operationand developmentof the
systemand network infrastructurefor the registry system. Adam has
previously worked at a number of large UK ISPs including Jersey
Telecom and Packet Exchange. He is also the lead developerof
Observium, a network managementsystem used by ICANN (amongstothers).
Adam has brought his strong knowledge of network design, management
and security to bear at CentralNic and will overseethe operationof
the SRS for the TLD.

23.10.4.4. Milos Negovanovic - Senior Technical Developer
Milos has worked at CentralNic since 2009. He has a backgroundin
building rich web applicationsand protocol servers. His main areasof
responsibility are the RegistrarConsole, EPP and backoffice functions,

23.10.4.5. Mary 0'Flaherty - Senior Technical Developer
Mary has worked at CentralNic since 2008. She plays an integral role
in the ongoing design, developmentand maintenanceof the registry as
a whole and has specific experiencewith the EPP system. Registrar
Console and Staff Console. Mary has a 1st class Honors degree in
Computer Science from University College Cork and has previously
worked for Intel and QAD Ireland.
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23.10.5. Job Descriptions
CentralNic will recruit a number of new employeesto perform technical
duties in relation to the TLD and other gTLDs. The following job
descriptionswill be used to define these roles and select candidates
with suitable skills and experience.

23.10.5.1. OperationsEngineer
OperationsEngineersassist in the maintenanceand developmentof the
network and server infrastructureof the registry system. Operations
Engineershave a good knowledge of the TCP'^IP protocol stack and
related technologies,and are familiar with best practice in the areas
of network design and managementand systemadministration. They
should be competentsystem administratorswith a good knowledge of
Unix systemadministration, and some knowledge of shell scripting,
software developmentand databases.OperationsEngineershave 1-2
year's relevant commercial experience.OperationsEngineersreport to
and work with the Senior OperationsEngineer, who provides advice and
mentoring. OperationsEngineersparticipate in manning the NOC on a
24x7 basis and participate in the on-call shift rota.

23.10.5.2. Security Engineer
Security Engineersenhanceand assurethe security of the registry
system. Day-to-day responsibilitiesare: respondingto security
incidents, performing analysis and remediatingvulnerabilities,
conducting tests of accesscontrols, refining systemconfiguration to
improve security, training other team members, reviewing source code,
maintaining security policies and procedures,and gathering
intelligence relating to threats to the registry. Security Engineers
have 1-2 year's relevant commercial experience.This role reports to
and works with the Senior OperationsEngineer and CTO. Security
Engineersparticipate in manning the NOC on a 24x7 basis and
participate in the on-call shift rota.

23.10.5.3. Technical Developer
Technical Developersare maintain the software which supports the
registry. Day-to-day responsibilitiesare developing new systems in
responseto requestsfrom managementand customers,correcting bugs in
existing software, and improving its performance.Technical Developers
have a good knowledge of general programmingpracticesincluding use
of revision control and code review systems. Developershave a good
awarenessof security issues, such as those describedin advisories
publishedby the oWASP Project. Developershave at least one years'
commercial experiencein developing applications in programming
languagessuch as PHP, Perl, and Python, although knowledge of domain
technologiessuch as EPP and DNS is not critical. Technical Developers
work as part of a team, with advice and mentoring from the Senior
Technical Developers, to whom they report.

23.10.6. ResourceMatrix

To provide a means to accuratelyand objectively predict human
resourcerequirementsfor the operationof the registry system,
CentralNic has developeda ResourcingMatrix, which assignsa
proportion of each employee'savailable time to each aspectof

file:///C:/Users/Tim%20Hyland/Downloads/l-1326-3558_THEATRE%20(4).html 3/16/2015

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 105 of 123 PageID# 109



rage1 / or D5

registry activities. These activities include technical work such as
operationsand development, as well as technical support, registrar
account management,rights protection, abuseprevention, and financial
activity such as payroll, cash collection, etc. This matrix then
permits the calculation of the total HR resourceassignedto each area.
A copy of the Resourcing.Matrixis included as Appendix 23;2. It is
important to note that the available resourcescover the operationof
CentralNic'sentire registry operations: this includes CentralNic's
own domain registry portfolio (uk.com, us.com, etc), the .LA ccTLD, as
well as the gTLDs for which CentralNic will provides registry services.
The actual proportion of human technical resourcesrequired
specifically for the TLD is determinedby the relative size of the TLD
to the rest of CentralNic'soperations.This calculation is basedon
the projectednumber of domains after three years of operation: the
optimistic scenario is used to ensurethat sufficient personnelis on
hand to meet periods of enhanceddemand. CentralNic has calculated
that, if all its TLD clients are successfulin their applications, and
all meet their optimistic projections after three years, its registry
systemwill be required to support up to 4.5 million domain names.
Since the optimistic projection for the number of domains registered
in the TLD after three years is a very small fraction of CentralNic's
total number of domains registeredthe TLD will therefore require only
a small fraction of CentralNic's total available HR resourcesin order

operate fully and correctly. In the event that registrationvolumes
exceedthis figure, CentralNic will proactively increasethe size of
the Technical Operations, Technical Developmentand support teams to
ensurethat the needsof the TLD are fully met. Revenuesfrom the
additional registrationvolumes will fund the salariesof these new
hires. Nevertheless,CentralNic is confident that the staffing
outlined above is sufficient to meet the needs of the TLD for at least

the first 18 months of operation.

24. SharedRegistrationSystem(SRS)Performance:
describe

• the plan foroperationof a robust and reliableSRS.SRSis a critical registry function
for enablingmultipleregistrarsto provide domainnameregistrationservicesin the
TLD. SRSmust include
the EPPinterfaceto the registry,aswell asany otherinterfacesintendedto be
provided, if theyarecritical to the functioning of the registry.Pleaserefer to
the requirementsin Specification6 (section1.2) andSpecification10 (SLA Matrix)
attachedto the RegistryAgreement;and
• resourcingplansfor the initial implementationof, and ongoingmaintenancefor, this
aspectof the criteria (numberanddescriptionof personnel
rolesallocatedto this area).
A completeanswershouldinclude,but is not limited to:

• A high-levelSRSsystemdescription;
• Representativenetworkdiagram(s);
• Numberof servers;
• Descriptionof interconnectivitywith otherregistrysystems;
• Frequencyof synchronizationbetweenservers;and
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Synchronizationscheme(e.g., hot standby,cold standby).

Except where specified this .answer refers to -the operations
of the Applicant's outsourceRegistry Service Provider, CentralNic.

24.1. Registry Type
CentralNic operatesa "thick" registry in which the

registry maintains copies of all information associatedwith
registereddomains. Registrarsmaintain their own copies of
registration information, thus registry-registrarsynchronization
is required to ensure that both registry and registrar have
consistentviews of the technical and contact information

associatedwith registereddomains. The Extensible Provisioning
Protocol (EPP) adopted supports the thick registry model. See §25
for further details.

24.2. Architecture

Figure 24.1 provides a diagram of the overall configuration
of the SRS. This diagram should be viewed in the context of the
overall architectureof the registry systemdescribedin §32.

The SRS is hosted at CentralNic'sprimary operationscentre
in London. It is is connectedto the public Internet via two
upstreamconnections,one of which is provided by Qube. Figure 32.1
provides a diagram of the outbound network connectivity.
Interconnectionwith upstreamtransit providers is via two BGP
routers which connect to the firewalls which implement access
controls over registry services.

Within the firewall boundary, connectivity is provided to
serversby means of resilient gigabit ethernetswitches
implementing SpanningTree Protocol.

The registry system implements two interfacesto the SRS:
the standardEPP system (describedin §25) and the Registrar
Console (describedin §31). These systemsinteract with the primary
registry database(describedin §33). The databaseis the central
repository of all registry data. Other registry servicesalso
interact with this database.

An internal "Staff Console" is used by CentralNic personnel
to perform managementof the registry system.

24.3. EPP SystemArchitecture
A descriptionof the characteristicsof the EPP system is

provided in §25. This responsedescribesthe infrastructurewhich
supports the EPP system.

A network diagram for the EPP system is provided in Figure
24.2. The EPP system is hosted at the primary operationscentre in
London. During failover conditions, the EPP systemoperatesfrom
the Isle of Man Disaster Recovery site (see §34).

CentralNic's EPP systemhas a three-layerlogical and
physical architecture,consisting of load balancers,a cluster of
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front-end protocol servers, and a pool of application servers. Each
layer can be scaledhorizontally in order to meet demand.

RegistarsestablishTLS-securedTCP connectionsto the load
balancerson TCP port 700. Load is balancedusing DNS round-robin
load balancing.

- The load balancerspass sessionsto the EPP protocol
servers. Load is distributed using a weighted-least-connections
algorithm. The protocol servers run the Apache web server with the
mod_epp and mod_proxy_balancermodules. These serversprocess
sessioncommands ("hello", "login" and "logout") and function as
reverseproxies for query and transform commands, converting them
into plain HTTP requestswhich are then distributed to the
application servers. EPP commandsare distributed using a weighted-
least-connectionsalgorithm.

Application servers receives EPP commands as plain HTTP
requests,which are handled using application businesslogic.
Application serversprocesscommands and prepareresponseswhich
are sent back to the protocol servers, which return responsesto
clients over EPP sessions.

Each componentof the system is resilient: multiple inbound
connections, redundantpower, high availability firewalls, load
balancersand application server clustersenable seamlessoperation
in the event of component failure. This architecturealso allows
for arbitrary horizontal scaling: commodity hardware is used
throughout the systemand can be rapidly added to the system,
without disruption, to meet an unexpectedgrowth in demand.

The EPP systemwill comprise of the following systems:
• 4x load balancers (lU rack mount serverswith quad-core

Intel processors,16GB RAM, 40GB solid-statedisk drives, running
the Centos operating systemusing the Linux Virtual Server [see
http:^'^www.linuxvirtualserver.org-^])

• 8x EPP protocol servers (lU rack mount serverswith dual-
core Intel processors,16GB RAM, running the CentOS operating
systemusing Apache and mod_epp)

• 20x application servers (lU rack mount serverswith dual-
core Intel processors,4GB of RAM, running the CentOS operating
system using Apache and PHP)

24.3.1. mod_epp
mod_epp is an Apache servermodule which adds support for

the EPP transportprotocol to Apache. This permits implementation
of an EPP server using the various featuresof Apache, including
CGI scripts and other dynamic requesthandlers, reverseproxies,
and even static files. mod_epp was originally developedby Nic.at,
the Austrian ccTLD registry. Since its release, a large number of
ccTLD and other registrieshave deployed it and continue to support
its developmentand maintenance.Further information can be found
at http:'^'^sourceforge.net-^projects^aepps.CentralNic uses mod_epp
to manage EPP sessionswith registrar clients, and to convert EPP
commands into HTTP requestswhich can then be handled by backend
application servers.
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24.3.2. mod_proxy_balancer
mod_proxy_balanceris a core Apache module. Combined with

the mod_proxy module, it implements a load-balancingreverseproxy,
and includes a number of load balancing algorithms and automated
failover betweenmembers of a cluster. CentralNic uses

mod_proxy_balancerto distribute EPP commands to backend
application servers.

24.4. Performance

CentralNic performs continuous remote monitoring of its EPP
system, and this monitoring includes measuringthe performanceof
various parts of the system. As of writing, the averageround-trip
times (RTTs) for various functions of the EPP system were as
follows:

• connect time: 87ms

• login time: 75ms
• hello time: 21ms

• check time: 123ms

• logout time: 20ms
These figures include an approximate latency of 2.4ms due

to the distant between the monitoring site and the EPP system. They
were recordedduring normal weekday operationsduring the busiest
time of the day (around 1300hrs UTC) and compare very favourably to
the requirementof 4,000ms for sessioncommands and 2,000ms for
query commandsdefined in the new gTLD Service Level Agreement.
RTTs for overseasregistrarswill be higher than this due to the
greaterdistancesinvolved, but will remain well within
requirements.

24.5. Scaling
Horizontal scaling is preferredover vertical scaling.

Horizontal scaling refers to the introduction of additional nodes
into a cluster, while vertical scaling involves using more powerful
equipment (more CPU cores, RAM etc) in a single system. Horizontal
scaling also encourageseffective mechanismsto ensurehigh-
availability, and eliminate single points of failure in the system.

Vertical scaling leveragesMoore's Law: when units are
depreciatedand replaced, the new equipment is likely to be
significantly more powerful. If the averagelifespan of a server in
the system is three years, then its replacementis likely to be
around four times as powerful as the old server.

For further information about Capacity Managementand
Scaling, pleasesee §32.

24.6. RegistrarConsole
The RegistrarConsole is a web-basedregistrar account

managementtool. It provides a secureand easy-to-usegraphical
interface to the SRS. It is hosted on a virtual platform at the
primary operationscentre in London. As with the rest of the
registry system, during a failover condition it is operatedfrom
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the Isle of Man. The virtual platform is describedin Figure 24.3.
The featuresof the RegistrarConsole are describedin §31.
The virtual platform is a utility platform which supports

systemsand serviceswhich do not operateat significant levels of
load, and which thereforedo not require multiple serversor the
additional performancethat running on "bare metal" would provide.
The platform functions as a private cloud, with redundantstorage
and failover betweenhosts.

The RegistrarConsole currently sustainsan averageof 6
page requestsper minute during normal operations,with peak
volumes of around 8 requestsper minute. Volumes during weekends
are significantly lower (fewer than 1 requestsper minute).
Additional load resulting from this and other new gTLDs is expected
to result in a trivial increasein Registrar Console request
volumes, and CentralNic does not expect additional hardware
resourcesto be required to support it.

methods

24.7. Quality Assurance
CentralNic employs the following quality assurance(QA)

1. 24x7x365 monitoring provides reports of incidents to NOC
2. Quarterly review of capacity, performanceand reliability
3. Monthly reviews of uptime, latency and bandwidth

consumption
4. Hardware depreciationschedules
5. Unit testing framework
6. Frequent reviews by QA working group
7. Schema validation and similar technologiesto monitor

compliance on a real-time, ongoing basis
8. Revision control software with online annotationand

change logs
9. Bug Tracking system to which all employeeshave access
10. Code Review Policy in place to enforce peer review of

all changesto core code prior to deployment
11. Software incorporatesbuilt-in error reporting

mechanismsto detect flaws and report to Operationsteam
12. Four stagedeployment strategy: development

environment, staging for internal testing, OT&E deployment for
registrar testing, then finally production deployment

13. Evidence-basedproject scheduling
14. Specificationdevelopmentand revision
15. Weekly milestonesfor developers
16. Gantt charts and critical path analysis for project

planning
Registry system updatesare performed on an ongoing basis,

with any user-facingupdates (ie changesto the behaviour of the
EPP interface) being scheduledat specific times. Disruptive
maintenanceis scheduledfor periods during which activity is
lowest.

24.8. Billing
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CentralNic operatesa complex billing system for domain
name registry services to ensure registry billing and collection
servicesare feature rich, accurate, secure, and accessibleto all
registrars.The goal of the system is to maintain the integrity of
data and create reports which are accurate,accessible,secured,
and scalable. The foundation of the processis debit accounts
establishedfor each registrar. CentralNic will withdraw all domain
fees from the registrar'saccount on a per-transactionbasis.
CentralNic will provide fee-incurring services (e.g., domain
registrations, registrar transfers, domain renewals) to a registrar
for as long as that registrar'saccount shows a positive balance.

Once ICANN notifies Applicant that a registrar has been
issuedaccreditation,CentralNic will begin the registraron-
boarding process, including setting up the registrar'sfinancial
account within the SRS.

24.9. Registrar Support
CentralNic provides a multi-tier support system on a 24x7

basis with the following support levels:
• 1st Level: initial support level responsiblefor basic

customer issues. The first job of 1st Level personnel is to gather
the customer'sinformation and to determinethe customer'sissue by
analyzing the symptoms and figuring out the underlying problem.

• 2nd Level: more in-depth technical support level than 1st
Level support containing experiencedand more knowledgeable
personnelon a particular product or service. Techniciansat this
level are responsiblefor assisting1st Level personnelsolve basic
technical problems and for investigatingelevatedissuesby
confirming the validity of the problem and seeking for known
solutions related to thesemore complex issues.

• 3rd Level: the highest level of support in a three-tiered
technical support model responsiblefor handling the most difficult
or advancedproblems. Level 3 personnelare experts in their fields
and are responsiblefor not only assistingboth 1st and 2nd level
personnel, but with the researchand developmentof solutions to
new or unknown issues.

CentralNic provides a support ticketing system for tracking
routine support issues. This is a web basedsystem (available via
the Registrar Console) allowing registrarsto report new issues,
follow up on previously raised tickets, and read responsesfrom
CentralNic support personnel.

When a new trouble ticket is submitted, it is assigneda
unique ID and priority. The following priority levels are used: ss

1. Normal: general enquiry, usagequestion, or feature
enhancementrequest. Handled by 1st level support.

2. Elevated: issue with a non-critical feature for which a

work-around may or may not exist. Handled by 1st level support.
3. Severe: serious issue with a primary feature necessary

for daily operationsfor which no work-around has been discovered
and which completely prevents the feature from being used. Handled
by 2nd level support.
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4. Critical: A major production system is down or severely
impacted. These issuesare catastrophicoutagesthat affect the
overall Registry System operations.Handled by 3rd level support.

Depending on priority, different personnelwill be alerted
to the existenceof the ticket. For example, a Priority 1 ticket
will causea notification to be emailed to the registrar customer
support team, but a Priority 4 ticket will result in a broadcast
messagesent to the pagersof senior operationsstaff including the
CTO. The systempermits escalationof issues that are not resolved
within target resolution times.

24.10. Enforcementof Eligibility Requirements
The SRS supports enforcementof eligibility requirements,

as required by specific TLD policies.
Figure 24.4 describesthe processby which registration

requestsare validated. Prior to registration, the registrant's
eligibility is validated by a Validation Agent. The registrant then
instructs their registrar to register the domain. The SRS returns
an "Object Pending" result code (1001) to the registrar.

The request is sent to the Validation Agent by the
registry. The Validation Agent either approvesor rejects the
request, having reconciled the registrationinformation with that
recordedduring the eligibility validation. If the requesthas been
approved, the domain is fully registered. If it is rejected, the
domain is immediately removed from the database.A messageis sent
to the registrar via the EPP messagequeue in either case. The
registrar then notifies the registrantof the result.

24.11. InterconnectivityWith Other Registry Systems
The registry system is basedon multiple resilient

statelessmodules. The SRS, Whois, DNS and other systemsdo not
directly interact with each other. Interactionsare mediatedby the
databasewhich is the single authoritativesource of data for the
registry as a whole. Individuals modules perform "CRUD" (create,
read, update, delete) actions upon the database.These actions then
affect the behaviourof other registry systems: for example, when a
registrar adds the "clientHold" status to a domain object, this is
recorded in the database.When a query is received for this domain
via the Whois service, the presenceof this statuscode in the
databaseresults in the "Status: CLIENT HOLD" appearingin the
whois record. It will also be noted by the zone generationsystem,
resulting in the temporary removal of the delegationof the domain
name from the DNS.

24.12. Resilience

The SRS has a statelessarchitecturedesignedto be fully
resilient in order to provide an uninterruptedservice in the face
of failure or one or more parts of the system. This is achievedby
use of redundanthardware and network connections,and by use of
continuous "heartbeat"monitoring allowing dynamic and high-speed
failover from active to standby components,or betweennodes in an
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active-activecluster. These technologiesalso permit rapid scaling
of the system to meet short-term increasesin demandduring "surge"
periods, such as during the initial launch of a new TLD.

24.12.1. SynchronisationBetween Serversand Sites
CentralNic's system is implementedas multiple stateless

systemswhich interact via a central registry database.As a
result, there are only a few situationswhere synchronisationof
data between servers is necessary;

1. replication of data betweenactive and standby servers
(see §33). CentralNic implements redundancyin its databasesystem
by means of an active-^standbydatabasecluster. The databasesystem
used by CentralNic supportsnative real-time replication of data
allowing operation of a reliable hot standby server. Automated
heartbeatmonitoring and failover is implementedto ensure
continuedaccessto the databasefollowing a failure of the primary
databasesystem.

2. replication is used to synchronisethe primary
operationscentre with the DisasterRecovery site hosted in the
Isle of Man (see §34). Databaseupdatesare replicatedto the DR
site in real-time via a securedVPN, providing a "hot" backup site
which can be used to provide registry services in the event of a
failure at the primary site.

24.13. OperationalTesting and Evaluation (OT&E)
An OperationalTesting and Evaluation (OT&E) environment is

provided for registrarsto develop and test their systems. The OT&E
system replicates the SRS in a clean-roomenvironment. Access to
the OT&E system is unrestrictedand unlimited: registrarscan
freely createmultiple OT&E accountsvia the RegistrarConsole.

24.14. Resourcing
As can be seen in the ResourcingMatrix found in Appendix

23.2, CentralNic will maintain a team of full-time developersand
engineerswhich will contribute to the developmentand maintenance
of this aspectof the registry system. These developersand
engineerswill not work on specific subsystemsfull-time, but a
certain percentageof their time will be dedicatedto each area.
The total HR resourcededicatedto this area is equivalent to more
than one full-time post.

CentralNic operatesa sharedregistry environment where
multiple registry zones (such as CentralNic's domains, the .LA
ccTLD, this TLD and other gTLDs) share a common infrastructureand
resources.Since the TLD will be operatedin an identical manner to
these other registries, and on the same infrastructure, then the
TLD will benefit from an economy of scale with regards to accessto
CentralNic's resources.

CentralNic's resourcingmodel assumesthat the "dedicated"
resourcingrequired for the TLD (ie, that required to deal with
issues related specifically to the TLD and not to general issues
with the system as a whole) will be equal to the proportion of the
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overall registry system that the TLD will use. CentralNic has
calculatedthat, if all its TLD clients are successfulin their
applications, and all meet their optimistic projections after three
years, its registry systemwill be required to support up to 4.5
million domain names. Therefore the TLD will require [0.22]% of the
total resourcesavailable for this area of the registry system.

In the event that registrationvolumes exceed this figure,
CentralNic will proactively increasethe size of the Technical
Operations, Technical Development and support teams to ensure that
the needs of the TLD are fully met. Revenuesfrom the additional
registrationvolumes will fund the salariesof these new hires.
Nevertheless,CentralNic is confident that the staffing outlined
above is sufficient to meet the needs of the TLD for at least the

first 18 months of operation.

25. ExtensibleProvisioningProtocol(EPP):providea detaileddescriptionof the interface
with registrars,including howtheapplicantwill complywith EPPin RFCs3735(if
applicable),and5730-5734.
If intending to provideproprietaryEPPextensions,providedocumentationconsistentwith
RFC 3735, including the EPPtemplatesandschemasthatwill be used.
Describeresourcingplans(numberanddescriptionof personnelrolesallocatedto this area).
A completeansweris expectedto be no more than 5pages.If thereareproprietaryEPP
extensions,a completeansweris alsoexpectedto be no morethan5 pagesperEPP
extension.

Except where specified this answer refers to the operationsof the
Applicant's outsourceRegistry Service Provider, CentralNic.

The Extensible Provisioning Protocol (EPP) is an application layer client-
server protocol for the provisioning and managementof objects stored in
a sharedcentral repository. EPP defines generic object management
operationsand an extensible framework that maps protocol operationsto
objects. EPP has become establishedas the common protocol by which
domain registrarscan manage domains, nameserversand contact details
held by domain registries. It is widely deployed in the gTLD and ccTLD
registry space.
CentralNic has operatedits EPP systemsince 2005, and it currently
operatesat significant load in terms of registrars, sessionsand
transactionvolumes. CentralNic's EPP systemis fully compliant with the
following RFC specifications:
• 5730 - Base Protocol

• 5731 - domains

• 5732 - Host Objects
• 5733 - Contact Objects
• 5734 - TCP Transport
• 3735 - ExtensionGuidelines

• 3915 - RGP Extension

• 5910 - DNSSEC Extension

25.1. Description of Interface
EPP is a stateful XML protocol layered over TCP (see RFC 3734) . Protected
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using lower-layer security protocols, clients exchangeidentification,
authentication,and option information, and engagein a seriesof client-
initiated command-responseexchanges.All EPP commandsare atomic (there
is no partial successor partial failure) and designedso that they can
be made idempotent (executing a commandmore than once has the same net
effect on systemstateas successfullyexecuting the command once).
EPP provides four basic service elements: service discovery, commands,
responses,and an extension framework that supportsdefinition of managed
objects and the relationshipof protocol requestsand responsesto those
objects.
EPP servers respond to client-initiated communication (which can be
either a lower-layer connectionrequestor an EPP service discovery
message)by returning a greeting to a client. The server then respondsto
each EPP command with a coordinatedresponsethat describesthe results
of processingthe command.
EPP commands fall into three categories:sessionmanagement,queries, and
transform commands. Sessionmanagementcommandsare used to establishand
end persistentsessionswith an EPP server. Query commandsperform read
only object information retrieval operations.Transform commandsperform
read-write object managementoperations.
Commands are processedby a server in the order they are received from a
client. The protocol includes features that allow for offline review of
transform commandsbefore the requestedaction is completed. In such
situations, the responseclearly notes that the command has been received
but that the requestedaction is pending. The correspondingobject then
reflects processingof the pending action. The server will also notify
the client when offline processingof the action has been completed.
Object mappings describestandardformats' for notices that describe
completion of offline processing.
EPP uses XML namespacesto provide an extensibleobject management
framework and to identify schemasrequired for XML instanceparsing and
validation.. These namespacesand schemadefinitions are used to identify
both the base protocol schema and the schemasfor managedobjects.

25.1.1. Objects supported
Registrarsmay createand manage the following object types in the
CentralNic EPP system:
• domains (RFC 5731)
• host objects (RFC 5732)
• contact objects (RFC 5733)

25.1.2. Commands supported
CentralNic supports the following EPP commands:

^^hello" - retrieve the ^^greeting" from the server
"login" and "logout" - sessionmanagement
"poll" - messagequeue management
"check" - availability check
"info" - object information
"create" - createobject
"update" - update object
"renew" - renew object
"delete" - delete object
"transfer" - manageobject transfer

25.2. EPP statediagram
Figure 25.1 describesthe statemachine for the EPP system. Clients
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establisha connectionwith the server, which sends a greeting. Clients
then authenticate,and once a login sessionis established,submits
commandsand receive responsesuntil the server closes the connection,
the client sends a logout command, or a timeout is reached.

25.3. EPP Object Policies
The following policies apply to objects provisionedvia the EPP system:

25.3.1. domains

1. domains must comply with the syntax describedin RFC 1035 §2.3.1.
Additionally, the first label of the name must be between 3 and 63
charactersin length.
2. domains must have a registrantattribute which is associatedwith a
contact object in the database.
3. domains must have an administrativecontact attribute which is

associatedwith a contact object in the database.
4. domains must have a technical contact which attribute is associated

with a contact object in the database.
5. domains may have an billing contact attribute which is associatedwith
a contact object in the database.
6. domains may have between 0 (zero) and 13 DNS servers. A domain with no
name serverswill not resolve and no records will be published in the DNS
7. the host object model for domains is used rather than the host
attribute model.

8. domains may have a number of statuscodes. The presenceof certain
statuscodes indicates the domain's position in the lifecycle, described
further in §27.

9. where policy requires, the server may respond to a ''domain;create"
command with an "Object Pending" (1001) response.When this occurs, the
domain is placed onto the pendingCreatestatuswhile an out-of-band
validation processtakes place.
10. when registered, the expiry date of a domain may be set up to ten
years from the initial date of registration. Registrarscan specify
registrationperiods in one-year increments from one to ten.
11. when renewed, the expiry date of a domain may be set up to ten years
from the current expiry date. Registrarscan specify renewal periods in
one-year increments from one to ten. domains which auto-reneware renewed
for one year at a time.
12. domains must have an authlnfo code which is used to authenticate

inter-registrartransfer requests.This authlnfo code may contain up to
48 bytes of UTF-8 characterdata.
13. domains may have one or more DS records associatedwith them. DS
records are managedvia the secDNS EPP extension, as specified in RFC
5910.

14. only the sponsoringregistrar of the domain may submit ''update",
"renew" or "delete" commands for the domain.

25.3.2. Host objects
1. host names must comply with RFC 1035. The maximum length of the host
name may not exceed255 characters.
2. in-bailiwick hosts must have an IPv4 address.They may optionally have
an IPv6 address.

3. multiple IP addressesare not currently permitted.
4. sponsorshipof hosts is determinedas follows: if an object is in-
bailwick (ie child of a domain in the database,and thereforealso child
to a TLD in the system), then the sponsor is the sponsorof the parent
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domain. If the object is out-of-bailiwick, the sponsor is the registrar
which createdthe contact.

5. if a registrar submits a change to the name of a host object, if the
new host name is subordinateto an in-bailiwick domain, then that
registrarmust be the sponsorof the new parent domain.
6. registrarsare not permitted to createhosts that are subordinateto a
non-existentin-bailiwick domain, or to change the name of a host object
so that it us subordinateto a non-existentin-bailiwick domain.

7. a host cannot be deleted if one or more domains are delegatedto it
{the registry deleteshosts to remove orphan glue, see §28).
8. inter-registrartransfersare not permitted.
9. only the sponsoringregistrar of the host may submit ^'update" or
"delete" commands for the object.

25.3.3. Contact objects
1. contact IDs may only contain charactersfrom the set [A-Z, 0-9, .
(period), - (hyphen) and - (underscore)] and are case-insensitive.
2. phone numbers and email addressesmust be valid as describedin RFC
5733 §2.5 and §2.6.

3. contact information is acceptedand stored in "internationalized"
format only: that is, contact objects only have a single
^'contactrpostallnfo"element and the type attribute is always "int".
4. the ^'contact:org", "contact:sp", "contact:pc", "contact:phone"and
"contact:fax" elementsare optional.
5. contactsmust have an authlnfo code which is used in inter-registrar
transfers. This code may contain up to 48 bytes of UTF-8 characterdata.
6. a contact cannot be deletedif one or more domains are associatedwith

it.

7. only the sponsoringregistrar of the contact may submit "update" or
"delete" commands for the object.

25.4. EPP Extensions

CentralNic supports the following EPP extensions.CentralNic's
implementationsfully comply with the required specifications.

25.4.1. Registry Grace Period Mapping
Various grace periods and hold periods are supportedby the Registry
Grace Period mapping, as defined in RFC 3915. This is describedfurther
in §27.

25.4.2. DNSSEC Security ExtensionsMapping
Registrarsmay submit Delegation Signer (DS) record information for
domains under their sponsorship.This permits the establishmentof a
securechain-of-trust for DNSSEC validation.

CentralNic.supportsthe specificationdefined in RFC 5910. This supports
two interfaces: the DS Data Interface and Key Data Interface. CentralNic
supports the former interface (DS Data), where registrarssubmit the
keytag, algorithm, digest type and digest for DS records as XML elements,
rather than as key data. Key data is stored if provided as a child
element of the "secDNS:dsData"element. The maxSigLife element is
optional in the specificationand is not currently supported.

25.4.3. Launch PhaseExtension
CentralNic has assisteddevelopmentof a standardEPP extensionfor
registry "launch phases" (ie Sunrise and Landrush periods), during which
the steady-statemode of "first-come, first-served" operationdoes not

file:///C:AJsersn'im%20Hyland/Downloads/l-1326-3558_THEATRE%20(4).html 3/16/2015

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 117 of 123 PageID# 121



Fage 0158

apply. This extensionpermits registrars to submit requestsfor domains
with claimed rights such as a registeredtrademark. The extensionis
currently describedin an Internet-Draft (see
http:-^-^tools.ietf. org'^html'^draft-tan-epp-launchphase-00). It is hoped
that this draft will eventually be publishedas an RFC which can be
implementedby other registriesand registrars.
CentralNic's system implements this extensionand will support the most
recent version of the draft during the initial launch of the TLD. Once
the TLD entersGeneralAvailability, this extensionwill no longer be
available for use by registrars. Example frames describing the use of
this extensionare included in Appendix 25.2. As of writing, the current
draft does not include a full schemadefinition, but a schema from a
previous version has been included in Appendix 25.3. When the Draft is
updatedto include a schema, it will be basedon this version.

25.5. RegistrarCredentialsand Access Control
Registrarsare issuedwith a username (their registrar ID) and a
password. This passwordcannot be used to accessany other service and
only this passwordcan be used to accessthe EPP system. Registrar
officers with the "Management"accesslevel can change their EPP password
via the RegistrarConsole.
RFC 5730 requires "mutual, strong client-serverauthentication".
CentralNic requires that all registrarsconnect using an SSL certificate.
This certificate may be obtained from a recognisedcertificate authority,
or it may be a self-signedcertificate registeredwith CentralNic via the
RegistrarConsole. Registrarofficers with the "Management" accesslevel
can upload SSL certificates for their account.

25.6. SessionLimits and TransactionVolumes

There are no limits on the number of active sessionsa registrar can
maintain with the server. Similarly, there are no limits on the volume of
transactionsa registrarmay send. However the systemis fully capableof
imposing connection limits and this measuremay be used in future to
ensureequal accessamongst registrars.

25.7. TransactionLogging and Reporting
All "transform" commandsare logged. Transform commandsare: '^create",
''renew", "update", '"delete" and "transfer". The systemlogs the time and
date when the command was received, the registrar which submitted it, the
requestand responseframes, the result code and message.All commands,
whether successfulor not, are logged.
The transactionlog is stored in the primary registry database.
Registrarshave accessto the log for their account via the Registrar
Console. The log viewer permits filtering by command, object type, object
ID (domain, host name, contact ID), result code and timestamp.
Query commands ("check", "info", "poll op="req") and sessioncommands
("login", "logout" and "hello") are not logged due to the large volume of
such queries (particularly "check" queries). The EPP systemuses counters
for these commands to facilitate generationof monthly reports.

25.8. EPP MessageQueue
The EPP protocol provides a messagequeue to provide registrarswith
notifications for out-of-bandevents. CentralNic currently supports the
following EPP messagenotifications:
• approved inbound transfer
• rejected inbound transfer
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• new outbound transfer

• cancelledoutbound transfer

• approvedor rejecteddomain registrationrequest (where TLD policy
requires out-of-bandapproval of 'domain:create"requests)

25.9. Registrar Support, Software Toolkit
CentralNic has supportedEPP for many years. CentralNic has releaseda
number of open source client libraries for severalpopular programming
languages.These are used by registrarsand registriesaround the world.
CentralNic maintains the following open source EPP libraries:
• Net;:EPP, a general purpose EPP library for Perl. See
http:''-^code.google.com-^p-^perl-net-epp-^
• Preppi, a graphical EPP client written in Perl. See
https:/-^www. centralnic.com-^company-^labs-^preppi
• Net_EPP, a PHP client class for EPP. See
https:-^-^github.com-^centralnic'^php-epp
• Simpleepp, a Python client class for EPP. See
https:-^-^bitbucket.org-^milosn-^simpleepp
• tx-epp-proxy, a EPP reverseproxy for shared-nothingclient
architectureswritten in Python. See https:-^-^bitbucket.org^'milosn-^tx-epp-
proxy

These libraries are available for anyone to use, at no cost. CentralNic
develops these libraries, and acceptssubmissionsand bug reports from
users around the world.

25.10. Quality Assurance, RFC Compliance
To ensure that its EPP system fully complies with the relevant
specificationsdocuments, CentralNic has implementedthe following:

25.10.1. SchemaValidation

The EPP systemautomaticallyvalidates all responseframes against the
XSD schemadefinitions provided in the RFCs. Should a non-validating
responsebe sent to a registrar, an alert is raised with the NOC to be
investigatedand corrected. By default, this feature is disabled in the
production environmentbut it is enabled in all other environments (as
describedbelow).

25.10.2. Multi-stage Deployment and Testing
EPP systemcode is developed, testedand deployed in a multi-stage
environment:

1. Developersmaintain their own developmentenvironment in which new
code is written and changesare prepared. Developmentenvironmentsare
configured with the highest level of debugging and strictnessto provide
early detectionof faults.
2. All changesto the EPP systemare subjectedto peer review: other
developersin the team must review, test and sign off the changesbefore
being committed (or, if developedon a branch, being merged into the
stablebranch).
3. Changesto EPP systemcode are then deployed in the OT&E environment.
Registrarscontinually test this systemas part of their own QA
processes,and this additional phaseprovides an additional level of
quality assurance.

25.10.3. Registrar Feedback
Registrarsare provided with an easy way to report issueswith the EPP
system, and many perform schemavalidation on the responsesthey receive
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When issuesare detectedby registrars, they are encouragedto submit bug
reports so that developerscan rectify the issues.

25.11. EPP SystemResourcing
As can be seen in the ResourcingMatrix found in Appendix 23.2,
CentralNic will maintain a team of full-time developersand engineers
which will contribute to the developmentand maintenanceof this aspect
of the registry system. These developersand engineerswill not work on
specific subsystemsfull-time, but a certain percentageof their time
will be dedicatedto each area. The total HR resourcededicatedto this

area is equivalent to more than one full-time person.
CentralNic operatesa sharedregistry environmentwhere multiple registry
zones (such as CentralNic's domains, the .LA ccTLD, this TLD and other
gTLDs) share a common infrastructureand resources.Since the TLD will be
operatedin an identical manner to these other registries, and on the
same infrastructure, then the TLD will benefit from an economy of scale
with regards to accessto CentralNic's resources.
CentralNic's resourcingmodel assumesthat the "dedicated" resourcing
required for the TLD (ie, that required to deal with issues related
specifically to the TLD and not to general issueswith the systemas a
whole) will be equal to the proportion of the overall registry system
that the TLD will use. CentralNic has calculatedthat, if all its TLD
clients are successfulin their applications, and all meet their
optimistic projectionsafter three years, its registry systemwill be
required to support up to 4.5 million domain names. Therefore the TLD
will require [0.22]% of the total resourcesavailable for this area of
the registry system.
In the event that registrationvolumes exceedthis figure, CentralNic
will proactively increasethe size of the Technical Operations, Technical
Developmentand support teams to ensure that the needs of the TLD are
fully met. Revenuesfrom the additional registrationvolumes will fund
the salariesof these new hires. Nevertheless,CentralNic is confident
that the staffing outlined above is sufficient to meet the needsof the
TLD for at least the first 18 months of operation.

26. Whois: describe

• how theapplicantwill complywith Whoisspecificationsfor dataobjects,bulk access,
and lookupsasdefinedin Specifications4 and 10 to the RegistryAgreement;

• how theApplicant'sWhoisservicewill complywith RFC 3912;and
• resourcingplansfor the initial implementationof, andongoingmaintenancefor, this

aspectof the criteria (numberanddescriptionof personnelrolesallocatedto this area).

A completeanswershould include,but is not limited to:

• A high-levelWhoissystemdescription;
• Relevantnetworkdiagram(s);
• IT and infrastructureresources(e.g.,servers,switches,routersandother

components);
• Descriptionof interconnectivitywith otherregistrysystems:and

Frequencyof synchronizationbetweenservers.
To beeligible for a scoreof 2, answersmustalso include:
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• Provisionfor SearchableWhois capabilities;and
• A descriptionof potentialforms of abuseof this feature,how theseriskswill be

mitigated,andthe basisfor thesedescriptions

A completeansweris expectedto be no morethan 5 pages.

Except where specified this answer refers to the operationsof the
Applicant's outsourceRegistry Service Provider, CentralNic.

Whois is one of the oldest Internet protocols still in use. It allows
interestedpersonsto retrieve information relating to Internet resources
(domain names and IP addresses).Whois servicesare operatedby the
registriesof these resources,namely TLD registriesand RIRs.
Whois is describedby RFC 3912, which servesas a descriptionof existing
systemsrather than requiring specific behaviours from clients and
servers. The protocol is a query-responseprotocol, in which both the
query and the responseare opaque to the protocol, and their meaningsare
known only the server and to the human user who submits a query. Whois
has a number of limitations, but remains ubiquitous as a means for
obtaining information about name and number resources.

2 6.1. Compliance
The Whois service for the TLD will comply with RFC3912 and Specifications
4 and 10 of the Registry Agreement. The service will be provided to the
generalpublic at no cost. If ICANN specify alternative formats and
protocols (such as WEIRDS) then CentralNic will implement these as soon
as reasonablypracticable.
CentralNic will monitor its Whois systemto confirm compliance.
Monitoring stationswill check the behaviour and responseof the Whois
service to ensure the correctnessof Whois records. CentralNic will

maintain a public Whois contact to which bug reports and other questions
about the Whois service can be directed. The Whois service will

additionally comply with all requisite data protection laws (with regards
to the collection and retention of personaldata), including all relevant
EuropeanUnion privacy directives.

26.2. Domain Name

By default, any query is assumedto be a domain name unless a keyword is
prependedto the query. If the domain exists, then registrationis
returned, including the following fields:

Domain ROID

Domain Name

Domain U-label (if IDN)
Creation Date

Last Updated
Expiration Date
EPP statuscodes

RegistrantContact Information
Administrative Contact Information

Technical Contact Information

Billing Contact Information (if any)
SponsoringRegistrar ID
SponsoringRegistrarContact Information
DNS servers (if any)
DNSSEC records (if any)
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An example of a domain whois responseis included in Appendix 26.1. The
Domain ROID is the Repository Object Identifier as describedin RFC 5730,
§2.8. The ROID field correspondsto the ^Momain:roid" element of EPP
"'info" responses.
A domain may be associatedwith one or more status codes. These are
representedin Whois responsesas phrasesrather than EPP mnemonics. A
domain may have any of the following statuscodes:
• PENDING CREATE - a "domain:create"command has been received through
the SRS, but the registrationhas not yet been finalised as an out-of-
band review processhas not yet been completed.
• ADD PERIOD - the domain is in the Add Grace Period

• CLIENT HOLD - the registrar has added the clientHold status
• DELETE PROHIBITED - this may be presentif the domain has either
clientDeleteProhibitedor serverDeleteProhibited(or both)
• INACTIVE - the domain has no DNS servers

• PENDING DELETE - the domain has left the RedemptionGrace Period and is
scheduledfor deletion

• PENDING DELETE RESTORABLE - the domain is in the RedemptionGrace Period
• PENDING RESTORE ~ a restore requesthas been received, but the Restore
Report has not been received
• PENDING TRANSFER - there is an active inter-registrartransfer for the
domain

• RENEW PERIOD - the domain is either in the Renew Grace Period or the

Auto-Renew Grace Period

• RENEW PROHIBITED - this may be presentif the domain has either
clientRenewProhibitedor serverRenewProhibited(or both)
• SERVER HOLD - the registry has added the serverHoldstatus
• TRANSFER PERIOD - the domain is in the Transfer Grace Period

• TRANSFER PROHIBITED - this may be presentif the domain has either
clientTransferProhibitedor serverTransferProhibited(or both)
• UPDATE PROHIBITED - this may be presentif the domain has either
clientUpdateProhibitedor serverUpdateProhibited(or both)
• OK - presentif none of the above apply.
The Registrant, Administrative, Technical and Billing Contact sectionsof
the Whois record display the contact information for the contact objects
that are associatedwith the domain. The information displayed replicates
the information showed for a contact query (see below). The server shows
similar information for the sponsoringregistrar.
Domains may have 0-13 DNS servers. If a domain name has no DNS servers,
then the "INACTIVE" statuscode appearsin the Status section. If the
registrantprovided DS records for their DNSSEC-signeddomain, then these
are included. For each DS record, then the key tag, algorithm, digest
type and digest are displayed.

2 6.3. Contact

Users can query for information about a contact by submitting a query of
the form "contact [ID]", where "[ID]" is the contact ID equivalent to the
"'contact:id" element in EPP '"info" responses.This is also the ID used
when referring to contacts in domain responses.
The following information is included in Dontact records:
• Contact ID

• SponsoringRegistrar
• Creation Date

• Last Updated Date
• EPP Status Codes

• Contact Name
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• Organisation
• StreetAddress (1-3 fields)
• City
• State'^Province

• Postcode

• Country Code (2 characterISO-3166 code)
• Phone number (el64a format)
• Fax number (el64a format)

• Email address

An example of a contact object whois responseis included in Appendix
26.2. A contact object may be associatedwith one or more status codes.
These are representedin Whois responsesas phrasesrather than EPP code
mnemonics. A contact object may have any of the following statuscodes:
• DELETE PROHIBITED - present if the contact object has either
clientDeleteProhibitedor serverDeleteProhibited(or both)
• TRANSFER PROHIBITED - present if the contact object has either
clientTransferProhibitedor serverTransferProhibited(or both)
• UPDATE PROHIBITED - presentif the contact object has either
clientUpdateProhibitedor serverUpdateProhibited(or both)
• PENDING TRANSFER - there is an active inter-registrartransfer for the
contact object
• LINKED - the contact object is associatedwith one or more domain
names. A LINKED contact object automatically has the DELETE PROHIBITED
status

26.4. Host Objects
Users can query for information about a host object by submitting a query
of the form "nameserver[HOST]". The following information is included in
host records:

• Server Name

• IPv4 address (if any)
• IPv6 address (if any)
• EPP statuscodes

• SponsoringRegistrar
• Creation Date

• Referral URL (if any)
An example of a host whois responseis included in Appendix 26.3. A host
object may have an IPv4 or IPv6 addressif the host is "in-bailiwick", ie
subordinateto a domain name within a TLD operatedby the registry. IP
addressinformation is not shown for "out-of-bailiwick" hosts.

Host objects may only have two status codes:
• INACTIVE - the host is not associatedwith any domain names
• LINKED - the host is associatedwith one or more domain names

The Referral URL is the website of the SponsoringRegistrar for this
host. If the host is subordinateto a domain name in the TLD, this will
be the sponsoringregistrar of the parent name. If the host is out-of-
bailiwick, then the sponsoringregistrar is the registrar who issued the
original '"create" request.

26.5. CharacterEncoding
Responsesare encodedas UTF-8, Queries are assumedto be encodedin
UTF-8.

26.6. IDN Support
The Whois service supports InternationalisedDomain Names. Users may
submit queries for IDN domains using either the U-label or the A-label.

file:///C:/Users/Tim%20Hyland/Downloads/l-1326-3558_THEATRE%20(4).html 3/16/2015

Case 1:15-cv-01028-LO-IDD   Document 1-1   Filed 08/13/15   Page 123 of 123 PageID# 127


