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Linl(cdln Corporir l ion,

l 'h int i l l ' . Cornpl:r int I , 'ot ' :
(l) vloLAl'roN olt 1'l lE coMPtll ' lt l{
I,-l lAUD AND AllIJSE AC'l', l l i l;-s.c.
Qti 1030 li'f S[Q.i
(2) VlOl,A't ' toN ol' cALll 'ol{NlA
I'ENAL COr)ll S 502;
(3'I VIOI,Al'ION 0F THN I)I(;I1'AI,
MILLENNIUM coPYRIGHT Ac'r, l7
u.s.c. $$ r20r nT strQ.;
(4) I}REACII 0I.' CONTILdCT;
(5) TRIiSPASS; ANI)
(6) MISAPPIIOPIiIATION

Ilhrough incltrsivc,

Dckncliurts.
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Plainti1l l,inkedln Corporation ("Linkedln" or "Plainti1l'), by and through its attorneys,

brings this Complainr againsl Dcfendants Docs I -10 (collcctivcly, the "Doe Dcfendants") for

injunctive rcliefand danragcs. Linkcdln allegcs as follows:

1. Linkedln is lhc world's largest proiessional net\\,olk \ i th morc than 259 ni l l ion

nremhcrs jn over 200 corrntr ics snd tcf i ibf ics ruound the globc. Linkedln s l i .sston Is to connect

thc worlcl's professionals to rnakc them more prodtlctive and succcssful. l hrough its proprictary

platlbrm. Litrkedln allows ils nrcmbcts to ctcale, manage tnd sh:tre thcir professional historics and

intcrcsts online. in addit ion. l , inkedln provides valuable scrviccs lo corporate fcoruitcrs al lcl

hcadhunters with i ts Itecfui ler pfoducl, \ \ 'hich al lows thcm to idcnti l .v arrong Linkccl ln's nrenrbcrs

top candidatcs lbr opcn posil ions. At the hcarl of Linkcdln's pl i l t lbnn arc i ls nlcmbcrs, who crcate

prol i lcs tha( scrvc i ls thcir prol lssionll  onl irrc identit ics and arc aoccssiblc by any othcr trrcnlbcr.

2. Sincc May 2013. unknown pctsons aud/of ontit ics cnrployir lg various ir l l lomatod

soliwarc prrrg|ams (ol lcrr rolerccl to as "bots") havo rcgistcrcd thousands of l i rkc Linkcdln

mcDrbor accounls and havc cxlrtctcd and copied dilt fronr nlany Incnrbcr prolilc pagcs. I his

pr i tct icc,knownnsdata'scraping." iscxpl ic i t ly lxtrrcdbyl , inkc( l l l r 's IJscr,A!, ,0cn1enl ,which

prohil l j ts acocss to Linl(cdln "lhrough scfapirrg, spiclcring. ofawling ol olhcr tcohnology or

sottwarc r.rsccl kr acccss data without the exprcss wlit ten conscnl ol Linkcdln or i ts Mclnbcrc."

l. Thc Doc l)clindrnts knowirgly and intclti(nally havc brcachcd this and othcr

acccss ancl usc lcslr ict ions in Lirrkedln's t lscr AgrecmcDt - \ !hich thcy agrced to abidc by irr

regislering their aooounls and h[vc circunvcnted variorrs tcchl] ical pfotccl ion barriors crnploycd

by Linkccl l [ .  lnsodoing,they havc violatcd an array ofl ldcral and skltc lawi-. incl l tding thc

Cornputer Fraud and Abuse Acl, l8 U.S.C. { 1030, et scq. (the "Cl;AA"), Cali lbrnia Penal Code

$ 502 et scq., and the l) igital Mil lenniunr Copyright Act, l7 U.S.C. ! 1201 ct seq. (1hc "DMCA"),

and havc engaged in unluwftrl acts of hreach of contract, fiisappropriation, arrd trespass.

4. The l)oe Dcfendants' unla$'ful conduct threatens the t-inkcdlr platform in scveral

ways. [t undcrmincs the irtegrity and elfectivcness ofLinkedln's protcssional nelwork by

polluting it \dth thousands of iake mcinber profiles- The world's prol'essionals utilizc Linkedln

{'ilh the cxpectation that ils colltenls arc accurate and its uscr profiles lcgitimale. Morcover, by

-t -
COMPI.AINT

Jeff Roberts


Jeff Roberts


Jeff Roberts




I

2

3

4

5

6

1

8

9

l i )

l l

l2

t3

t4

I5

t7

t8

19

20

2l

22

23

24

25

26

27

28

piltbrirg data liom thc Linkedln sitc. the Doe l)efcrda[ts tlucaten lo degrade the value of

Linkcdln's ltccruitcr product, in which I-inkcdln has inveslcd substantially over the ]cars.

l,inke<iln also has sullbred additional harrns as a resuit ofthc Doc Dcfendants' aclivitics,

inchlding, bul not limitcd to, incrcased strair on and disruplion of ils network servcrs and lhc

expcnditufe of limc and resourccs to invcstigate and respond 1() this misconducl-

5. LiDkcdln's colc guiding value is Mcmbcrs | irst. Becausc Linkedln's nrcrnbcrs

cnlfust Linkedln with lhcir prolcssional histoics and intcrcsts on l, intr icdlt l 's sitc. Linkedlr is

con1mil lcd to carning dnd kecping its mcmbefs' tr. trst in evcf) ' thing Linkcdhr docs. including

prolcctirrg i ts mcnbcrs i iom attcrnpts by third part ics b scmpc lhejr data.

6. l , inkcdln rcsponded su' i l i ly to thc l)oe l)ei ir ldants' actjvi l ies, including promptly

disabling thc l lkc nrcnrbcr prol i lcs and inrplcnlcnl ing addit ioual technical pn)lccl ion bart icrs. ln

addition lo thcse nreasules, nnd lo cnsurc thal li(urc incidcnls do not occur- l-inkcdln brings this

itct ion 10 idcntify thc Doc I)cl 'cndants irnd to obl:r in pcrnranon( injunctivc rcl icl 'halt ing thcir

unlawll l  condtict. ' l -hc l)oc l)cl indarrt"- activit ics. i l  not cnioincd. thrcalcn ongoing ard

irrcparablc harm to Linkccl ln. including lo i ls rcputal ion and sub)_tanlial oonsumcf good\+i l l .

l , ini icdln l ir lher is entit led 10 its aotual danrtrges, statLrlory danrngcs. lnd/or cxcnrplary clanngcs as

a rosult ol thc I)oo I)cl-endaDls' miscondLlcl.

. IUI{ISDIC'I ' ION AND VIINUII

7. This Court Iras lcdclalqucstionjurisdiotion ovcr t lr is lct ion Lrudcr 2B t i .S.U.

$$ l33land l l3 l lbecauscthisact ioDal lcgesviolal ionsol  lbdcr| l  statutcs,  includirgtheCI.AA.

l8t l .S.C.S1030,ctseq.,andtheDMCA, l7U.S.C.gd1201,ctscq. Thc Clourt  l1as supplcmcntal

j urisdiction over lire state iaw causcs of uction pleaded hercin pursuant to 28 U.S.C. .\ l3 67.

11. Vcnue is propcr in this District urdcr 28 U.S.C. g l39l, bccalNc a substantiai parl

ofthe evcnts or omissions giving rise to the claints occuncd in this l)istricl-

9. In addition, Linkedln's tjscr Agreement governing all users' access lo and use of

the l-inkcdln wcbsite and Linlicdln's serviccs providcs that courts locatcd wilhin thc coo4ty of

Saula Cluua, Califbmia, sball h.rve jurisdiciion ovcr any disputc betrveen Linkcdln and thc Doe

Dettndants.
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10. During all rclgvan! times, thc Doe Dclendants havc repcatedly, knowingly, and

intcDtionally acc€ssed Linkcdln's servers looatcd in this.judiciol dist ct witlrout Linkedln's

authorization, dnd havc qontracted lbr such aocess, bcconing lcgistcred Linkedln mcmbers

subiect to Lid(cdln's ljscr Agrecment. Whilc acccssing Linkedln's scrvers, the l)oe J)cfendants

madc systcmatic nnd continuous oontacts with this iudicial dislrict, and targeted their $rongt'ul

act:^ al Linkcdln. which is hcadquartered in this iudicial disllicl.

I l. -l'his is an irrtcllectual prope y action to bc assigned on a districFlvidc basis under

Civi l  Local I{ulc 3-2(c).

TIII '  PAII ' I ' IES

12. Linkedlu is a Dclawirc corporation wjth i ts princlpal place ol busincss in Mounlain

View. Cali lbrnia.

13. l  hc Doc DcLcndants arc pcrsorls and/or cnti t ics rcsponsiblc in wholc of in pnl1 f lof

the wrongcloinB AIIegccl hc|cin. At lca"-t I 'or somc ol-thc unlawli l  acts al lcgcd hcrcin. thc l)oc

I)clcndanls rcSistcrcd u)cnrbcr accolints o|r l , inkcdln, subjcct k) lhc l- inkcdln IJscr Agrccnrcnt.

Linkcdln is inlblnrccland bcl icvcs thal cach ol thc Doc I)clcnclants pu{icipalcd in, rdl i l ied,

cndoBed, or wls othcn!isc involvcd in l l te acts conrplaincd ol irn(l  lhul thcy havc l iabi l i ly lbf such

rcls. Li lrkcdlrr intcncls to scel( cxpcditcd cl isoovefy to lcarn tho idcntity o1 1hc Doc DclcndaDts and

wil l  arrcnd this ( lomplairt i1'and whcr thc idcntit ics ol such pcrsons or cnl i t ics and/or thc scopc ol '

theif acti0ns becomcs known.

FACTS

Thc Liukcdln Profcssional Netrvot.k

14. Linkcdln is the world's largesl prolcssional nctwork, with over 259 mil l ion

mcrnbers woridwide and ovcr 84 rnillion mcmbcrs in the United Statcs. Linkedln's mission is to

connect the wotld's prolessionals to nrake them morc productivc and succcssful.

15. Through its proprielary platform, Linkedln members are able to creaic. manage and

share thcir protessiorlaL ideotity online, build aDd engaSe with thcir prolessional neiwork, access

sharcd knowledge and insights, and find business oppo unitics, enabling them to be morc
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producti!e and succcssful. Linkedln's broadcr vision is 10 creatc cconomic opportunily for cvery

member ofthc global workforce.

I6. At the hcarl ol Linkedln's plotibrm are its rnenlbers, who crcale individual profilcs

that serve a"^ lheir pfolcssional profiles and are acccssible by any olhcr membcr. as well as (unless

a ficnrber chooses otherwisc) anyone with an Intcnlet conncction. Linkedln couDts cxecutivcs

l iom all  20l l  lorlunc 500 compunics as nrembers.

17. l- inkedln's oorc guiding, valuc is Mcnbels l . irst. l lecausc Linl(cdl l l 's rnenrbers

c[lmst l- in](cdln u,i th lhcir prolossional historics and intcrests on [, inkedln's sitc. Linkcdln is

conmitlcd to caming and kceping its nrembcrs' trust in evcrything Linkcdln clocs, incluri irrg

protecling its lnenrbcfs finll allcnrpts by lhird partics to scmpe thcir dala.

18. lhc Linkcdln \reb$itc isanoriginal copyrightcd work. .Anrcng thc signif icanl

ofiginal clenrsnls ol the l- inkcdln wcbsilc ar0 the dist inctivc pagc layout, dcsign, graphical

clenronls, and organizal ion ol 'mcnlbor prol i lc pagcs and thc Linkcdln l tomcpagc and nows l iccl.

l , i rrkccl lrr 's IJ.S. copyriSht rcgislratioDs Ibr thc l- inkcdln wcbsitc incluclc l lcg. Nos.

IX0007355749, fX0007010652. unLt 1X000745529l.

l9 Linl(cdln has invcstcd nd plans lo cdlt irLrc 10 invcsl substiut ial t iorc. Iabor. ski l l ,

and l inanciol fcsolrrccs iulo t lre ( lcvclopll ]ent i lnd nraintcn ncc ol lhc l , inkcdln si lc.

l , inl<cdln's Uscr Agrccmcnl

20. Linkcclln is lr,ailable al no cosl to anyone who wtnts to_ioin ond wlro agrccs to thc

tcflns o ,inkedli's User Agreentcnt and l\'ivacy Policy.r A p()spective lncrllber fcgisteN lbf an

0ccoulrt by providing a l'irsl name, last name, cmail addross, and pirssword, altd agrccing k)

I- ir <cdhr's Uscr Agrectnent and Privacy Policy.

21. As dcscribed ilrtlrer below, the Doe Dcfeldanls rcgistercd thousands of f'ake

membcr accounts as part ol thcir data scraping activitics. Iror cach of thosc accounts, the l)oe

Defendanis agreed to bc bound by Linkedln's Uscr AgrccmeDt.

I Ser http://wr.rrv.1ir'*edin.com/lcgal/user-agrecmenr.
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22.. l,inkedln's lJser Agleemcnt cxplains that membcrs are grantcd a limitcd and

rcvocable liccnsc to acccss and usc Linkcdlrr in accordance with the teflns ofthe Uscr Agrecmcnl.

23. Linkedln's User Agrccment spccilically conditions mcmbers' right to acccss

Linkcdln oD thcir agreeing not to do so through the LNc ofdala scraping tcolDologies and rclatcd

conduct. Ihc agreemcnl stalcs, "wc granl you a limitcd. rcvocable- nonexciusive, nonassignablc.

n<.rnsublicenseablc l icensc and right to acccss thc Scrviccs, through a gcncri l l ly available wcb

browser. nrobile dcvice or Linkcdln authorizcd application (rr l  rol lhrough strdPin!: spideting

cn!rling or othcr technt ogt or sofiru'e usr.l lo accc:ts tlLtl.t withoul lh! e.\pr?ss v'rilletl cot1sclll

ol Linkedln or it\ lvlcmbcbr. k) view itllbmrrtion and usc thc ScNices that wc provide on

I-inkccl ln $ebpagcs irrrd in aocotdancc with this Agrccn1cnt." ( l-nlphasis addcd.)

24. I- irrkcdln's "Do's and Don'ts'scction ofi ls l jscr Agrccmcnl rcitcratcs lh l

mcnrbcrs may not "Lrndcrtr lkc .. .  l to I lu]so nl i t l luit l  or aulonli l lcd softwarc, dericcs. scripts robots.

olhcr I l lcans or proocsscs to l lcccss, 'scrapc,'  'crarvl '  ot 'spidcr' '  any wcb pagcs or olhel scrviccs

containcd in thc sitc." l 'hc [Jscr Agrccnrcnl I l | . lhcr stalcs lhal nrcnrbcrs "wil l  only nraint{ in onc

I-inl icdln aooount at any gi!on t inrc." " lvi l l  usc l thcir l  rcl l  nrmc and orl ly prcvidc dcoufatc

inl irrmation to Linkcdln.",rnd "wil l  not ! iolrtc any riBhls ol l , inkedln." As dcscribod l irrthcr

bclow. thc Doc I)clcndants'conduct is in I lagtanl violal ion ol each ol lhcsc provisi()r ls

Linkcdln's l iccrui(cr Sorvice

25. Linkcdln Rccruitcr is a prcnriLrnr Linkedln ptoduct that al lows corpuri lLu rc!ruitcls

and hcadhunlcrs to locatc rnd fccruit top can(lidates. U[likc I-i icdln's Iicc. basic accounls fbr its

nrcmbers. Linkedln l iccrui ler rcquires users ft) pay a nlonthly l 'ec 1br thcir premium acccss.

26. Lirtkcdln Recruitcr is one ofl . inkedln's f 'astcst growing scrvices More than

I 6,000 clicnts and companics pay to use Linkcdln Recruiter. Linkedln Rccrtlitcr users iuclude

hLLnan resourccs departrnonts al soDle ofthc most succcsslitlcompanics ilr lhc counlry anlong

thousands ofodrcr large, rncdium and small busincss and recruiting finns Ninety of$e Fortune

100 companics use Linkedln ll.ecruiter or anothcr ofLintedln's premium talent solutions

ploducls.
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21. Corporate recruitcrs and headhunters purchase Linkcdln Rccruiter membcrships in

ordcr to search lbr prospcctive candidates among Linkedln's hundrcds of millions or nrcrroer

profiles. By using Linkedln Recruitcr's robust and exclusive scarch tools, recruircrs can searcn

thc cnlire Linkcdln netwolk for top candidatcs' namcs and ptoiiles. Recruitcrs may locatc and

contact mcmbcrs, including passive candidatcs who may not be looking tbr ajob, by aocqssing

Linkcdln's plolcssional nctwofk tluoLlgh Lirkcciln Rccruitcr.

l,inkcdln's'l echnol,gical Safcguards :rnd Sccurirv- Mc:Nurcs
T0 I 'rotect Liukodln Ag:ri  st Unauthorizcd Acccss

28. Liukedln I 'astidiously works to protect the intcgrity and sccurity ofi ts network lnd

systcms. Among olher (hiDgs, i1 employs an trmy ol lcchnological saLguards and barricN

dcsigned 10 prcvonl dala scrapcrs and oihcr wrongdocrs l iorrr gainiDg unauthodzcd aoocss to

Linkoclln's sitc.

29. Onc such salcguard is Linkedln's I:US|-) progranr. lr [JSI-j  inrposcs a l imit on thc

activi ly Lhil l  an individunl l , inkcdln uscr nrry init ialc on thc sitc. lhis l imil  is intcndcd to prcvctl l

woulcl-bo data sori lpcrs uti l izing autonMtcd tcchnologics l ' ront quic[1y aoccssing n subslantidl

volunlc ol rnclr lbcr prol i lcs-.

30. Similarly, Linkcdln's Scntinel progr nr n)onitors and blocks suspicious activi ly

associaled with parl icLrlal Inlcrncl Protocol ("IP") addrcsscs.2

3l .  Linkedln aLso i lnt icipatcd that data sorapcrs mighl dttenlpt b creatc a mult i tudc ol '

lakc rncmbcr accounls. Accordingly, asa seconday layer of protcction, l,inkedln implenrentcd its

IJCV systerr to thwart this tnisconduct. fho UCV system uscs a nunlbcr ofparaDrcters to

detcnnine iIa ncw account signup is suspicious. l fa suspicious signup is iclenti t icd, the UCV

systcm imposes barriers intcndcd to separatc lcgitilnate prospcclive mcmbers llom aulomatcd data

scraping programs and bos. Specifically, rhe UCV sysrcm inkoduces a CAp-l CHAr ticld thal

rcqulres prospcctlve ntcnlbcrs to rc-type a word or tcxt thot appears in obscured, coiored type.

' An Il'address in this context is alumerical label assigncd to each access point to thc Interne(.
t CAPTCHA is an "..onym 

for "Completely Automated Public Turing tcst to tell Computers and
Humans ADart."
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'l'hese obscured words or text irre legiblc to a rcal pcrson anci lamiliar to those purchasing

concert dckcls, lbr instance, as a conlmon stcp in an online rcgistralion process but difl'icult for

an aulomatcd program or bot to recognize. By using C,AP l CHA.S, thc IJCV syste prevenls dala

scraperc from automatically rcgistering many new and illegitimatc rnembcr accounts.

32. l-ir (edln also cmploys technical prolocols dcsigncd lo prcvcnl unauthorizcd

autonlated bots and wcbcrawlcrs fton accessing othcrw-isc fubl icly availablc parts of the [, inkedln

site. I(nown as r fobots.txl l i lc, this saftguind provides a scl ol instl t lcl ions to any aulonatcd

lcchnologies visit ing thc l- inkcdln sitc. Whilc LiDkcdlD's robots.lxl l i le docs peDnit somc

u'ebcrawlers (c.g.- search engiucs such as Google ol l l ing) to vicw lhc cntirc sitc. i l  prchibjts and

is intenclcd to prcvcnt r l i lornetcd programs l ikc thosc Lrsed by data scrapers.

Thc l)oc l)ofcndants' D:rta Scraping Aclivit ics

33. l lcl$ccn May 2013 ancl thc prcscnt, thc Doc I)clcndants knowingly and

intenlionally cifcLlnlvcntcd IrtJSIi,  Scntincl, thc UCV systcrlr.  tho fobots.txt protocol and/or othcr

l. inkcrl ln sccurity nrc surcs in ordcr to cueirgc in thcir data scrapints lct ivi l ics.

34. I)urir lg this t irrrc pcriod. the l)oc I)oloDdanls cfoalcd thousands ol r) lolnbcr irccounls

(wi1h ltr l(c nanles and contlcl inlbf lr i l t ion) k) ircocss and scl i lpe drl i l  l iom rnany Lirrkecl ln Inemb0l

prol i lcs.

35. lD ordcf lo cl-ci l tc cach and cvory onc ol-thcsc lake nrcrnber accour)ts, thc Doc

l)elcndrnts had to ag|cc to ahiclc by thc acocss and use rcstf icl ions in Linkcdln s IJser Agfccment,

\thich. irlur rrlrr. prolribit -'scrapirg, spidering, crawliDg or olhcr lcchnology or soliwarc used to

access data withoul lhc cxpress wl-i l lcn consel)t ol LinkedlD or i ls Mcmbers." and rccluire that

nTembcrs "r.viLl only mirintair one Lirkedln account at any givcn l inrc" and "rvi l l  usc l their l  lcal

name and only providc accumle inlbtmation to Linkcdln." 'l'he Doc Delindants knou'ingly

violated each ol ' thesc access and use lestr ict ions in cltgaging inthcir unlawl.L col lduot.

36. ln May and June 2013, the Doe Defendants circumventcd FUSE wlich limits thc

volume ofactivity fbr each individual account - by creatiDg thousands ofdiflerent ncrv membcr

accourts through thc use ofvaious automatcd technologies. Regislcring so many unique new

accounts allowcd the I)oc Dcfendants to view iTundrcds oflhousands ofnrcmber profiles pcr day.
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37. At the samc time, thc l)oc Del'cndallts also circumverted the UCV systetn by using

autornated tcchnologics 1o lcgister thousands offikc member accor.lnts without triggeting the

UCV systcm's imposil ion of C,\P' l  CIIAs. - l 'hc Doc Def!nclants ir lso circr,rmvented and bypassed

Linlcdln's robots.txt file, which specilically bans and is intcnded to prevcnt thc use ol

unaulhorizcd aulomaled data scraping ptogralns and bols.

18. In early Seplcmbcr 2011, thc l)oc l)el'enda|1ts agaii accesscd l-inlicdln's wcbsire

nnd crrgaged in ditta scraping through the usc ofautontatcd data scraping plogrants. ln so doing.

the Doc Delindanls circumvcntcd Linl(cdln's Scnlinel progranl. \\hich lirlits thc nunlber ol-

succcssivc rcqucsls made by an I l '  addrcss or sct oJ l l)  addresscs. l  hcy also circuntvcnted thc

frdl ibit ions sct l i ) [h i  Linl(cdln's robols.rxt l i lc.

19. [, i l lkcdln ini l ial ly idcnri l icd thc Doc DclrJr]dants nl iscondUot whcn it  obscrvocllhrt

thousdnds ol l i rkc mcrnbcf accounts had collootivcly vicwcd ntany lncmbcf prol l lcs in a shorl

pcriod ol t inrc. l , inkcdln dctcrminccl that thc uscr lccounts wcrc l lkc al lcr close inspcction ol-

dccounl dolai ls rcvc.r lcd clciu paltcnls ol auk)nlatioD. l , inkcdlD obscrvcd lhat thc aul(nnalcd bots

lhal werc '  un,r ing l lrcsc lakc accouDts woul(l  usc cach accoull( to viow n snlal l  numbcr ol pl l) l i lcs.

thercby bypassing antl circunrvcntiug l jLlSl i  s pagc vicw tcslr ict ions. and then woLrld irovc on l()

thc ncxt rcgistercd acoount lo vicw addit ional prol i les-

40. Linkedln conductcd ar cxtensive invcstigal ion ofthc I)oe I)clendants' misconduct.

In lhc coufso of i ls invcsl igatiolr,  i1 conlpi lcd sprcadshccts tracking the IP addrcsscs used by the

Doc l)elendants. l , inkedln also idel l t i f icd ard cataloged t l ]e I)oc I)ei indants' lake nrcmbcr

proi i les, thc numbcr of lcgit imatc profi lcs viowed by each fakc mcmber, and thc dales and t imcs ol '

the Doc Delendanls' activily on thc Linkedln \\,cbsite. l,inkcdln disabled thc ti*e DrcmDef

prolilcs and implementcd additional lechnological sal'eguards to protccl against unauthorized

acccss 1() lhc Linkedln site.

41. As a rcsult ofthis investigatio\ Linkedln dctct.mincd that tlrc Doe Dcfirndants

accessed Linkedln using a cioud computing platlonn oltcred by Amazofi Web Sen,iccs (,,AWS").
'fhis platform callcd Arnazon Elastic Computc Cllo[d or Amazon ]:C2 - allows users likc the

Doe Delendants to rcnt virtual computcrs on which to rn their own computor progmnls and
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applications. Amazon EC2 provides resizable computing capacity. fhis fcature allo\r's users k)

quickly scale capacity, both up and down. Amazon EC2 uscrs may temporarily run hundrcds or

thousalds ofvirtual computing machines. The Doc l)eftndonts uscd Amazon EC2 to create

virtual machines to run automatcd bots to scrapc data l'rom Linkcdln's *,ebsite.

42. As a result ol Doe Delendants' usc ofAnrazon !C2, t, inkcdln cxpects to be able to

identify thc l)oc I)cfcndants by serving t l t ird-pa(y discovc|y on AWS.a I- inkcdln intends to l i lc

nlotions to cxpcdite lhese di$corery requcsts.

Doc Dclcndants Havc Crused and'l 'hrertcn Ongoing and lrrcptrable Injury to Linkcdln

43. I ly cng.Lgiug in thc data scraping incidcnts dcscribcd abovc, thc l)oc l)eiendunts

hayc causcd, and ifnol hal led wil l  ooDtinuc to cause, ongoin!iand irreparablc harnt 10 Linkcdln, in

r variely ol *ays.

44. l  hc thoLrsands ol l lke nlcnrbcr prol l lcs oreirtocl by thc Doe Delcnd nts disrupt and

dcgradc )- inkcd)n's sitc and scNiccs by rcducing thc accuracy and inlcgri ly ol thc inlbrmation lhc

sitc corrlains. l-inkcdln's nrcnlbcN cxpcct thc sitc to conlain accuratc and lcgitirnatc prolcssi(nul

profl lcs nol usoless l iot ions crol icd by ddtd scrtpcrs.

45. lhc proscncc ol l i r l(c nrcnrbcr prol i lcs also irnpairs lcgit irnatc lncmbcrs'abil i ty 10

idcnti ly val id professidralcontncls. ln pa(i0ular, bccause l, inkcdln cnables i(s nrcDrbcrs Io vicw

which uscrs have vie\\.ecl thcir prol i les, legit intatc Linkedln uscrs whosc prol i lcs havc bccn

viewed by a Doc l)cfcnddnl using a fakc accounl may bc 0onlused or mislcd when they sec that an

unknown, l i tkc member has vicwed their prol i lcs. Indced, l , inkcdln obscrlcd some of i ts val id

members oltenpling to connccl with these likc nrember profilcs after noticiug that thc fakc

accounls hud vielved thcir profi lcs.

46. l his type of poliulion to thc Lil)l(cdln network, il not haltcd, threatens ongoilg and

irrcparable harm to the iDlegrity ofrhe Linkedln platfonn and Linkcdln's repulalion. Linkedln

a .See http://portal.aws.amazon.corr/gplaws/htnl-forms-
controllcr/contactuvAWSAhuse#subpocna.s (detailing procedures for scrviog third-party
discovery on Amazon to obtain information relaling to "suspeclcd abusc of AmaT-on lllastic
Conpute Cloud (Amazon f,:C2)").
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also will suffcr ongoing and irreparablc hann to the valuc ofils consumer goodwill and trust,

*.hich Linkedln has workcd hard for ycars to carn irnd maintain, il the Doc l)cfcndants' conduct

continues.

47. Irurther, by pi l l i r ing mcmbcr dato lrom thc Linkedli  site, thc l)oc Deienclanls

misconduct thrcatcns to degrade Lhe valuo ol l , inkcdln's Recruiter producL, which Linkedln has

investcd subst.rntial ly in ovcr thc ycars. Or information and bcl icf, lhe Doc Dclcndants, who havc

irvested nonc ol-thcil ou,1l timc and rcsourccs into developing and builcling the l,inkcdln platform.

havc cngagcd in thcir scraping activitics i|r an altempl to cstablislr compcting rccruiting wcbsites

and usurp Linkcdln's l{ccruiter pKxluct.

4ti .  ' lhe Doe Delendants' nrisconc|.rol ir lso hirs inposed signit ioanl strr inb un

LinkcdJn's scrvcrs, includinS throLlSh thc usc ol lutonlatcd technoLogics 1o vicw mauy mt:rrrbcr

prof i lcs. ' lhcI)ocI)c lcndar l ts ' i l legi t inratcprol i lovicwsjmpaircdl , in l (cdln 'sal) i l i ty todcdicatc

its seNcrs t() suppor' l img thc activi l ics ol lcgit irnatc Linkcdln nrcnrbcrs.

4.). l . inkcdln hi|s sul ' lcrccl hr|nr to i ts compulcr syslcnrs, and h s cxpcndod signil icant

hunun. l ina cial. and tcchnological rcsourccs, including hundrcds ol hours ol crnplo)cc l imc,

invcsl igating ancl rcsponding !o thc I)oc L)clcnchots' Lrnlawlir l  activi l ios, rt  a cost 10 [. inkcdln ol '

Drorc lhon lj;5,000.

rl l tsl  Cl,AIM I, 'Oll  Rll l , l l l l '

Computcr !-raud and Abusc Act, l t l  U.S.C. $1030 el scq.

50. Linliedln realleges and ircorporatcs by ref'ercncc all ol lhe prcccding paragraphs.

51. Linkcdln-s computcrs and scrvcrs arc involvcd in iDlelslatc and forcign conlrncrcc

and communicalion, and are protected comlutefs undcr 18 U.S.C. $1030(e)(2).

52. Ou inlbrmation and beliel, the Doe l)cfcndants klowingly and intcntionall],

ilccesscd Li|kgdln's computcrs and scrvels without aulhodzation or in exoess ofthe aulhorization

permilled under Linkedln's Uscr Agreenlent and in circumvention ofvadous tcchnical barriers

including FUSF, Scntinel, the IJCV systcm. thc robots.txt protocol, aod additiorral safeguards

Linkedln has employed lo protecl Linkedln's computers and scrvcrs lrom unatrthodzed acccss.

-10-
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53. On information and belief, affcr gaining unauthorircd acc€ss to Linkcdln's

computers iuld scruers, the Doe Dcfcndarls obtained and used valuable informatjon from

Linkcdln's protectcd computcrs and sen ers in tlansaclions involving interstatc or forcign

communications ir violation of 18 U.S.C. S 1030(a)(2). This infornration includes, among othcr

things, the contcnts olmany Lintcdln membcr profiles, and this use, on inlbrmation and beliet,

inuludcs. lnrong olhcr lhings. distributing rh t contcnr ro 6thcn,

5,1. l-lrc Doe Dcfindants knowing)y, willf'ully. and with an intent to dcfraud, acccsscd

Linkcdln's computcrs and scrvcrs without authorization or in cxcess ofauthorization and obtaincd

valuable inlbrnratioD liom l. inkedln's computcrs and sclvers lhat, on inlbrrnation ancl bcliel. lhc

Doe l)clcndauts uscd to obluin somcthing ol valuc in violalion of l8 tJ.S.C. $ 1030(.rxa).

55. Linkcdli has suffercd darnagc and loss by rcason oflhcsc violations, including,

without Linril{ti(nl lufin to Linkcdln's colnpulcr systcms, exl)clrses assooiatcd with bcing lbrccd

to invcstigalc and rcspond to thc ufl i lrrthorizod acccss and abusc ol i ls computers ano sorvcrs, iulq

othcr losscs and danl gc in an arnounl lo bc provcn at trial, in cxccss of$5.000 aggrcgdtcd ovcr ir

orc yoar pcfrod.

56. In acldit ion, l, inkedln has sullbrcd dnd wil l continue to sul' ler irreparablc harm, and

ils rcmedy ill law is not itscll adcquntc to compcnsatc it for injuries inllictcd by thc l)oc

Dclcnd nts, AcootclingLy, Linkedln is cnti l lcd to injunclivc fciicl ' .

SIiCOND CI-AIM FOII RITLIEF

Crlifornir Comprohcnsivo Computer Access ,tnd Fraud Act, Cal. I 'er!l Codc $502 rt scq.

57. Linkcclln rcallcges and iicorporatcs by feiercnce all ol the prooeding peLragraphs.

5ll. 'Ihc Doe Dctbndanls wrongfully oblaincd and used valuable information lionr

Linkcdln's sitc, as allcged abovc.

59. The Doc Del'endants knor,vingly, fraudrrlcntly, and withoul permission accessed or

causcd to be accessed Linkedln's computcrs, computcr systcms, and/or computer nctwork rn

vrolrt iun ol(hl. Pcnrl Codc S 502(c)(7).

60. The Doe Defendants knowingly, fraudulcntly, and without pcrmission took, copied

alrd )nade use ofdata, and files liom Linkedhr's conputers, computer systems, and/or computer

-t t-
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net$,orl(s, including to wrongfully control such data, in violation ofCal. Pcnal Code $ 502(cXl)

&(2).
61. lhc Doe Delendants knorvingly, liaudulcntly, and rvithoul pcmrissiotr djsruptcd or

caLrsed the disruption ofl , inkedln's computcr scrvices to authorized users ol 'Linkedln's

compulgrs. colr]puter systcors, and/or computcr nctworks in violation of Cal. Penal Code

S s02(c)(5).

62. As a dircct and proxinratc rcsult ol'lllc Doc Delendants' unlawtirl conduct, thc Doe

Delendanls h vc causcd damage to Linkedln in an anrounl lo bc pro\.cn arl lrial. Lil*edln is also

entit led lo fccovcr i ts rcasonablc attomey's lccs pufsuant to Cali fornia l 'enal Codc $502(c).

63. L,iukecLln bcl icvcs that the Doc l)cicndants' acls wcre rvi l l l i r l  and rnalicious in thal

Delir ldants' Aots dcscfibed above wcrc dono with thc dcl ibemtc intcul 1o iulprovc t lrc Doc

I)cl indanls' bLrsiDcss al Linkcdln's cxpensc. LinkcdJn is thc|clbre cnl i t lccl k) purl i l ivo darnagcs.

64. ln atldit ion. I- inkedln has sull l . fcd and \4i l l  continuc 1('  sul l ir  i l fcpnrxblc harm, and

ils rcnrcdy t lnw is nol i lscl l  adcquirtc lo conrpens tc i l  l i )r injr| l . ics inl l ictcd by lhc l)oc

Dcl 'cndants. Accordingly, LinkcdlD is cnti t lccl lo ir, !nctivc rcl icl.

l  t I l lU) cl,AIM IrOli Rli t , I l i l '

Viol l t iorts ol ' l 'bc l) igi(nl Mil lcDnium Copyrigh( Act, l7 U,S.C. S l2{) l  ct scq.

65. l- inked)n reallcges and incorporatcs by relcrencc al l  ol thc prccocling paragraphs.

66. l , inkcdlrr cmploys valious hycrs o1 {cchnological pro(ecl iors including FIJSE.

Scntincl, thc tJCV systern,lhe robots.txt protocol, and addit ionalsafcguards - to prolect

l-inkedln's computers and scrr'crs fiom unaulhorized access. 'fhcsc lcchnologioal protcction

neasures ei1!otively control acccss to dre copyrighted matedals on Linkedln's servers, including

the Lini<edIn website. membcr profile pages, arrd the Linkedh honcpage and news ieed, and

plotcct Li!)kcdln's exclusive righls in thosc copyrightcd marerials.

67. Despite Linftedln's besr cllbrts to protect the Linkcdlr site liom the Doe

Dcfcndants' unaulhorized access, the Doc Defendanls circunveuted [,inkcdln's tcchnological

safeguards ilcluding IUSE, SenliDel, the UCV system, thc robots.lxl protocol, and additional

-12'
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safcguards and gajncd unauthorized access to i,inkedln's copyrightcd rlaterials, including

wilhout l imitation the copyrighled Linkcdln wcbsite, iD violation ()1 l7 U.S.C. $ l20l(a).

68. As a resl l olthc Doc Dei'erldants' r.ronglulacts, Linledln has sr.rffered. is

conlinuing to sul ' fer, and wil l  continue to sul lcr darnagcs to be provcn al tr ial.  Linkcdln is lurther

cntitlcd io all plollls attribulable to llre Doe Dcfcndants' $ronglul acts b be proven at trial.

Alternatively, upon i ls eleolion ut any t iolc bclofe l lnal iudgmcnt is cnLercd. l , inkcdln is enli t lcd to

tccover slatulu y damages l i  om the Doe Dclcndarls pursuor'r l  10 I 7 lJ. S. C. is I 20J lbr each .rol ol

circunrvcnlion commilted by thc l)oc Dcfcndarnts.

69. lhc I)oe Delendints circumvclrt ions also havc causcd Linkcdln i lrcparable hlrn.

lJl l less reslraincd and enjolncd. thc [)oc I)c]cndanls wil l  conlinuo 1o colnmil srich acts.

l , inkcdln's renrcdics al Ia$,arc u()l  adcqllatc k) conrpcnsale i t  lor thcsc inl l iclcd and lhrc tcncd

injul ics, and thus l, inkcdln is 0ntit led to injunctivc rcLicfas prr)vidcd by l7 t l .S.C. -s 1203.

I. 'OUItl ' I I  CI,AIM I-OR ItI | I , IEF

llrcach of Col|ar{ct

70. Linkcdln rcal lcgcs and incoqrol 'atcs by |clc|cncc al l  of thc p|cceding parirgraphs.

7t .  t jsc ofthe l- i l l l (ccl ln wcbsitc and uso ol l- inkoclln scrvioos arc goverDcd by al)d

subjcct to thc [Jscr Agrccnrcnt.

12. Ljnkcdln meurbcrs arc prcsctrtcd with thc t]scf Agfcemcnl dnd musl al l lrmativcly

accept thc lJscr Agrcenrcnl lo rcgistcr lbf a l , inkccl ln accounl.

1]. At al l  rclcva|t l inres. Linkcdln also pr-orninently displaycd a l ink to the t iscr

Agreemenl ou Linkedln's hontepage.

71. l  he Doc Dcfcndants acccsscd thc Linkedln wcbsile ?rnd atl irnatively acccltcd and

agrccd to the User Agrccmcnt to, among olhcr things, crcatc tlre lake nrcmbcr prolilcs thal cnabled

the Doe Deilndants to access Linkedln user profiles and scrape ddta f'rom Linkedln's \.vcbsile.

75. Ihe User Agrccmcnt is cnforceablc and biuding on the Doc Dcfcndanls.

'76. 'l'he Doe Delendants repeatedly accesscd the Linkcdln wcbsite with knowledge of

the Uscr Agrccmenr and all ol'its prohibitions. Dcspite their knowledge ol'thc User Agrccmcnt

and its prohibitions. the l)oc l)clendants auoesscd and continue 1() acccss the Linkcdln website to,
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among othcr things, scrape, crawl, or use other automated tcchnology or softuarc to gain access to

the Linkedtn *cbsitc without the conscnt of Linkedln. Moreovcr, thc Doe Defendants maintaincd

morc than one account (indeed, thousa[ds ol'accounts) at any given timc. and did not provide lheir

real namcs or provide accurale information 1o l,inkedln.

11. l,inkedln has been unable lo contacl thc Doc De|nddnts to dcmand that they cease

.1nd desist their data scraping and othcr l-inkcdln-relatcd aclivities bccause Linkedll1 docs ttot

know the ideDti l ies olthc Doc Dcttndants.

78. l'hc l)oc Del'endants' actions, us dcscribed abovc, have willfully, repeatedly, iurd

systenlatically breached the User Agreen'lcnt.

'19. Linkcdln has pcrformcd al l  ooldit ions, covcnanls, and promiscs rcquircd ofi t  in

accordancc u,ith thc User Aglccmcnt.

80. 'l'hc I)oc Dcfcndants' conduct has danragcd l,inkcdln, and causcd and continucs 10

causc incparablc and incalculablc harm and iniury to l , inkcdln.

81. l- irkcdln is crl l i l lcd lo irt iunctivc rcl icl.  cornpcnsalory danla8cs, and/or othcr

cquitrblc rel icl.

FIFTTI CI,AIM FOR RI'LIEF

'[ rcsptrss

82. Linkcdln rcal lcgcs and inoolporatcs by relercncc al l  of the preceding pafagraphs.

81. ' l ' l lc l)oc I)clcndants intcntionally, ancl wilhout authofization, acccsscclaud

interacted with l , inkcdln, ircludi lrg withoul l inl i tat ion, l , inkcdln's websitc, compuler systcDls and

setvcts.

84. The Doe Delendants' aooess to l,inkedln and the inibrmation contained thcrcin

rcquired the Doe Delendants to abidc by thc [Jser Agrccmenl. By violating the terms ofthc Uscr

Agreement, and I-inkcdln's express effons to combat their activitics, the Doe Defbndants

unla*firlly gained access to and intcrl'ered aDd intermeddlcd wifh Linkedln, its websile, computcr

systcms, and its servers.

- I4-
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85. 'l he Doe Defcndanls' unauthorizgd interlerence with and access to l-inkcdln, its

wcbsite, computcr systems, and its seNcrs, anong othcr'halms, reduces l,inkcdln's capacity to

service its uscrs bccause it occupies and uses Linkedln's resources.

86. 'lhe Doe Defcndants' conduct constitutes trespass that ha$ harmed and will

continuc to hamr l, inkedln. As a result.  l , inkccl lD has been and wil l  continuc to be damagcd.

87. l,irtl<cdln has sufl'erecl and will continue to sui'ier irreparahlc hamr, and its rencdy

at law is not itscll adequate to conlpcnsate it ibr injuries inilicted by the l)oc l)ctcnclants.

Accordingly. l , inkcdln is eDlit lcd to injurrct ivc rcl ict ' .

sIXl ' t t  cl.AlM t 'oR ttELIItF

MisnDpropriat ion

88. Linkcci ln rcal lcgcs and incoryoratcs by rclcrcncc ir l l  ol lhc prcccding palagraphs.

t39. t. iDkodln has investcd substantial 1ime, labof, ski l l ,  {ncl l i r)oncial rcsoufces into thc

crcation and nraintonilnce ol l , iDkcdln, i ts cornpli tcr systcms aud scncrs, including syslcm aud

scn'cr capacily, rs wcll as thc contcnl on thc I-inkcdln websilc, lvhich is tinrc scnsilir.e.

90. Wilhout authorizatior, thc l)oc l)clandants wrongll l ly lcccsscd Linkcdln's

wcbsilc, computcr syslcnrs rnd scf\,cls. and obtaiDcd dir la lroul thc Linkcdln sitc without having

to rnoke lhc substiLDLial ir lvcsl,ncnt in t in1c, l irbof, ski l l ,  and l inancial rcsourccs nradc by LinkcdlD.

g L On inl i)rnldtion and belicl,  thc l)oc l)cf indants compcto with l , inkcdln and havc

nradc or itrlend to nr.rke data f'rom the Linkcdln sitc availablc to thcir riustonrcrs and othcl third

part ics. As such. thc l)oc f)cl_endants' usc ol- l , inkedln's computcr systcnls and servcrs, including

syslem and scNcr oi]paoity, as well as dirta liom lhe Linl(edln si1c, constilules liee riding on

Lirkecl ln's substanlial investmcnl of l imc, cl lbrt,  and expense.

92. As a rcsult ofthis misdppropriat ion, thc Doc Dcfendants wrongful ly compete,

and-/or enable othcrs lo compete, \,ith Linkcdln, and Linkcdln has been lbrced to cxpend

additional limc and resourccs, including but not limited to, investigating and responding to the

Doc Dclendants' activil.ies.

93. LiDkcdln has been and rvill oonlinue to be danaged as thc rcsult ofthe Doc

Defendan{s' acts o f misappropdation.
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94. Linkcdln has suffered and will continue to sufcr ineparablc injury, and its remedy

at la$'is not itselfadequate to comperNate it fbr injuries inflicted by the Doe Defendants.

PRAYER T'OR RELIEF

WIIEREFORE, Linkedln prays thatjudgment bc e ered in its favor and against

the Doc Dcf'cndanls, as lbllowsr

1. A preliminarl, injunction and permancrlt injunclion enjoinilg and

rcstraining all Doe Defendants, their employecs, represcntatives, agents, and all persons or cntities

acting in conccrt with thcm during the pendcncy ofthis action and therealler pcrpetually tiom

accessing <I using Linkedln's wcbsjtc for any 0onmercial pulpose whatsoever,

2. An ordcr rc<luiring the Doe Dcfcndants to dcstroy all documents, data, and

othcr items, elcclronic or olherwisc, in thcir possession, custody, or control, that wcrc wroDgfully

copied i iorr l., inkedln's websitc,

3. An award to Linkedln of rcstitution ard damagcs, inch.tdirrg, but not limited

to. compcnsatory, statutory, treble damages, a|rd punitive damagcs, as pcrrnitled by law;

4. An award to Linkcdlr ol i ls oosts ofsuit, including, but not l imiled to,

reosonablc AllorDey's t'bcs, os permitted by law; 1d

5. Such olher rcliefas thc Court deemsjust and propcr.

DIiMAND TOR.'URY TIIIAL

Linkcdln lTereby dcmands ajury trialolall issues jn the abovc-captioned action lhat are

triablc to ajury.

DATED: January 6, 2014 MLINGEI{, TOLLF]S & OLSON

Altomeys for Linkedln Coryortation

- l6-
COMPLAIN'I


