
SHAREPOINT SECURITY 
SURVEY BY CRYPTZONE 

©	
  The	
  Cryptzone	
  Group	
  2012	
  



Introduction 

This	
  survey	
  was	
  conducted	
  amongst	
  100	
  a<endees	
  at	
  the	
  UK	
  SharePoint	
  Saturday	
  
conference	
  held	
  in	
  NoDngham,	
  United	
  Kingdom	
  in	
  November	
  2011.	
  Respondents	
  
consisted	
  of	
  various	
  MicrosoJ®	
  SharePoint	
  users,	
  from	
  basic	
  users	
  to	
  administrators	
  
and	
  developers	
  from	
  organisaLons	
  of	
  all	
  sizes.	
  The	
  survey	
  was	
  conducted	
  
anonymously	
  to	
  find	
  out	
  how	
  SharePoint	
  users	
  perceive	
  SharePoint	
  security	
  and	
  the	
  
access	
  rights	
  associated	
  with	
  using	
  SharePoint.	
  



1. What is your SharePoint role in the organisation?  

User	
   Administrator	
   Developer	
   Architect	
   Other	
  

25%	
   26%	
  

15%	
   14%	
  

20%	
  



2. What is your organisation size?  

0-­‐250	
   251-­‐1000	
   1001-­‐5000	
   5000+	
  

38%	
  

17%	
  
14%	
  

30%	
  



3. Are you responsible for managing access rights 
within SharePoint? 

Yes	
   No	
  

49%	
  

51%	
  



4. If NO: Who is responsible for assigning access rights 
within SharePoint? 

Cloud	
  Service	
  
Provider	
  

In-­‐house	
  IT	
  
Administrators	
  

Business	
  
Managers	
  

Document	
  
Authors	
  

Don't	
  Know	
  

3%	
  

69%	
  

3%	
   3%	
  

22%	
  

IT	
  Administrators	
  remain	
  overwhelmingly	
  responsible	
  for	
  managing	
  access	
  rights	
  within	
  SharePoint	
  (69%).	
  
This	
  share	
  is	
  likely	
  to	
  be	
  even	
  higher,	
  as	
  22%	
  of	
  users	
  simply	
  didn't	
  know	
  how	
  access	
  rights	
  are	
  managed.	
  	
  



5. Do you think that document authors can be trusted 
to control who reads the documents they create 
within SharePoint? 

Yes	
   No	
   Undecided	
  

42%	
   43%	
  

14%	
  

43%	
  do	
  not	
  trust	
  document	
  authors	
  to	
  control	
  who	
  reads	
  the	
  documents	
  they	
  create	
  in	
  SharePoint.	
  IT	
  
administrators	
  remain	
  responsible	
  for	
  managing	
  access	
  rights	
  to	
  content	
  even	
  though	
  they	
  are	
  not	
  the	
  people	
  
supposed	
  to	
  be	
  using	
  that	
  informaLon.	
  Users	
  are	
  considered	
  competent	
  to	
  send	
  emails	
  to	
  intended	
  
recipients,	
  so	
  why	
  is	
  document	
  content	
  management	
  in	
  SharePoint	
  not	
  treated	
  in	
  a	
  similar	
  fashion?	
  



6. Have you or colleagues you know with 
administration rights ever taken a quick peak at 
documents that they are not meant to read? 

Yes	
   No	
   Don't	
  Know	
  

34%	
  

56%	
  

10%	
  

It	
  would	
  appear	
  that	
  a	
  high	
  proporLon	
  of	
  IT	
  administrators	
  are	
  more	
  curious	
  than	
  senior	
  management	
  might	
  
like	
  to	
  believe.	
  A	
  third	
  of	
  recipients	
  had	
  or	
  knew	
  of	
  others	
  who	
  had	
  looked	
  at	
  documents	
  not	
  intended	
  for	
  
them.	
  Administrators	
  have	
  historically	
  held	
  a	
  “God-­‐like”	
  status	
  –	
  oversight	
  of	
  everything,	
  but	
  pure	
  in	
  moLve	
  
and	
  acLon.	
  TrusLng	
  IT	
  not	
  to	
  look	
  at	
  informaLon	
  they	
  are	
  not	
  supposed	
  to	
  is	
  no	
  longer	
  a	
  tenable	
  posiLon	
  for	
  
governance	
  focused	
  organisaLons	
  with	
  one	
  third	
  of	
  IT	
  administrators	
  potenLally	
  looking	
  at	
  other	
  people’s	
  
personal	
  details.	
  



6. A) If YES, what sort of documents were accessed? 

Salary	
  Details	
   Other	
  Employee	
  
Details	
  

Redundany	
  NoLces	
   Merger	
  &	
  
AcquisiLon	
  
InformaLon	
  

Other	
  (please	
  
name)	
  on	
  back	
  of	
  

this	
  sheet	
  

23%	
  

34%	
  

6%	
  
8%	
  

30%	
  



7. How is 3rd party access to your SharePoint 
environment restricted? 

3rd	
  ParLes	
  don't	
  
have	
  access	
  rights	
  

Direct	
  to	
  
sharepoint	
  with	
  
username	
  &	
  
password	
  

Through	
  some	
  VPN	
  
soluLon	
  

Don't	
  Know	
   Other	
  

56%	
  

20%	
  

9%	
   5%	
   9%	
  

Our	
  findings	
  show	
  that	
  over	
  50%	
  don’t	
  give	
  third	
  party	
  access	
  to	
  SharePoint	
  collaboraLon	
  environments.	
  It	
  is	
  
therefore	
  unsurprising	
  that	
  users	
  someLmes	
  or	
  regularly	
  share	
  informaLon	
  with	
  3rd	
  parLes	
  outside	
  the	
  
system.	
  



8. Have you ever copied sensitive or confidential 
documents from SharePoint to your local PC/USB Key or e-
mail to 3rd parties? 

Regularly	
   SomeLmes	
   Never	
  

18%	
  
27%	
  

55%	
  

Nearly	
  45%	
  of	
  users	
  have	
  had	
  an	
  imperaLve	
  to	
  copy	
  sensiLve	
  &	
  confidenLal	
  informaLon	
  to	
  an	
  unprotected	
  
USB	
  sLck	
  or	
  an	
  email	
  message	
  which	
  surely	
  circumnavigates	
  the	
  intended	
  purpose	
  of	
  a	
  secure	
  collaboraLon	
  
environment	
  such	
  as	
  SharePoint.	
  	
  



8a) If YES, for what reason did you copy documents 
out of SharePoint? 

EdiLng	
  documents	
  In	
  
SharePoint	
  is	
  too	
  slow	
  

or	
  complicated	
  

SomeLmes	
  need	
  to	
  
work	
  on	
  a	
  file	
  at	
  home	
  

Needed	
  to	
  send	
  to	
  
someone	
  without	
  
SharePoint	
  access	
  

Other	
  (please	
  state	
  on	
  
back	
  of	
  sheet)	
  

2%	
  

43%	
  

55%	
  

0%	
  

43%	
  of	
  these	
  seemed	
  well	
  intended	
  as	
  they	
  wanted	
  to	
  conLnue	
  working	
  on	
  documents	
  from	
  home,	
  but	
  surely	
  
more	
  reason	
  for	
  IT	
  to	
  provide	
  secure	
  home	
  working	
  to	
  the	
  collaboraLve	
  environment	
  rather	
  than	
  users	
  resort	
  
to	
  such	
  pracLces	
  which	
  are	
  unlikely	
  to	
  conform	
  to	
  corporate	
  security	
  procedures.	
  Over	
  55%	
  sent	
  documents	
  
to	
  others	
  without	
  SharePoint	
  Access.	
  Whilst	
  the	
  reasons	
  for	
  lack	
  of	
  access	
  were	
  not	
  ascertained	
  it	
  is	
  clear	
  that	
  
SharePoint	
  has	
  yet	
  to	
  become	
  an	
  inclusive	
  collaboraLon	
  tool.	
  



9. Do you realise by taking documents out of 
SharePoint you are making documents less secure? 

Yes	
   No	
   Don't	
  Know	
  

92%	
  

5%	
   3%	
  

The	
  IT	
  security	
  awareness	
  message	
  is	
  being	
  heard	
  but	
  not	
  listened	
  to!	
  Over	
  90%	
  of	
  those	
  surveyed	
  knew	
  that	
  
by	
  taking	
  documents	
  out	
  of	
  the	
  SharePoint	
  environment	
  documents	
  become	
  less	
  secure.	
  	
  



10. If YES, why do you feel the need to take documents 
out of SharePoint despite the security implications? 

Documents	
  copied	
  are	
  
not	
  of	
  a	
  sensiLve	
  nature	
  

Not	
  bothered	
  if	
  it	
  helps	
  
me	
  get	
  the	
  job	
  done	
  	
  

Never	
  thought	
  about	
  the	
  
security	
  implicaLons	
  

Not	
  my	
  responsibility	
  to	
  
protect	
  the	
  data	
  

23%	
  

30%	
  
34%	
  

13%	
  

A	
  fiJh	
  jusLfied	
  this	
  acLon	
  by	
  indicaLng	
  documents	
  copied	
  out	
  of	
  SharePoint	
  were	
  not	
  of	
  a	
  sensiLve	
  nature;	
  
however	
  a	
  staggering	
  30%	
  said	
  that	
  they	
  were	
  “Not	
  bothered	
  if	
  it	
  helps	
  me	
  get	
  the	
  job	
  done”.	
  A	
  further	
  35%	
  
had	
  never	
  considered	
  the	
  security	
  implicaLons	
  of	
  their	
  acLons.	
  Is	
  it	
  any	
  wonder	
  that	
  we	
  see	
  so	
  many	
  data	
  
security	
  breaches	
  as	
  a	
  result	
  of	
  irresponsible	
  human	
  behaviour?	
  OrganisaLons	
  need	
  to	
  be	
  coming	
  up	
  with	
  
even	
  more	
  innovaLve	
  methods	
  of	
  communicaLng	
  cause	
  and	
  effect	
  to	
  their	
  users	
  and	
  perhaps	
  consider	
  
sancLons	
  to	
  wake	
  up	
  the	
  12%	
  that	
  don’t	
  consider	
  it	
  their	
  role	
  to	
  protect	
  corporate	
  informaLon.	
  



Conclusion 

The	
  consequences	
  of	
  people	
  circumvenLng	
  security	
  policies	
  and	
  procedures	
  put	
  in	
  place	
  to	
  
protect	
  intellectual	
  property	
  and	
  confidenLal	
  informaLon	
  within	
  collaboraLon	
  sites	
  are	
  
enormous.	
  We	
  see	
  so	
  many	
  data	
  security	
  breaches	
  as	
  a	
  result	
  of	
  irresponsible	
  human	
  behaviour.	
  	
  
OrganisaLons	
  need	
  to	
  do	
  their	
  own	
  research	
  as	
  a	
  result	
  of	
  our	
  findings,	
  and	
  see	
  how	
  their	
  
valuable	
  and	
  sensiLve	
  informaLon	
  is	
  accessed	
  by	
  administrators	
  and	
  end	
  users.	
  OrganisaLons	
  
need	
  to	
  ensure	
  that	
  they	
  are	
  compliant	
  to	
  laws,	
  regulaLons	
  and	
  that	
  customer	
  trust	
  is	
  not	
  
violated.	
  	
  
Cryptzone	
  recommends	
  that	
  organizaLons	
  	
  take	
  this	
  research	
  seriously	
  and	
  consider	
  there	
  may	
  
be	
  some	
  serious	
  security	
  issues	
  within	
  the	
  organisaLon	
  that	
  may	
  damage	
  the	
  business	
  seriously.	
  
At	
  the	
  end	
  of	
  the	
  day	
  humans	
  can	
  only	
  be	
  as	
  good	
  as	
  the	
  policies,	
  tools	
  and	
  the	
  culture	
  that	
  is	
  
provided	
  for	
  them.	
  OrganisaLons	
  need	
  to	
  take	
  steps	
  that	
  allow	
  its	
  workforce	
  to	
  harness	
  the	
  
power	
  that	
  SharePoint	
  offers,	
  but	
  sLll	
  enforce	
  an	
  organisaLon’s	
  policies	
  on	
  data	
  loss.	
  These	
  
steps	
  include:	
  
  Provide	
  be<er	
  third	
  party	
  access	
  to	
  restricted	
  informaLon	
  held	
  in	
  a	
  SharePoint	
  environment	
  	
  
  Support	
  encrypLon	
  of	
  sensiLve	
  and	
  confidenLal	
  documents	
  	
  
  Ensure	
  that	
  encrypLon	
  and	
  access	
  management	
  stays	
  with	
  the	
  document	
  regardless	
  of	
  

whether	
  the	
  document	
  is	
  moved	
  copied	
  or	
  changed	
  in	
  anyway	
  



About Cryptzone 

  The	
  Cryptzone	
  Group	
  is	
  a	
  technology	
  innovator	
  of	
  proacLve	
  controls	
  to	
  miLgate	
  IT	
  security	
  
risk.	
  We	
  bring	
  together	
  the	
  people,	
  processes	
  and	
  technology	
  to	
  miLgate	
  informaLon	
  
security	
  risks	
  idenLfied	
  in	
  the	
  key	
  areas	
  of	
  Policy	
  Compliance,	
  Content	
  Security,	
  Secure	
  
Access	
  and	
  Endpoint	
  Security.	
  Headquartered	
  in	
  Sweden,	
  the	
  company	
  has	
  offices	
  in	
  the	
  UK,	
  
USA	
  and	
  Poland,	
  as	
  well	
  as	
  an	
  extensive	
  partner	
  network	
  with	
  more	
  than	
  150	
  global	
  
partners.	
  For	
  more	
  informaLon	
  about	
  the	
  company	
  and	
  its	
  soluLons,	
  visit	
  
h<p://www.cryptzone.com.	
  

  Cryptzone's	
  share	
  is	
  listed	
  on	
  First	
  North,	
  Sweden,	
  the	
  Nordic	
  alternaLve	
  market	
  operated	
  
by	
  NASDAQ	
  OMX.	
  CerLfied	
  Adviser	
  is	
  Thenberg	
  &	
  Kinde	
  Fondkommission	
  AB.	
  	
  

  Email:	
  info@cryptzone.com	
  

  Website:	
  h<p://www.cryptzone.com	
  

  For	
  more	
  informaLon	
  please	
  contact	
  your	
  local	
  office:	
  
  UK:	
  +44	
  (0)	
  370	
  013	
  1600	
  

  USA:	
  +1.949.279.6177	
  

  Sweden	
  &	
  Rest	
  of	
  World:	
  +46	
  (0)31	
  773	
  86	
  00	
  



About SharePoint Saturday 

SharePoint	
  Saturday	
  is	
  an	
  educaLonal,	
  informaLve	
  and	
  lively	
  day	
  filled	
  with	
  sessions	
  from	
  
respected	
  MicrosoJ	
  SharePoint	
  professionals	
  &	
  MVPs,	
  covering	
  a	
  wide	
  variety	
  of	
  SharePoint-­‐
orientated	
  topics.	
  	
  SharePoint	
  Saturday	
  is	
  open	
  to	
  anyone	
  and	
  a<racts	
  SharePoint	
  architects,	
  
developers,	
  and	
  other	
  professionals	
  that	
  work	
  with	
  MicrosoJ	
  SharePoint.	
  Events	
  are	
  hosted	
  
throughout	
  the	
  year	
  in	
  locaLons	
  across	
  the	
  world.	
  

For	
  more	
  informaLon	
  visit:	
  h<p://www.sharepointsaturday.org	
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