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• Malware continues to grow exponentially (given)
• Mobile Malware Boom (Android)
• Rogue Security and sys utils on OS X
• Kits and Crimeware

• Client application target growth
• Adobe vs. MS
• ICS / Embedded / Financial, Medical, and more

• The Rise and Plateau of Hacktivism. . . For now. . .
• What does it all mean?
• What matters?
• Who is benefitting?
• Intra-group attacks
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• Malware continues to grow exponentially
• Perspective

• From Q1 ‘10 onward and average of 2.5 million 
new, unique samples per month

• Rootkits/stealth malware - ~60k per month.

• Static families are still king (Trojans, non-self 
replicating or file-infecting).  Includes 
FakeAlerts, PWS, BD, Autoruns, etc.

• PWS and Autorun between 200k and 400k per 
month.

• Global Botnet-related infections steadily 
recovering from previous ‘blows’ (Rustock and 
Bredolab, Waledac, Kelihos takedowns)
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• Malware continues to grow exponentially
• Mobile

• Currently seeing 1.2 – 1.4k unique per month

• Android threats account for 63% of all mobile 
platforms.

• Including much older and seasoned 
platforms.

• Biggest iOS (Apple) issue is device and 
software vulnerabilities (and exploits thereof), 
as opposed to live, in-the-wild malware

• Malicious mods of popular released apps is the 
primary delivery method

• Android/Jmsonez.A
• Android/ Smsmecap.A
• Android/DroidKungFu
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• Malware continues to grow exponentially 
• New platforms for rogue security / util products

Families
•MacDefender
•FlashFake
•iMunizator
•MacSweeper

• etc. etc. etc.
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• Crimeware – Kits and Prevalence
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• Crimeware – Kits and Prevalence

• Notable in 2011 so far

• Weyland-Yutani BOT Version 1.0 
• (has OS X versions)

• BlackHole 1.1 and higher (custom builds 
and patches)

• BestPack
• Phoenix 2.7 and higher
• Eleonore 1.6.5+
• Yes EK 4.0
• Various Leaks

• Full ZeuS and SpyEye builders 
and source

• Incognito
• BleedingLife 3
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• Adobe far outnumbers MS for client / app exploitation.

• >16k exploit samples per/mo.

• Over 60 individual Adobe vulns 
targeted in 2011, and counting

• Adobe (and other) ‘hot’ exploits are 
being built into mass-produced 
malware and exploit kits every day.
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• ICS, Embedded*, SCADA
• Stuxnet was interesting

• Currently seeing ~10 new, confirmed, ICA or 
SCADA-related vulns per month.  Nearly always 
accompanied by PoCs.

• Very active ‘independent’ research community
• Luigi Auriemma
• Joel Langill (SCADAhacker)
• Digital Bond

• Time (last ~5 years) has brought more visibility 
and more knowledge.
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• Other targeted systems and industries of interest

• Public Utilities

• Location-specific / Targeted PLC systems
• Prison automation systems (fencing, door controls)

• Device or human tracking systems

• Energy / Utility control and monitoring

• Financial / Trading systems

• Traffic Control (from central intelligence to signal control)
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• Medical  !!!

• Externally / remotely manageable implanted devices
• Pacemakers
• Implantable Defibrillators
• Software flaws – usual issues, self-update flaws, 

firmware issues, human error resulting in flawed 
usability, 

• Device transmission interception
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• MAUDE DB Examples
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• Giant ICS/PLC/SCADA/Vertical-specific Pie

Iconics
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• “Hacktivism” as a concept is not new

• The “marketing” prowess of groups like 
Anonymous and LulzSec / AntiSec is 
significant

• All these groups have a relatively small, 
skilled, head.  The body is a mass of varied 
skill, buying into the ‘marketing’ and ‘idea’ of 
identifying themselves with these groups

• 2010-2011: significant in particular to the rise 
and visibility of Anonymous, LulzSec, and the 
wider AntiSec movement. (The origins of 
Anonymous go back to 2002/2003 and *chan)
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• Some Goals and Ideals
• Cyberspace-specific, open 

consciousness and culture

• Expose and end Government and 
Corporate greed  and corruption.

• Disruption of operations and business for 
those identified as hostile, inhumane and 
unfair

• Mass exposure for new ideas

• Mobilization of the masses – creating and 
fostering an environment of activism 
(cyber and ‘real’).
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Operation Didgeridie
Oregon Tea Party raid

Operation Titstorm

Operations Payback,

Operation ZimbabweOperation Avenge Assange

Operation Bradical

Operation Attack on Fine Gael website
Operation Leakspin

Arab Spring Activities
Attack on HBGary Federal

Operation Westboro Baptist Church

2011 Wisconsin protests

2011 Bank of America document release

Operation Sony

Spanish Police Disclosure

Indian Anti-corruption

Operation Malaysia

Operation Orlando

Operation Intifada

Operation Anti-Security

Operation Facebook

Operation BART

Occupy Wall Street

Operation DarkNet

Opposition to Los Zetas

Operation Payback III

Operation CashBackAnon-Ware
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Anonymous and TeaMp0isoN !
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#RefRef Failure

[14:13] <p0ke> On a serious note, I am now @AnonCMD
[14:13] <p0ke> wait.. wut
[14:13] <NOOKem> ^thefuck?
[14:13] <TheMiNd> blowfish go fuck yourself
[14:13] <kill9> when its not going to be released
[14:13] <%AnonCMD> I am the original anoncmd #refref bro
[14:13] <%AnonCMD> We are not releasing
[14:13] <fatjack> that was coiincidence
[14:13] <%AnonCMD> It never existed
03[14:13] * Joins: Wolfy (Howling@the.moon.tonight)
[14:13] <Wolfy> !up
03[14:13] * Lulzboat sets mode: +o Wolfy
[14:13] <fatjack> the ref is a lie
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#RefRef Failure #RefRef Screenshot posted on 
THN – 7/30/11

Lazy Web Tools Page 
Cycler – from 2008 !
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Targeting between groups



McAfee Confidential—Internal Use Only

Hacktivism

Arrests, and other Legal actions
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