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A menor andum subm tted by offictals

Sunmary

1. This=—+s/ a proposal for an integrated National Operational
Deterrence and Intelligence Surveillance\ System (NODI SS)
strategy to be acconplished over a fivextoxfifteen year period
concurrent with the introduction—_of “~conpul sory ldentity Cards
and the Tracking Database (Yaudict—trail”) of the Nationa
Identity Register. It has been prepared by the Donestic Affairs
Cabinet Conmittee Oficials—Commttee;, chaired by the Cabinet
Ofice.

2. Mnisters are invited to endorse)the analysis in the nenorandum
and to comm ssion the.recommended acti ons.

| nt r oducti on

3. The aim of the strategy is to provide integrated stseans of
real-tinme data\ to ‘\haw, enforcenment and designated official
structures ~im \a way | which nmaximally wutilises the-range of
di sparate (l'egal “powers available for their acquisitton, “and
conprehensi\ve virtual |inks between hitherto isebated\'siTeos " of
data for intelligence exploitation, wth key benchmarks \of val ue
to sustain publie and political support. Although- powers exist
under Crown Prerogative which are well-established by precedent,
it would be prudent to align with |ong-tefmreform off explicit
constitutional arrangenments, at a pace contingently determ ned
by evol ving public acceptability.

4. The *“ldentity Card” schene wll generate \\for” each identity-
verified transaction an audit |og-ef “echronological |ocation and
i nkage information (the Tracki ng ‘Dat abase)/to secondary logs in
NI R- enabl ed syst ens.

5. Data-mning the Tracking Database—is anticipated to yield the
followng types of intelligencebeneficial for the prevention
and detection of crinme, the interests of national security, the
effective and efficientt \provision of public services, the
control of illegal working, <and’ /the enforcenment of immgration
provi si ons:



(i) Corroboration of the identity of persons generating
communi cations data (account. usage and traffic pattern
anal ysi s) from fixed and nobi | e devi ces for
t el econmuni cati ons access qbtained under RI PA 2000 Part.1

(ii) Monitoring of behavwwour “of\\known and suspected offenders,
intelligence targets; or_antw-social groups, with real-tinme
al erting of Suspi chous patterns of associ ati on and
identification/of \new—“targets of interest”.

(ii1) Through | everagi'ng "\ the nat i onal dat abase  of faci al
bi onetricsy withathe increasing digitisation and wreless
depl oynent ~~of 'CCTY systens, the capability to generate
geogr aphi cal hy-specific and conputationally efficient watch-
i sts for face~recognition, with human operator confirmation
from kecal and regi onal control centres.

(iv) Fusien—wi.tth comrmuni cations intercepted. under RIPA S. 16
(domestic interception under subject-matter certificated
trawling warrant) to identify and corroborate in real-tine
the ijdentity of communicating parties.

(v) The ability to harvest behavioural~data on randomy selected
popul ati on sub- gr oups, for soci o~econom ¢ research,
di srupting the activities of._subversivevgroups, perception
managenent and i nformati on operations:

(vi) Wth progressive deploynent “of rennte bionetric verification
termnals at tactical and st rategic choke points, a
conprehensive grid for “internal“movenent control nonitoring
of 1 ndividuals.

(vii) Fusion and consolidation with” transaction data extracted from
private sector <databases where |awful admnistrative (non-
judicial) aut hori-ty—exists to requisition information
routi nely or/,exceptionally (e.g. SSBF 1996, ATCSA).

6. Unanbi guous—identification has been the key obstacte to. date
preventing(/systematic/data fusion of these various sources. of
data. The 'creation of a central bionetric database. for /routine
and renote “authentication offers the possibil ity of. resol ving
the identity—ef/ persons making private and._ public\, sector
transactions, wutilising public transport .systens “and public
services, and maintaining a near-perfect />naticonal archive of
mass behaviour. In the long termthis "Donesday. Log™ will be of
imense value to  historians and retrospective official
investigations. Mre imediately it/ -offers. an” unprecedented
possibility of tackling crime and disorder)\ because the strong

i kelihood exists that any perpetraror.w.ll be tied to the scene
of any transgression by at |east ~one “bronetrically-verified
trail from interlocking surveilhance systens wth sufficient

proximty to guarantee an autenmtic.conviction with guilty plea.
The large mpjority of offences—can ‘therefore be dealt wth
summarily. The deterrent gffectis Iikely to largely elininate
the possibility of wundetlected \\inpropriety at every level of
soci ety.

7. It i1s essential for the achievenment of these long-term strategic
benefits that:



(i) Public confidence is maintaiched by playing a political “dead-
bat” to irresponsible nmedira, parlianentary and activist
accusations of a “surveil Rance agenda”

(ii) NODISS capabilities,” and \“attendant measures for public

reassurance throughv"toversight” arrangenents, are handled
with utnost sensitiwity, w.th nurtured popular support for
each increnment pronul'gated t'o enhance deterrence (often best
presented as & response to a specific noral panic). Privy
Council briefing channel's are used to obtain senior cross-
party politicalh’/support for the progressive roll-out of
i ntegrated./coverty capabilities, and these are presented in
this context as neasures in support of national security

(ii1) A permnent. ~commttee of officials be established to

adm nikstef the strategy and wutilisation of the NOD SS
capabi I'"tires, and determ ne the procedures for involvenent by
governrent. mnisters. The commttee will .need to be shiel ded
from public and parlianmentary scrutiny through the flexible
exclusibon and exenption provisions tef Ihegislation, wth
“ringifenced” oversight by responsible-~Comui.ssioners wth
poli-ti cal security clearance for sanitized material .

(iv) The bionetric and tracking databases, and N R-enabl ed

subsidiary systens, are established. and operated in a
centralised fashion, permttpng—maxiably secure overt and
covert data processing actikvities, free frominterference or
detection from hostil e power s> or subversive el enents.

(v) Provision is made fore the control, including incarceration
of extrenme anarchisticy or insurrectionary fringe elenments
whi ch m ght react,  negatively’ /to the known |evel of public
surveillance (in soxfar as\it’is determ ned judicious to avow
publicly the exkstence of the capability).

(vi) Strategies are —devised for encouragenent of public. opinion

and snooth news tanagenment of progressive roll-out “phases,
m ni m si agounhel pful commentary and nonitoring the state of
public opi ni on>cl osely

To dispel “and fjragment political opposition Cfrom-the civil
liberties mnaority groups, there exists they possihilhity of

offering vetted community leaders |imted access (wthout
exposing the full capabilities) to inteldigence product from
NODISS, in order that they may achieyve .a. nanageable but

politically attractive degree of devolved comruni tari an
governance. This may extend to variabhe.. geonetry judicial
process and detection and puni shnent “of apostasy and cultural
infractions, thus nipping in the bud.fringe)and extrem st sub-
cultural trends.

By targeting, tracking and-_correkating the behaviour and
activities of cultural and nedita—ehites, it may prove feasible
to reliably shape and stinulate public consent for a w de range
of government objectives,\|\| by reinforcing trustworthy opinion-
former relationships —and\ suppressing or neutralising the
econom ¢ and political/ effectiveness of dissenting actors. For
exanple, well-chosen\\ and appropriate interventions in the
private lives or professional success of favoured agents and
subtle thwarting of the--advancenent of “hostile” organisations



10.

11.

12.

and individuals would over «time inprove capabilities for
conpr ehensi ve perception managenent and even perm t
sophi sticated tactical informaticon operations in support of
specific political prograns.

The gradualist and sehatiwvist, political narrative to ease
transition to the NOPLSS-enabl\ed nobdes of governance should
continue to enphasisse the essentially British qualities of the
“nothing to hide = nothi-hg to fear” agenda. It should ignore

mar gi nal i se, or ¥idicule inputations of our true intentions as
“conspiracy theoryY,/ When pressed it should acknow edge that
such fears ni/ght “have ~validity in denocracies other than the
United Kingdom. At\\various points in the transition, invented
fashi onable new.i deol ogy can opportunistically be devel oped to
over conme_-surges. ‘of/ unease or resistance, in conjunction wth
i nf or mat hen~ Operati ons around synthetic causes and pseudo-events
(preferably. "with human-interest appeal). The views of the
substantial~mnority constituency of natural. authoritarians can
be” reiinferced and portrayed as mmjority endorsenment through
NCDI SS-enhanced feedback through apparent-.grass-roots channels
(tthe technique known in the US as "Astroturf), “eonventional PR
and~careful |y managed public opinion sutveys. This should prove
adegquate to keep elected parlianentarians| onside. However,
progressive reform to reduce the.conservative, |iberal and
tndependent el enents of the House of “Lords rmay be necessary to
acconplish key phases of enabling—legisliation. Particularly
stubborn opponents, or thos€ welding disproportionate or
denocratical |l y unaccount abl e influence; can be countered through
measured  specific oper ations; I nformed by conpr ehensi ve
surveillance of their private N\wves: In the vast mgjority of
cases, sone factual infractien on)indiscretion has already been
found which can be exploiteduvia tabloid news nmedia. Nuanced
| eakage to peer groups. ks one proven way to push suspicion of
“dirty tricks” to the margins.

As the range of/ publiely di'sclosed capabilities is progressively
w dened, w th popul ar, support for social nornmalisation>and the
successful reduction of harnful deviancy, the term nal_point of

stability Wil be-an appropriate and utilitarian siml\@erum-ef a
safe, just\\ and tolerant society, in line w thour. nmssion
statement. This will restore social deference, secure.dehocratic
consent and achi eve I nt ernati onal adm r ati on; restoring

Britain's reputation in the world as a well-ordered, ypust and
tolerant society. No predeterm ned |eft-rights—axi:s. of politics
need to be chosen to mandate the transition >Over~tinme, full
public availability of +the national —bhiopetric. database and
associ ated datasets will conme to be regarded as” a nornmal and
uni versal good, and the econom cc and secial fruits of a
benevol ently adm ni stered transparent \society)w || be maxi m sed.

A mllennial era of nutual respect, Order,” and justice will at
| ast have been safeguarded, —governed by a stable system of
appropriate custodi ans.

Fi nanci al consi der ati ons

13.

Treasury officials have been>fully engaged in the devel opnent of
this analysis. They are satisfied that the budgetary
inplications for taking forward the strategy can be taken into
consideration in the fortheom ng Spendi ng Review for 2002.



Legal consi derations

14. Treasury counsel has confirknmed ‘the strategy can be nmde to
appear conpatible wth the Ruman Rrghts, Data Protection, and
Disability Discrimnation Acts) and>the proposed Wapons of Mass
Destruction (Suppressi‘on). “and\ Respect for Sensible Soci al
Responsibility Bills plhanned forvthe 2001/2 | egislative session.

Requl at ory i npact

15. Oficials’ initialhregubatory inpact assessnent suggests that
the net effect, ~weighed against the public policy benefits,
woul d be wi thin_agreedit ol erances.

Recommendati ons

16. M ni sters arexinvited to:

(i1 )/ Note ‘the analysis prepared by DA(O, including the |egal and
budget ary consi der ati ons.

(ii) Commission officials to undertake. the ~—next phase of
devel opment with a further report 40 DA.I nidue course.

Si gned: Sit Bonar Nevill e- Ki ngdom
Cabinet Ofice
28 June 2001



