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UNTTED STATES
DISTRICT OF

UNITED STATES OF AMERICA,

P l a i n t i f f ,

V .

,JOHN DOE 1, ,JOHN DOE 2, ,JOHN
DOE 3, . fOHN DOE 4, ,JOHN DOE 5,
,JOHN DOE 6, 'JOHN DOE 7, .fOHN
DOE 8, 'JOHN DOE 9, . fOHN DOE 10,
,JOHN DOE 11, ,JOHN DOE 12, AIID
.JOHN DOE 13,

DISTRICT COURT
CONNECTICUT

N o .  3 : l - 1  C V ?'.n cv sbt vLB

A p r i l  1 1 ,  2 0 1 - 1

Defendants .  :

COMPIJ\INT

NOW COMES the United States of America, by and through

i ts  a t to rney ,  Dav id  B .  Fe in ,  un i ted  s t ,a tes  At to rney  fo r  the

Dis t r i c t  o f  Connect icu t ,  and a l leges  the  fo l low ing :

1 .  Th is  i s  a  c iv i l  ac t ion  brought  under  T i t le  18 ,

un i ted  s ta tes  code,  sec t ions  t -345 and 252L t .o  en jo in  the

Defendants from cont inuing to engage in wire fraud, bank fraud,

and unauthorized intercept ion of erectronic communicat ions, in

v i o l a t i o n  o f  T i t l e  1 8 ,  u n i t e d  s t a t e s  c o d e ,  s e c t i o n s  1 3 4 3 ,  l - ' 3 4 4 ,

and 251-l- ,  by means of maricious computer software known as

" C o r e f l o o d .  "

2 -  Coref lood is a computer virus that propagates

i tserf  among computers on a network. when a computer is infected

with coref lood, the computer can be conLrorred remoLely by

another  computer ,  re fe r red  to  here in  as  a  ' command-and-cont ro l -
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server '  o r  ' c&c  server . '  An  in fec ted  computer  i s  re fe r red  to  as

a  r r b o t ,  "  i . e . ,  a  s o f t , w a r e  l r o b o t .  n

3  -  A  s ing le  c&c server  can cont ro r -  m i r l ions  o f  bo t .s .

The bo ts  cont ro r red  by  a  C&c server ,  o r  by  a  g roup o f  re la ted  c&c

servers /  a re  re fe r red  to  as  a  , rbo tne t . "  The rp  address  and

physical  locat ion of a c&c server can be changed; accordingly,  as

used here in ,  the  "p redecessors"  o f  a  c&c server  re fe r  to  p r io r ,

related incarnat ions of a c&c server that has since been moved.

4-  As  o f  Apr i l  r ,  2or r ,  the  computer  servers  ass igned

r P  a d d r e s s e s  2 0 7 . 2 1 , 0 . 7 4 . 7 4  a n d  7 4  . 6 3 . 2 3 2 . 2 3 3  w e r e  c o r e f l o o d  c & c

servers. The botnet control- led by those two servers, and by

the i r  p redecessors ,  a re  re fe r red  to  here in  as  the  , ,core f rood

B o t n e t . t t

5.  As of in or about February 2OLO, there were

approx i -mate ly  2 ,336,542 in fec ted  computers  tha t  were ,  o r  had

b e e n ,  p a r t  o f  t h e  c o r e f r - o o d  B o t n e t .  A p p r o x i m a t e l y  1 , g 5 3 , 0 0 5  o f

the infected computers appear to have been r_ocated in the united

states, with the remainder r-ocated in countr ies around. the worrd.

5 '  A Coref l00d bot  pr imar i ly  ident i f ies and

communicates with i ts c&C server by rnternet d.omain name,

than by rp address. rn Aprir 2or' ,  bots in the coreflood

ident i f ied the C&C servers as , , jane.unreadmsg.net , r  
an.

"vacc ina .med innovat ion .org , , ,  wh ich  cor responded as  o f  Apr i ]  L ,
2 0 L L  t o  t h e  r p  a d d r e s s e s  2  0 7  . 2 L 0 . 7 4 . 7 4  a n d  7 4 . 6 3 . 2 3 2 . 2 3 3 ,

rather

Botnet
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respec t i ve l y .

servers for the

regular ly .

7 .

Internet domain

The rnternet domain names used to identify t.he c&c

Corefl-ood Botnet are changed and updated

The Defendants herein are the registrants of the

names used to ident i fy the C&C servers for the

pursuant  to  T i t1e

T i t l e  28 ,  Un i t ed

Connect icut

1 3 a s  ( a )  ( 1 )  a n d

and (d )  .

number of

been ob ta ined,

used for many

data ,  and

a threat to

coref l -ood Botnet. .  on information and bet ief  ,  the DefendanE,s are

fo re ign  na t iona ls .

9 -  The Defendants are subject to the personal

ju r isd ic t ion  o f  th is  Cour t ,  hav ing  used in fec ted  comput ,e rs

throughout the united states as part  of  the coref lood Botnet in

furtherance of their  scheme to defraud.

,.Turisdiction and Venue

8 .  S u b j e c t  m a t t e r  j u r i s d i c t i o n  l _ i e s

18 ,  Un i ted  Sta tes  Code,  Sec t ,  j_on  1345 (a )  (1 )  and

S t , a t e s  C o d e ,  S e c t i o n s  1 3 3 1  &  1 3 4 5 .

10.  Venue is  proper  in  the Dis t r ic t  o f

pursuant  to  T i t le  19,  Uni ted States Code,  Sect ion

T i t l e  28 ,  Un i t . ed  S ta tes  Code ,  Sec t , i on  1391(b )  (2 )

The Scheme to Defraud

1 l_ .  A  bo tne t ,  de f ined here in  as  a  la rge

computers to which unauthorized.,  remote access has

is  inherent ly  a  c rea ture  o f  c r ime.  A  boLnet  can be

criminal purposes, including sending spam, steal ing

commi t t ing  f inanc ia l  f raud.  A  bo tne t  a rso  presents
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nat iona l  secur i ty ,  because i t  can  be  used to  a t tack  and d isab le

comput,ers, including governmenL computers, on the fnternet, .

12-  The core f l -ood Botne t  was  used,  among o ther  th ings ,

to commit f inancial  f raud. Infected computers in the Coref lood

Botnet aut,omat, ical ly recorded t ,he keystrokes and rnterner

communicat ions of unsuspect ing users, including onl ine banking

credent ial-s and passwords. The stolen data was then senE, co one

or more Coref lood c&c servers, where i t  was stored for review by

the  Defendants  and the i r  co-consp i ra to rs .  The core f lood c&c

servers al-so st ,ored the network and operat ing system

charac ter is t i cs  o f  the  in fec ted  computers .  The Defendants  and

the i r  co-consp i ra to rs  used the  s to ren  da ta ,  inc lud ing  on l ine

bank ing  c redent ia ls  and passwords ,  to  d i rec t  f raudurent  w i re

t rans fers  f rom the  bank  accounts  o f  the i r  v ic t ims.

13. The vict ims of the fraud scheme described above

i n c l u d e d ,  i n t e r  a l i a :

a. A rear estate company in Michigan, from whose bank

account there were fraudulent,  wire transfers made in a

to ta l  amount  o f  approx imate ly  g1 , I5 ,77 I ;

A law f i rm in South Carol ina, f rom whose

there were fraudulent.  wire t , ransfers made

amount  o f  approx imate ly  g78,42 I ;

bank account

in  a to ta l
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c. An investment company in North carol ina, f rom whose

bank account there were fraudulent wire t , ransfers made

in  a  to ta l_  amount ,  o f  approx imate ly  g151,20L;  and

d.  A  de fense cont rac tor  in  Tennessee,  f rom whose bank

account there were fraudulent wire transfers atLempted

in  a  to ta l  amount  o f  approx imate ly  gg34,52g,  resur - t inq

in  an  ac t ,ua l  loss  o f  approx imate ly  $24 l - ,  g66 .

The ful I  extent of  the f inancial  ross caused by the Coref l -ood

Botnet is not known, due in part  to the rarge number of infected

computers and the quant i ty of stolen data.

' -4- Even wi-thout a known f inanciar- ross, however,

unsuspect ing owners and users of infected computers in the

coref lood Botnet are suffer ing a cont inuing and substant ial

in ju ry ,  because,  in te r  a l ia :  (a )  the  computers  a re  runn ing  a

mal ic ious program thaL the owners and users do not know about and

never intended to have running; (b) the program puts at r isk the

pr ivacy  and conf ident ia l i t y  o f  rn te rne t  communica t ions ,  inc lud ing

private personal and f inancial  information, of  those compuE,er

users; and (c) the program could enabr_e the infected compuE,ers co

be used in furtherance of other cr iminar_ act iv i ty,  without the

knowledge of the owners or legi t imate users.

The Coref lood Domains

15 '  As  a l leged prev ious ly ,  a  core f l00d bo t  p r imar i l y

ident i f ies and communi-cates with i - ts ccc server by rnternec
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domain  name.  spec i f i car ly ,  each bo t  has  a  l_ is t  o f  bu i l t - in

Internet domain names, Lwo per mont,h, for a period of

approximately one year.  The f i rst  rnternet domain name is used

to ident i fy the pr imary c&c server;  the second rnternet domain

name may possibly be used as an al ternate means of communicat ion

or control- .  The l ist  of  rnternet domain names is updated

regu lar ly .

15-  As  o f  Apr i l  1 ,  2017,  the  fo1 l0wing  rnLernet  domain

names were  bu i l t - in  to  the  core f lood bo ts  cont ro l led  by  the  c&c

s e r v e r s  a s s i g n e d  r p  a d d r e s s e s  2 0 7 . 2 L 0 . 7 4 . 7 4  a n d  7 4  . 6 3 . 2 3 2 . 2 3 3 :

Month
r /201,7
2  / 2o r r
3  / 20 r r
4  /  2011 ,
s /20 r r
5 / 20]-7
7 / 201,7
8 / 20:-1_
e  / 20 r r
r0 /20] -L
I  t  l a a t  t
L L /  4 V L L

12 /  2} t r

Primarv Domain
a- gps .  v ip- studions .  net
dru. realgoday. net.
b rew.  f i shbonet ree  .  b iz
j  ane .  unreadmsg. net
exchange .  s ta f i locox .  ne t
ns1  .  d ip lodoger .  com
a- gps .  v ip -  studions .  net
dru .  rea lgoday .  ne t
brew .  f ishbonetree .  bi  z
j  ane .  unread.msg. net
exchange .  s ta f  i locox .  ne t
n s 1 .  d i p l o d o g e r .  c o m

Alternate Domain
old. antrexhost .  com
marker.  anlrexhost .  com
spamblocker.  antrexhost .  com
ads.  an t rexhos t , .  com
cafe .  an t rexhos t .  com
cof f  eeshop .  antrexhost .  com
old. antrexhost .  com
marker.  antrexhosc .  com
spamblocker.  antrexhost .  com
ads.  an t rexhos t .  com
caf  e .  an t . rexhos t .  com
cof  f  eeshop.  an t , rexhos t .  com

Mnnl- l.r

r /201,r
2  /  20 r r
3  /  2oLL

4 /  207L
s / 201,1_
6  / 20 r r
7  / 2o r r
I  / zo t t

Primary Domain
taxadv ice  .  ehos tv iL le  .  com
t icke t  .  hos tne t l i_ne  .  com
f  1u .  med ica l_carenews.  o rg

vaccina .  medinnovat ion. orcr
ipadnews .  netwebplus .  net
acdsee. l icenseval idate .  net
w e l - l n e s s .  h o s t f  i e l d s .  n e t
savupdate . 1 icensevalidate . net

Alt ,ernate Domain
tax f  ree  .  ne thos tp lus  .  ne t
account,s .  nethostplus .  net
logon.  ne thos tp lus  .  ne t
imap .  nethostplus .  neE,

onLinebooking. nethost.plus . net
imap.  ne thos tp lus .  ne t
pop3 .  ne thos tp lus .  ne t
schedu1es .  nethostplus .  net
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9  / 2 0 I I  w i k i . h o s t f i e l d s . n e t .
L0  /  20 ] -7  taxadv ice  .  ehos tv i l le  .  com
I I  /  201,L  t i cke t  .  hos tne t l ine .  com
12 /  207I  f  Iu .  med ica l_carenews .  o rc r

mediast,ream. nethostplus .  net
taxfree .  nethostplus .  net
account,s .  nethostplus .  net
Iogon.  ne thos tp lus  .  ne t
imap .  net,hostplus .  net

(co l1ec t ive ly ,  the  "Core f  lood  Domainsu)  .

L7 -  Each of the coref lood Domains is capable of being

used by a coref l00d bot to communicate with a c&c server.  fn

part icular,  past corefrood Domains may be used by bots that have

not been properly updated. Future coref lood Domains wi l l  be used

by bots in upcoming months, unress changed by a coref lood update.

18-  rn  genera l ,  In te rne t  domain  names are  t . rans la ted

in to  rP  addresses  us ing  the  rn te rne t ' s  Domain  Name sys tem

("DNs ' r ) ,  a  pub l i c ly -ava i rabr -e  serv ice  in tegra l  to  the  opera t ion

of  the  fn te rne t r .

19 '  The reg is t ry ,  reg is t ra r ,  and DNS prov ider  fo r  each

of the corefrood Domains is set forth in schedure A, where the

term " reg is t ry "  re fe rs  to  an  en t i t y  tha t  ma in ta ins  record .s  fo r  a

crass of rnternet domains, incr-uding the DNS provider for each

domain , '  the  te rm " reg is t rasu  re fe rs  to  an  en t i t y  tha t  reg i -s te rs

domain names wiLh a registry and maintains records associated

with those domains; and "DNS provider, ,  refers to an ent i ty chosen

by a registrant to maint,ain the authori tat ive record.s used. by DNS

to transrate an Tnternet domain name into an rp address. The

reg is t r ies ,  reg is t ra rs ,  and DNS prov iders  fo r  t ,he  Core f lood

Domains are ref erred to herein as the , ,Domain service providers. , ,
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20 - The Defendants registered the corefr_ood Domains

us ing  s to len  or  f i c t i t ious  ident i t ies ,  o r  us ing  serv ices  tha t

shierd the name of the nominal registrant f rom publ ic view. on

information and berief ,  the Defendants are located outside the

U n i t e d  S t a t e s .

21,.  The rout ine operat ion of the corefr_ood BorneE

rel ies on services provided by the Domain service providers that

facir i tate and enabre rnternet,  communicat, ions between coref l -ood

bots  and C&C servers .

22 '  when a coref lood bot is unable to communicate with

i ts  des ignated  c&c server ,  the  core f lood so f t .ware  w i l r  con t inue

running on the infected computer and wi lr  per iodical ly aLtempt to

es tab l i sh  communica t . ion  w i th  a  c&c server .  Even a f te r  the

core f l -ood so f tware  is  te rmina ted ,  i t  w i l l  beg in  runn ing  aga in

a f te r  cerLa in  events ,  such as  re -s ta r t ing  the  computer .

23  -  A  s imp l i f ied  d iagram o f  the  core f l00d Botne t  i s

shown on the next page, showing two corefrood c&c servers and the
infected computers controlred by them. The infected computers

communica te  w i th  the  c&c servers  us ing  bu i l t - in  core f l00d

Domains. one of the bots is shown beaconing to i ts ccc server

th rough the  rn te rne t  domain  name,vacc ina .med innovat , ion .org , , ,

w h i c h  i s  t r a n s l a t e d  b y  D N S  i n t o  t h e  r p  a d d r e s s  7 4 . 6 3 . 2 3 2 . 2 3 3 .

-
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THE COREFLOOD BOTNET

COMMAND AND CONTROL

SERVERS ffip
1  4  .  6 3  . 2 3 2  . 2 3 3

I
I

Cn ra  f  
' l  

^^ - l  .
r v v g .

M a r  2 0 1 1 :
A n r  2 n 1  1  .

4 v f  l .

M : r r  ? f l 1  ' 1  .
4 \ J L L .

f  l u .  m e d i c a l _ c a r e n e w s .  o r g
v a c c i n a  .  m e d i n n o v a t i o n .  J r q
ipadnews .  ne twebpf  us  .  ne t

C o r e f  l _ o o d :

M a r  2 0 1 1  :  b r e w .  f i s h b o n e t r e e .  b r z
A p r  2 0 1 1 :  j a n e . u n r e a d m s g . n e t

T " :  : O t t  
t  e x c h a n s e .  s r a f i f o c o x .  n e r

20 '7  . 270  . 7  4

THE INTERNET

7  4  . 63  . 232  . 233

v a c c i n a  .  m e d i n n o v a t i o n .  o r g

VICT]M ' 'BOTS' '

DOMAIN NAME SYSTEM ("DNS")
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/anTnYm r

( rn juncr ive Rer ie f= i# : f  18 u.s .c .  s  r_34s)
24.  The Un i ted  Sta tes  o f  Amer ica  a l leges  and

reference the preceding paragraphs of this

fu l1y  se t  fo r th  here in .

25. The Defendants are engaging in wire fraud, in

v i o l a t i o n  o f  T i t r - e  1 g ,  u n i t e d  s t a t e s  c o d e ,  s e c t i o n  1 3 4 3 ,  i n  t h a t

the Defendants, having devised a scheme or art i f ice to defraud,

d id  t ransmi t  and cause to  be  t ransmi t ted ,  by  means o f  w i re

communicat i-on in interstate and foreign commerce, wri t ings,

signs, and signals for the purpose of execut ing such scheme or
a r t i f i c e .

2 6 .  p u r s u a n t  t o  T i t l e  1 g ,  U n i t e d  S t a t e s  C o d e ,  S e c t i o n s
1345 (a )  (1 )  and (b )  ,  the  un i ted  s ta tes  o f  Amer ica  reques ts  the
issuance of a temporary restraining ord.er,  prel iminary

injunct ion, and permanent injunct ion against,  the Defendants and
Lheir  agents as the court  d.eems just in order to prevent a
cont inuing and substant iar i -njury to the owners and regit imate

users  o f  the  in fec ted  computers  in  the  core f tood Botne t .

( rn juncr ive Rer_ ie f f i18 u.  s .  c .  s  134s)
27.  The Un i ted  Sta tes  o f  Amer ica  a l leges  and

incorporates by reference the preceding paragraphs of this
Compla in t  as  i f  fu I Iy  se t  fo r th  here in .

r-ncorporates

Complaint, as

by

i f

I

1 0
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28. The Defendants are engaging in bank fraud, in

v io la t ion  o f  T i t le  18 ,  un i ted  s ta tes ,  sec t ion  L344,  in  tha t  the

Defendants did knowingly execute a scheme and art i f ice to defraud

a f inanc ia l  ins t i tu t ion .

29 .  Pursuant .  to  T i t le  19 ,  un i ted  s ta tes  code,  sec t ions

1 3 4 5 ( a )  ( 1 )  a n d  ( b ) ,  t h e  u n i t e d  s t a t , e s  o f  A m e r i c a  r e q u e s t s  t h e

issuance of a temporary restraining order,  prel iminary

injunct ion, and permanent injunct ion against the Defendants and

their  agent.s as the court  d.eems just in order to prevent a

cont, inuing and substant iar in jury to the owners and tegit imate

users  o f  the  in fec ted  computers  in  the  core f lood Botne t .

COUNT TTI
( I n j u n c t i v e  R e l i e f  U n d e r  1 8  U . S . C .  S  2 5 2 1 _ )

30.  The Un i ted  Sta tes  o f  Amer ica  a l leqes  and

]-ncorporates

Complaint as

by

i f

reference the preceding paragraphs of this

fu l l y  se t  fo r th  here in .

31. The Defendants are engaging in the unauthorized

in te rcept ion  o f  e l -ec t ron ic  communica t ions ,  in  v io la t ion  o f  T i t le

18 ,  un i ted  s ta tes  code,  sec t ion  251-1 ,  in  tha t  the  Defendants  d id

intent ional ly intercept an erect,ronic communicat ion, and did

intent ional ly use, and endeavor t .o use, the contents of an

electronic communicat ion, knowing that the informat, ion was

obtained through the unauthorized int ,ercept ion of an electronic

communicat ion.

l_1
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32-  pursuanL t ,o  T i t , le  18,  un i ted s tates Code,  sect ion

252r ,  the uni ted s tates of  Amer ica requests the issuance of  a

temporary restraining order, prel iminary injunction, and

permanent injunction against the Defendants and their agents as

Lhe court, deems just i-n order to prevent a continuing and

subst.antiar injury to the owners and regit imate users of the

infected computers in  the Coref lood Botnet .

PRAYER FOR RELIEF

WHEREFORE the p la in t i f f  un i ted s tates of  Amer ica

that  the cour t  issue,  pursuant  to  T i t le  19,  un i ted s tates

Sect ions 1345(b)  and 2521,  a Eemporary rest ra in ing order ,

prer iminary injunct ion, and permanent injunct ion against the

Defendants and al I  those receiving not ice thereof,  including the

Domain  Serv ice  prov iders ,  as  fo1 lows:

1. A temporary restraining order and prel iminary

injunct ion that prohibi t .s the Defendants (a) f rom using Coref lood

to engage in wire fraud, bank fraud, or unauthorized intercept ion

of electronic communicat ions, and (b) from running Coref lood on

any computers not owned by the Defendants, by authoriz ing the

operat ion of a subst i tute command. and cont,rol-  server to give

e f  f  ec t  to  the  Cour t  ' s  o rders , .

2 .  A  permanent  in junc t ion  tha t  requ i res  the

Defendants to uninstal l  corefrood on any comput,ers not owned by

the Defendants and authorizes the operat ion of a subst i tuce

prays

Code,

L 2
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command and control server

and

t o  g i v e  e f f e c t  c o the  Cour t  ' s  o rd .e rs ;

proper .

Da ted :

Respect fu l l y  submi t ted ,

DAVTD B. FEIN
UNITED STATES ATTORNEY

BY, ZSZ eo".ra cn."t
EDWARD CHANG (ctzaqtz)
Ass is tan t  Un i ted  Sta tes  At to rney
1 5 7  C h u r c h  S t .  ,  2 3 r d  f L o o r
New Haven,  CT 06510
T e I :  ( 2 0 3 )  g 2 r - 3 7 9 6
F a x :  ( 2 0 3 )  7 7 3 - 5 3 7 3

@DAVID C.  NELSON (c tzse+o)
Ass is tan t  Un i ted  Sta tes  At to rney
4 5 0  M a i n  S t .
Har t fo rd ,  CT 061_03
T e 1 :  ( 8 G 0 )  9 4 7 - j - L O r
F a x :  ( 8 5 0 )  2 4 0 _ 3 2 9 7

Such o ther  re l ie f  as the Court  deems just and

Apr i l  11 ,  201, I
New Haven, Connect icut

H

1 3



( 1 )

Case 3:11-cv-00561-VLB "SEALED" Document 1 Filed 04111111 Page 14 of 18

SCHEDULE A:
The COREFLOOD DOMATNS

ant rexhos t .  com

R e g i s t r y : V e r i s i g n ,  f n c .
21355 R idgetop  C i rc1e
D u l l e s ,  V i r g i n i a

Above.com Pty  L td
I  Eas t  Concourse ,
B e a u m a r i s ,  V I C  3 1 9 3 ,  A u s t r a l i a

Above.com Pty  L td
8  Eas t  Concourse ,
B e a u m a r i s ,  V I C  3 1 9 3 ,  A u s t r a l i a

R e g i s t r a r :

DNS provider:

d ip lodoger .  com

R e g i s t r y : V e r i s i g n ,  I n c .
2 1 3 5 5  R i d g e t o p  C i r c l e
D u l l e s ,  V i r g i n i a

LiquidNet Lt.d.
13  Cra ig le i th  T  Kers f ie l -d  Road,
Putney London SW15 3HN, United Kingdom

ZoneEdi t ,  LLC
8l -00  NE Parkway Dr ive ,  su i te  300
Vancouver,  Washinqton

R e g i s t r a r :

DNS provider:

e h o s t v i L l e .  c o m

R e g i s t r y : V e r i s i g n ,  I n c .
2 1 3 5 5  R i d g e t o p  C i r c l e
Du l les ,  V i rg in ia

Network  So lu t ions ,  LLC
1 3 8 6 1 _  S u n r i s e  V a l 1 e y  D r i v e ,  s u i t e  3 0 0
Herndon, Virginia

ZoneEdi t ,  LLC
8l -00  NE parkway Dr ive ,  su i te  300
Vancouver,  Washinqton

R e g i s t r a r :

DNS provider:

\ z )

( 5 1
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( 4 )  f i s h b o n e t r e e . b i z

Reg is t r y : N e u s t a r ,  I n c .
4 5 0 0 0  C e n t e r  O a k  p l a z a
Ster l ing ,  V i rg in ia

Act ive  Reg is t ra r ,  Inc .
1 0  A n s o n  R o a d  n o .  L 6 - L 6 ,
In te rna t iona l  p laza  S ingapore  079903

R e g i s t r a r :

DNS prov ider :  Ac t ive  Reg is t ra r ,  fnc .
10  Anson Road no .  I6 -J_6,
fn te rna t iona l  p laza  S ingapore  079903

h o s t f i e l d s .  n e t

R e g i s t r y :  V e r i s i g n ,  I n c .

R e g i s t r a r :

2 1 3 5 5  R i d g e t o p  C i r c l e
D u l l e s ,  V i r g i n i a

D o t s t e r ,  I n c .
8100 NE Parkway Dr ive ,  su i te  300
Vancouver,  Washington

DNS provider:  ZoneEdit ,  LLC
8100 NE parkway Dr ive ,  su i te  300
Vancouver,  Washinqton

hostne t l - ine .  com

R e g i s t r y :  V e r i s i g n ,  I n c .

R e g i s t r a r :

2 1 3 5 5  R i d g e t o p  C i r c l e
DuI1es ,  V i rg in ia

MyDomain ,  Inc .
8100 NE parkway Dr ive ,  su i te  300
Vancouver,  Washinqton

DNS provider:  ZoneEdit , ,  LLC
8100 NE parkway Dr ive ,  su i te  300
Vancouver,  Washinqton

l i censeva l ida te  .  nec

Reg is t r y : V e r i s i g n ,  f n c .
2 1 3 5 5  R i d g e t o p  C i r c l e
Du l -1es ,  V i rg in ia

\ o /

( 7 )
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R e g i s t r a r : Tucows fnc.
96 Mowat Avenue
Toronto, OnLario M5K 3M1 Canada

DNS prov ider :  ZoneEdiL ,  LLC
Bl_00 NE parkway Dr ive ,  su i te  300
Vancouver,  Washington

( 8 )  m e d i c a ] c a r e n e w s . o r c r

Reg is t r y :

Regr is t ra r :

Reg j_s t ry :

R e g i s t r a r :

R e g i s t r a r :

96 Mowat Avenue
Toront,o, Ontar io M6K 3M1 Canada

DNS prov ider :  Sedo.com,  LLC
1 6 1  F i r s t  S t r e e t ,  4 t h  f l o o r
Cambridge, Massachusetts

Pub l ic  fn te res t  Reg is t ry
l -775 Wieh le  Avenue,  su i le  200
Reston ,  V i rg in ia

Act ive  Reg is t ra r ,  Inc .
1 0  A n s o n  R o a d  n o .  1 d _ 1 G ,
fn te rna t iona l  p laza  S ingapore  079gO3

DNS prov ider :  Ac t ive  Reg is t ra r ,  fnc .
t0  Anson Road no .  l -6_ l .6 ,
In t ,e rna t ionaL p laza  S ingapore  079903

(9)  med innovat ion .ors

PubL ic  fn te res t  Reg is t ry
1 7 7 5  W i e h l e  A v e n u e ,  s u i l e  2 0 0
Reston ,  V i rg in ia

MyDomain, fnc.
8100 NE parkway Dr ive ,  su i te  300
Vancouver,  Washington

DNS provider:  ZoneEdit ,  LLC
8100 NE parkway Dr ive ,  su i te  3OO
Vancouver,  Washinqton

( 1 0 )  n e t h o s t p l u s . n e t

R e g i s t r y :  v e r i s i g n ,  r n c .
21355 R idgetop  C i rc le
Du l1es ,  V i rg in ia
Tucows fnc .

I

----
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( 1 1 )  n e t w e b p l u s . n e t

R e g i s t r y :  V e r i s i g n ,  I n c .

Reg is t ra r :

2 1 3 5 5  R i d g e t o p  C i r c l e
D u l l e s ,  V i r g i n i a

MyDomain, Inc.
8100 NE parkway Dr ive ,  su i te  300
Vancouver,  Washington

DNS prov ider :  ZoneEdi t ,  LLC
8100 NE parkway Dr ive ,  su i t ,e  300
Vancouver,  Washinqton

( tz )  rea lgoday .ne t

R e g i s t r y :  V e r i s i g n ,  f n c .

R e g i s t r a r :

2 l -355 R idgetop  C i rc le
Du l1es ,  V i rg in ia

Tucows Inc .
96 Mowat Avenue
Toronto, Ontar io M5K 3M1 Canada

DNS prov ider :  Net f i rms.com _  US
70 B lanchard  Road,  3 rd  f loor
Prrr ' l  ' i  -^r , . l r l r  Massachusetts

( 1 3 )  s t a f i l o c o x . n e E

R e g i s t r y :  V e r i s i g n ,  I n c .

Reg ls t , ra r :

2 : .355 R idgetop  C i rc le
Du l -1es ,  V i rg in ia

Mesh D ig i ta l  L imi ted
3 Quarry Court  Lime euarry Mews Gui ldford
Surrey GUI 2RD, United Kinqdom

DNS prov ider :  Domainmonster .com,  Inc .
One Broadway 14th Floor,
Kendal1 Square
Cambridge, Massachusett ,s

( t + )  u n r e a d m s g . n e t

Reg is t . ry :  Ver is ign ,  Inc .
2L355 R idgerop C i rc le
Du11es,  V i rq in ia

Page 4 of  5
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Regis t ra r :  pa i r  Networks ,  Inc  .d , /b /  a  pa i rNIC
2 4 0 3  S i d n e y  S t r e e t ,  s u i t e  5 1 0
Pit tsburgh, pennsylvania

DNS prov ider :  pa i r  Networks ,  Inc  .d /b /a  pa i rNfC
2 4 0 3  S i d n e y  S t r e e t ,  s u i t e  5 1 0
Pit tsburgh, pennsylvania

( 1 5 )  v i p - s t u d i o n s . n e t ,

R e g i s t r y :  V e r i s i g n ,  I n c .
2 1 3 5 5  R i d g e t o p  C i r c l e
Du1 les ,  V i rg in ia

R e g i s t r a r :  M i s k . c o m ,  I n c .
1542 Route  52
F ishk i I l ,  New york

D N S  p r o v i d e r :  M i s k . c o m ,  I n c .
1542 Route  52
F ishk i I l ,  New york
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